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Abstract—As the demand for secure Internet of Things (IoT)
devices increases, the need for hardware security solutions has
become more critical, particularly in applications with strict
power and area constraints. Thin-film transistors (TFTs) are an
emerging technology, that enables the integration of complex cir-
cuits onto thin, flexible substrates offering both low-cost manufac-
turing and compatibility with large-area system implementations.
This paper, presents, to the best of the authors’ knowledge, the
first true random number generator (TRNG) based on jittered
oscillator sampling, implemented in 600 nm Indium-Gallium-
Zinc-Oxide (IGZO) TFT flexible integrated circuits (FlexICs)
technology.

The proposed TRNG achieves a throughput of 1.33 Mbits/s,
an energy consumption of 4.68 nJ/bit, and occupies an area of
0.920 mm>. The TRNG showed promising results by passing 8
NIST (National Institute of Standards and Technology) random-
ness tests under nominal conditions. This opens new opportunities
for embedding security primitives in flexible electronics, allowing
for integration of hardware security in wearable electronics,
biomedical devices, communication tags and other applications.

Index Terms—True Random Number Generator (TRNG),
Flexible Integrated Circuits (FlexICs), IGZO, Hardware Security,
Dynamic Entropy, Ring Oscillator.

I. INTRODUCTION

The rapid expansion of internet of things (IoT) has sig-
nificantly increased the demand for wearable, environmental
sensors and implantable medical devices [1].

As JToT devices evolve and share sensitive information,
robust security measures become of great importance. Secure
cryptographic primitives are needed to prevent data breaches
and protect against malicious attacks. While most security is
softwared-based, there’s a shift towards hardware solutions.
This trend is driven by the growing need for stringent security
in systems where the area and power overhead of traditional
software methods is impractical due to the devices’ smaller
sizes and/or strict power constraints [2].

To address these issues, there is a rising interest in hardware
security, where security primitives are integrated as system on
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chip (SoC) solutions. Cryptography algorithms and protocols
rely heavily on the randomness and unpredictability of the
generated numbers. Consequently, true random number gener-
ators (TRNGs), which generate random bits from intrinsically
nondeterministic physical processes, are receiving significant
attention for their ability to meet strict security requirements
while maintaining low area and power consumption [3]. In this
paper, we focus on dynamic entropy generation using TRNGs,
which play a fundamental role in cryptographic operations,
device authentication, and secure communications.

In response to the growing need of IoT devices, thin-film
transistors (TFTs) have emerged as a promising technology
due to their unique properties. TFTs enable the integration of
complex circuits onto thin, flexible substrates while offering
low-cost manufacturing and compatibility with large-area sys-
tem. Additionally, they are environmentally friendly, making
them well-suited for a wide range of IoT applications [4].

Recent advances in TFT technology have led to the devel-
opment of various complex analog and digital circuits, such as
microprocessors [5], amplifiers [6], [7] and comparators [7].
The TFTs’ ability to integrate complex circuitry makes them
suited for implementing secure hardware solutions for IoT
devices. Unlike traditional silicon-based systems, the physical
flexibility of TFTs allows for their seamless integration into
unconventional form factors, such as wearable electronics for
biomedical [8] and healthcare [9] applications and integration
of information with people, objects and the environment,
such as communication tags (RFID/NFC) [10] and machine
learning circuits [11].

This paper proposes a TRNG based on jittered oscilla-
tor sampling, implemented in 600 nm Indium-Gallium-Zinc-
Oxide (IGZO) TFT flexible integrated circuits (FlexICs) tech-
nology from Pragmatic. To the authors’ knowledge, this is the
first TRNG implemented using TFT technology, marking a
significant advancement in secure hardware solutions for flex-
ible electronics. The TRNG under nominal conditions was able
to pass 8/8 tests from NIST (National Institute of Standards
and Technology) test suite. The implementation showcases the
potential for integrating advanced security features directly
into flexible devices.
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II. TRNG ENTROPY

TRNGs rely on inherently random physical processes to
generate dynamic entropy [3]. A typical TRNG consists of
two primary components: an entropy source and an entropy
extractor, with an optional post-processing block to improve
the output. While post-processing allows for more relaxed
requirements from the raw TRNG output, it increases the
circuit’s area and power consumption.

a) Entropy Source: This module is the source of ran-
domness of the output bitstream by maximizing inherently un-
predictable and random processes such as oscillator jitter and
thermal noise, while mitigating predictable, deterministic vari-
ations like process, voltage and temperature (PVT) variations,
aging and mismatch. The randomness prevents prediction of
future and past values based on current observations [2]. This
unpredictability is what fundamentally distinguishes TRNGs
from other types of random number generators.

The most common TRNG techniques are based on: metasta-
bility [12], [13], chaotic mapping [14] and jittered oscillator
sampling [15]-[17].

b) Entropy Extraction: The role of this stage is to
convert the randomness from the entropy source into a usable
bitstream. It leverages the random processes (for example,
amplitude variations and adding jitter from several sources) to
create a signal that can then be sampled, producing a random
bit. Jittered oscillator sampling TRNGs extract entropy by
sampling a low-jitter, fast oscillator with a slower high-jitter
clock signal (entropy source), typically through D flip-flop
(DFF). The inherent jitter in the clock introduces uncertainty
in the sample value, causing the DFF’s output to randomly
switch between logic 1 and 0.

One of the main challenges with this type of TRNG is that
the oscillator jitter may not be sufficiently large to generate
a statistically random output. Moreover, the commonly used
ring oscillators in such configurations are highly sensitive
to PVT variations, requiring additional compensation and
calibration circuits. These additional measures increase power
consumption, and the overall circuit complexity.

III. PROPOSED CIRCUIT

The proposed circuit, is a TRNG based on jittered oscillator
sampling in 600 nm IGZO-TFT FlexICs technology which
exhibits higher noise levels than CMOS devices. This in-
creased noise enhances oscillator jitter and improves entropy
generation. Different from common designs that use a low-
jitter, fast oscillator sampled by a high-jitter, slow oscillator,
this circuit samples a signal generated by combining the
noise from 10 oscillators through an XOR gate. The XOR
is used to increase the number of jittered transition in the
time frame, thus, increase the ability of jitter to generate a
statistically random output. This technique has been proven
in CMOS technology [18]. To minimize deterministic regions
at the XOR output, each oscillator can be delayed relative to
one another [19]. This work also adapts the oscillators delay
technique for IGZO-TFT FlexICs technology.

A. Inverter in IGZO-TFT FlexIC technology

One of the primary challenges of IGZO-TFT FlexICs tech-
nology is the absence of a complementary device. To address
this, techniques such as resistive load, pseudo-CMOS and
bootstrapping are employed to mimic the p-type functioning
(e.g., for inverters, as illustrated in Fig. 1). These different
techniques can be strategically used throughout the TRNG
design. For instance, by using noise-susceptible configurations
like resistive load inverters for the entropy source oscillators,
the randomness can be enhanced while also reducing circuit
area. Meanwhile, faster and more reliable configurations,
such as pseudo-CMOS bootstrapping technique, are utilized
in stages requiring accurate processing, such as the entropy
extraction stage.

Xﬁ|

Vss Vss

Fig. 1. Inverter techniques a) Resistive load b) Pseudo-CMOS c¢) Pseudo-
CMOS bootstrap

B. TRNG Entropy Source

The entropy source is based on 10 ring oscillators, each
composed of one NAND gate, and 10 inverters, totaling 11
inverting blocks, along with a buffer at the oscillator output.
The oscillator schematic is represented in Fig. 2 b). These
oscillators are activated sequentially to introduce randomness
into the system. An enable signal triggers the first oscillator,
driving the initial inverting stage (NAND gate) and initiating
oscillation.

To ensure each oscillator operates out-of-phase, thereby
enhancing randomness, each subsequent oscillator is activated
with a delay. This delay is introduced by sampling the signal
after the third inverting stage. The sampled signal is then
passed to a resistive load DFF, which controls the activation
of the next oscillator stage. The resistive load DFF was
selected for its high Vg, lower area and power consumption
and because resistors are a primary source of noise, thereby
increasing the entropy of the system.

To further improve oscillator performance, stage capacitors
are used to introduce a slight delay, improving singal stability
in IGZO-TFT circuits. A buffer stage is incorporated at the
oscillator outputs to compensate the limited drive capabilities
of the inverters, ensuring stable signal transmission. Resis-
tive load inverters and NAND gates are used due to their
higher jitter characteristics compared to pseudo-CMOS or
enhancement-mode gates. This jitter contributes beneficially
to the overall entropy, thereby enhancing the randomness of
the system.
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Fig. 3. Simulated TRNG final output (top) and XOR output (bottom) overlaid
with sampling points (dots).

Finally, a 10-input XOR gate is implemented by cascading
nine two-input XOR gates. This XOR combines the outputs of
the oscillators, leveraging the jitter in each signal to produce
a noisy signal to enhance the overall randomness. The output
signal from the XOR is shown in Fig. 3, showing the result
of XORing the signal from 10 oscillators.

Pseudo-CMOS bootstrap logic is used for the XOR gates to
ensure faster response times which allows the XOR to accu-
rately process the oscillator signals without delay, preventing
any compromise in the expected XOR result that could lead
to biased outputs. Alternative configurations were simulated,
but they led to skewed results, with outputs tending towards
biased values over time, ultimately compromising the quality
of the random numbers.

C. TRNG Entropy Extraction

The entropy extraction consists of a pseudo-CMOS boot-
strap DFF, which samples the output of the XOR gate with the

use of an internal clock. The sampling points are represented
in Fig. 3 as red dots which match with the rising edge of the
internal clock.

The pseudo-CMOS bootstrap DFF, was chosen for its
superior response time, ensuring precise sampling of the
signal. Sampling occurs at significantly lower frequency than
the XOR gate’s output, which reduces correlation between
successive samples and further improves the quality of the
generated random bits.

The clock signal that triggers the DFF is generated by a ring
oscillator composed of pseudo-CMOS bootstrap logic gates,
providing a robust signal with operation close to the supply
rails, fast switching times and low jitter. Each sampled value
represents a bit of the final bitstream.

IV. SIMULATION RESULTS

In this section, we present a simulation circuit analysis of
the jitter, performance, energy efficiency, and throughput of the
proposed circuit, along with NIST randomness test results. The
TRNG has been designed in the Pragmatic 600 nm IGZO-TFT
technology with a supply voltage (VDD) of 3V, at 25 °C and a
load of 1 pF (nominal conditions). The simulation results were
obtained through transient noise analysis on Cadence ADE
Assembler. Additionally, we evaluate the circuit’s performance
under a 10% supply voltage variation and across different
process corners.

To ensure realistic simulation results, the circuit’s layout
was designed, and all simulations were based on post-layout
parasitic extraction. The layout was also performed with the
goal of minimizing area while maintaining uniform signal
paths between the oscillators (Fig. 2 c)). Fig. 2 also correlates
components between the schematic and the layout using
corresponding symbols for clarity.

To accurately assess jitter, multiple noise seeds were used,
allowing for the evaluation of both average jitter and standard
deviation across different test runs.

A. Jitter

The period jitter was measured across all 10 ring oscillators
under nominal conditions, resulting in an average absolute
value of 0.33 ps and a standard deviation of approximately
381 ps, indicating significant random variations between pe-
riods. Fig. 4 illustrates the jitter from a single oscillator,
where the average jitter is near zero because the calculation of
period jitter derives the average frequency over the simulation
time and determines the deviation of each period from that
average. The operating frequencies of the ring oscillators
were measured, with all blocks oscillating consistently at
approximately 1.48 MHz under nominal conditions.

B. Performance

To evaluate the overall efficiency of the design, perfor-
mance metrics such as energy per bit, power consumption
and throughput were measured across corners. The results,
summarized in Table I, include both nominal conditions and
worst-case scenarios for each metric.
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The final output signal, used to evaluate the TRNG ran-
domness, is displayed in Fig. 3 above the XOR signal. The
results show that the final output correctly reflects the sampled
value. When the XOR output is at low at the time of sampling,
the DFF output decreases, indicating a logic ”0”. Conversely,
when the XOR is sampled at a higher voltage, the final output
rises to near the rail voltage, representing a logic ”1”.

To evaluate randomness, bitstreams were collected from
the circuit’s final output signal using a Python script that
evaluated the clock signal, detected the final output rising
edges, and collected voltage values of the final output after
a delay, ensuring the circuit had enough time to respond to

TABLE I
TRNG SUMMARIZED SIMULATION RESULTS

Parameter Nominal | Worst-Case
Area (mm?) 0.920
RMS Power (mW) 6.23 10.52
Energy per Bit (nJ/bit) 4.68 6.66
Throughput (Mbit/s) 1.33 0.74

the stimulus. These bitstreams were then processed through
NIST testing suite to evaluated randomness.

The NIST test suite consists of 15 tests, however some
of these require large bit sequences, often on the order of
10° bits. Due to the computational complexity and extensive
simulation time needed to generate larger bitstreams, only 2K
bits sequence was extracted. As a result, we are able to run
8 out of 15 tests, all of which were passed under nominal
conditions. Table II presents the NIST test suite results under
nominal conditions, that are comparable with the results of
traditional TRNGs implemented in CMOS technology.

V. CONCLUSION

The proposed TRNG, based on jittered oscillator sampling
and implemented in 600 nm IGZO-TFT FlexIC technology,
achieved a throughput of 1.33 Mbit/s with an energy consump-
tion of 4.68 nJ/bit and an area of 0.920 mm?. To the best of the
authors’ knowledge, this is the first implementation of a TRNG
using TFT technology, making direct comparisons in terms
of area, energy, and throughput challenging as it cannot be
compared with implementation at different technologies. How-
ever, the statistical properties of the design can be compared:
the TRNG successfully passed 8 NIST tests under nominal
conditions. These results demonstrate promising potential for
the development of TRNGs in TFT technology.

The ability to implement TRNGs in TFT technology opens
new opportunities for embedding hardware security into vari-
ous applications, such as wearable electronics, biomedical de-
vices, and communication devices. This integration improves
the security of these devices while retaining the inherent
advantages of TFT technology, including flexibility, low-cost
manufacturing, and suitability for large-area implementations.
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