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Abstract

In the industry, there is a need to manage and monitor cyber-physical systems, composed
of cyber parts, sensors and actuators, and informatics systems to ensure the correct
functioning of industrial processes. The fast evolution of 4G and 5G mobile networks
has enabled new paradigms toward the Industry 4.0 revolution, which introduces mod-
ern technologies such as cloud computing, artificial intelligence, and advanced analysis
techniques. Still, the increasing complexity of automated processes and systems’ het-
erogeneity might hinder the challenging task of supervising and controlling an industrial

environment.

The Synoptics of Things (SoT) framework aims to facilitate the creation and manage-
ment of the life-cycle of customized industrial operator’s synoptic interfaces used for
introspection and interactions with cyber-physical systems and informatics systems. A
synoptic interface acts as a window to an organization's technological landscape and is
a fundamental element of a Supervisory Control and Data Acquisition (SCADA) system.
The framework validates the organization of technological artifacts under the Informat-
ics System of Systems (ISoS) framework, presenting the concept of service to model
computational responsibilities of any size, including the cyber parts of a cyber-physical

element.

This master thesis presents and discusses the state of the art regarding SCADA systems,
reviews the 1SoS platform, and proposes an approach to developing customized synoptic

interfaces in web browsers using widgets that implement the Web Components standard.

Keywords: Cyber-physical system, Supervisory and control data acquisition system,

Synoptic interface, Informatics system of systems, Industry 4.0







Resumo

Na indlstria existe a necessidade de gerir e monitorizar sistemas ciberfisicos, compos-
tos por sensores e actuadores, e sistemas informaticos, de modo a garantir o correto

funcionamento dos processos industriais.

A réapida evolucdo das redes moéveis 4G e 5G permitiu novos paradigmas para uma nova
revolucao da industria, conhecida como Indistria 4.0, que introduz tecnologias modernas
como a computacdo na nuvem, a inteligéncia artificial e técnicas de analise avancadas.
No entanto, a crescente complexidade dos processos automatizados e a heterogeneidade
dos sistemas podem dificultar a ja dificil tarefa de supervisionar e controlar um ambiente

industrial.

O quadro de desenvolvimento Synoptics of Things (SoT, Sindticos das Coisas) visa
facilitar a criacdo e a gestao do ciclo de vida de painéis sinéticos personalizadas, utilizados
para introspecao e interacao com sistemas ciberfisicos e sistemas informaticos. Um painel
sindtico funciona como uma janela para o ambiente tecnolégico de uma organizacdo e é
um elemento fundamental de um sistema de Supervisdo e Aquisicdo de Dados (SCADA).
O quadro de desenvolvimento valida a organizacio de artefactos tecnolégicos sobre a
plataforma Informatics System of Systems (ISoS, Sistema Informético de Sistemas),
apresentando o conceito de servico para modelar uma responsabilidade computacional

de qualquer dimensdo, incluindo um elemento ciberfisico.

Esta dissertacdo de mestrado apresenta e discute o estado da arte de sistemas SCADA,
revé a plataforma 1SoS, e propde uma abordagem para desenvolver painéis sinéticos per-

sonalizados em navegadores web usando widgets, explorando a norma Web Components.

Palavras-chave: Sistema ciberfisico, Sistema de supervisio e aquisicao de dados, Painel

sindtico, Sistema informatico de sistemas, Inddstria 4.0
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Introduction

This chapter provides a succinct overview of the master’s thesis, emphasizing the signifi-
cance of the research and the forthcoming work, and is divided into sections organized
as follows. Section 1.1 explains the background and context of the subject being studied.
Next, Section 1.2 states the addressed problem, and Section 1.3 aligns the intended
objectives and anticipated outcomes. A proposed approach is introduced to tackle the
problem in Section 1.4, and the thesis’ contributions are listed in Section 1.5. The
chapter concludes by alluding to prior research in Section 1.6 and outlining the structure

of the remaining document in Section 1.7.

1.1 Background and context

Managing and monitoring the technological artifacts of an industrial organization is
crucial to guaranteeing the proper operation of automated processes. An industrial
process can vary in complexity, ranging from basic computational systems, like gathering
weather data from wind speed sensors, to more sophisticated systems, like managing the

operations of a nuclear-powered ship.

The contemporary era has noticed a shift toward more complex industrial processes,
propelled by technological advancements in areas such as cloud computing, Big Data,
Internet of Things (loT) and Artificial Intelligence (Al) [13]. This revolution has been

labeled as the fourth industrial revolution, commonly referred to as Industry 4.0.

The invention of machinery that used steam and coal to operate was the driving force
behind the first industrial revolution. In the second revolution, electricity played an
important role in implementing mass production on assembly lines. The emergence of
electronic devices, such as transistors and integrated circuit chips, brought automation
during the third industrial revolution [22]. During these three revolutions, industrial
systems were supervised in control rooms equipped with numerous buttons, lights, gauges,

levers, and seven-segment displays. In contrast, today, visualization and interaction with



industrial processes are done via web applications, portable devices, and even through
the utilization of Virtual and Augmented Reality (VR and AR) [38]. As the complexity
of automated processes develops, it is increasingly essential to have a mature supervision

strategy.

Today, Industry 4.0 aims toward intelligent manufacturing based on cyber-physical systems
(CPS), which are equipment that combine both hardware and software elements and is

accessible by some form of communication, such as Internet Protocol (IP) [16].

1.2 Problem definition

The rapid advancement of 4G and 5G mobile networks has facilitated new models in
informatics systems, opening the path to a progressively digital society. Yet, the growing
intricacy of automated processes and the diversity of systems may impede the difficult
task of supervising and controlling an industrial environment. Besides, dealing with
heterogeneous systems and devices provided by manufacturers with different user and
programming interfaces might hinder this task [35]. Typically, the technological elements
of informatics systems are from different suppliers, each with its own communication
protocols, user interfaces, and Application Programming Interfaces (API), which, to
make matters worse, are often proprietary and non-standard, resulting in complex devel-
opment and maintenance cycles. This approach makes it difficult to replace or improve
current components in technological systems and can impede sustainable innovation and

competition among multiple manufacturers.

The concept of informatics systems is not always consensual in the literature. This thesis
proposes the definition of informatics systems as the formalization of a composite of
computing and complementary resource elements (e.g., configuration files), establishing

a well-defined responsibility [12].

As different administrators and operators can be responsible for different parts of an
industrial process, it is crucial to obtain a symbiosis between every technological element
to accomplish the appropriate behavior of the supervised informatics system. Moreover,
most frameworks that assist industrial designers in conceptualizing management and
monitoring interfaces are typically tailored to specific industrial contexts, rendering them

inapplicable in other industrial scenarios.

1.3 Main objectives

In light of the aforementioned issues, the main goal of this master’s thesis is to develop
an agnostic framework named Synoptics of Things (SoT) that could handle the life-cycle

of custom synoptic interfaces for managing and monitoring cyber-physical systems or,

2



more generally, the elements of informatics systems (/Systems) - a core concept of the
Informatics System of Systems (ISoS) framework [12]. An ISystem is modeled by the
framework as a set of cooperation enabled services (CES), grouping Service elements
that can facilitate the replacement of technological artifacts with equivalent ones from
a different vendor. The SoT framework is based on the 1SoS model in order to support
an agnostic environment, with multiple suppliers, and by following the best practices of

a service-oriented architecture (SOA).

Industry 4.0 presents a real and current motivation for the existence of a unified platform
for the supervision of industrial processes. The platform should promote an open-market,
competitive technology landscape for organizations, allowing multi-supplier solutions and
plug-and-play substitution of current technological elements. The growing trend toward
integrated technological environments, where various responsibility roles can maintain
the visualization of cyber-physical elements, encourages the creation of integrated views

to support heterogeneous informatics and cyber-physical infrastructures.

Therefore, the following main objectives have been established:

= Develop an open agnostic framework to manage the life-cycle of custom-built

synoptic interfaces to manage and monitor informatics system'’s elements;

» Build graphical interfaces that can be accessed in web browsers, using web standards,
to allow the creation of widgets to represent the user interface to informatics

system'’s elements;

» Verify the effectiveness of the framework by validating it in a practical scenario.

1.4 Proposed approach

To accomplish the mentioned goals, the methodology consists in developing a framework
where users can build and operate through synoptic interfaces. Since the framework is
responsible for overseeing the entire life-cycle of synoptic interfaces, from their inception
and design to their utilization, it must offer suitable tools for each stage of the life-cycle,
as depicted in Figure 1.1. Therefore, the rationale for having two distinct tools stems

from the need of users with different backgrounds to utilize each tool:

= Synoptics of Things Workbench: used primarily to build models of synoptic inter-

faces' elements using widgets;

= Synoptics of Things Operations: used by industrial operators to monitor and

manage the infrastructure.
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Figure 1.1: Overview of the proposed approach.

To validate the openness and value of the framework, the SINCRO network (National
System for Velocity Control) [36] is presented as a case study. SINCRO is a national
traffic enforcement network in Portugal comprised of cyber-physical systems such as
cinemometers and cabins for road traffic control. Its agnostic nature and multi supplier
environment makes it an ideal scenario to test the framework. The complex network is
comprised of multiple systems from different suppliers and contractors that need to be

managed and monitored in order to ensure correct operation.

1.5 Contributions

The developed work contributes to the field of managing and monitoring informatics

systems and cyber-physical systems (CPS) through the following outcomes:

» Research and analyze the current state of the art regarding supervision solutions;

» A functional implemented prototype to manage the life-cycle of synoptic interfaces,

from their design phase to operation;

= Developed source code is publicly available and documented on GitHub [42], facil-

itating further collaboration;

» A peer-reviewed paper published in Young Engineers Forum on Electrical and
Computer Engineering 2023 conference, summarizing main research findings and
results [45].



1.6 Previous work

While this master thesis is centered on the SINCRO project, research and investigation
in the context of SITL-loT [35] and HORUS [15] projects have also been conducted to
develop a framework for creating customized synoptic interfaces for the management

and monitoring of informatics systems.

An initial phase of research work was published and presented at the Young Engineers
Forum on Electrical and Computer Engineering (YEF-ECE) conference [49], with the
paper entitled “Synoptics of things (SoT): an open framework for the supervision of
loT devices” [43], which outlined a first approach on dealing with the need to manage
and monitor systems. The research developed in the context of the SITL-loT project
addressed the challenges faced by a maritime terminal silos’ operator when evolving its

industrial agri-food environment.

One more step was taken to evolve the research work with the paper “Extending the
Synoptics of Things (SoT) framework to manage 1SoS technology landscapes” [44]. This
time, the focus was on integrating the developed framework on an ISoS-compliant IT
(Information Technology) department of an organization. The HORUS project, presented
in this paper, consists on a system to control post-payments in fueling station’s forecourts,
whose goal is to prevent refueling by drivers that once left without payment. Accordingly,
several closed-circuit television (CCTV) devices are used by the HORUS system to
capture the license plates of the vehicles. A corresponding action is necessary to correct
a situation resulting from a failure of any such devices, typically under the responsibility

of a provider company of surveillance.

More recently, the paper “Monitoring Roadside Traffic Enforcement Equipment within
SoT and I1SoS Frameworks"” [45], has been published within the scope of this master's the-
sis. The paper presented the SINCRO network of roadside traffic enforcement equipment
and introduced a first approach to managing and monitoring SINCRO's cyber-physical
systems with the SoT framework. Furthermore, it challenged the validation of organizing
technological artifacts of the Information Technology (IT) operation infrastructure under

the Informatics System of Systems (I1SoS) framework.

1.7 Organization of the remaining document

The remainder of this document consists of five chapters and is structured as follows.

Chapter 2 (Background Knowledge) explores fundamental and relevant concepts to

understand this document.

Chapter 3 (Synoptic Interfaces) presents the state of the art regarding synoptic interfaces

to manage and monitor industrial processes.

5



Chapter 4 (Proposed Approach) presents the proposed approach to address the problem.

Chapter 5 (Validation) delves into the practical application of our developed prototype
in a real-world setting.

Lastly, Chapter 6 (Conclusions and Future Work) draws some conclusions and presents

guidelines for future work.



Background Knowledge

This chapter provides essential foundational information for a comprehensive understand-
ing of this document, starting in Section 2.1 by presenting the Informatics System of
Systems (1SoS) framework, along with a brief overview of architectural patterns. The
ISoS framework provides a model for establishing clear responsibility boundaries of tech-
nological artifacts under system, groups of services, and service element conceptualization
levels. Section 2.2, introduces web development standards, frameworks, and technologies,

with a specific emphasis on the Web Components standard.

2.1 The Informatics System of Systems Framework

The recent evolution of the digital society, driven by the emergence of 4G and 5G mobile
networks, and the upward integration endeavor, is turning informatics systems increasingly
complex. Current informatics solutions can often be difficult to replace by equivalent
technological artifacts, or be upgraded, due to proprietary interfaces, causing vendor
lock-in situations and supplier dependencies, proving to be an obstacle to innovation.
Moreover, the complicated relationship between informatics science and engineering
teams and the organization's business department has resulted in ambiguous (fuzzy)

computational responsibility borders.

This section outlines the Informatics System of Systems (ISoS) framework, which proposes
a model for establishing a unified responsibility boundary that defines a set of technological

artifacts as interconnected components.

The section is organized as follows. Section 2.1.1 offers contextual information and
briefly examines the 1SoS framework. Section 2.1.2 presents the 1SoS technological
landscape, along with its elements. Lastly, an adaptive coupling approach is introduced

in Section 2.1.3 to cover the integration of informatics services.



2.1.1 Background

Enterprises and organizations often encounter difficulties when updating or upgrading
their technological infrastructure due to the utilization of diverse software or hardware
components [16]. Replacing technology solutions can be difficult due to the presence
of various suppliers with their own proprietary protocols. The ISoS framework [12]
aims to facilitate the possibility to seamlessly replace elements of an informatics system,
henceforth called /System, with an equivalent technological artifact from a different
manufacturer. This option seeks to mitigate the risks of being locked into a specific
vendor and enables organizations to transition to agnostic technological landscapes, i.e.,

not dependent on any particular vendor.

An [System, a fundamental concept of the I1SoS framework, is an abstract composition
of autonomous computational responsibilities organized as service elements grouped
together as Cooperation Enabled Services (CES) [33].

An 1SoS compliant Information Technology (IT) area of an enterprise or organization is
made of one or more /Systems. The mandatory informatics system of the I1SoS framework
is entitled informatics system zero (/Systemy), playing the registry role of zero or more
ISystems. The ISystem, is commonly called the meta-/System, meaning it is responsible

for managing the deployed informatics systems.

The logical CES concept, representing a group of Service elements, enables the potential
replacement of technological artifacts with equivalent ones, therefore, a logical concept
to grant partial substitutability of an informatics system. Within the 1SoS framework, a
Service element is a conceptual representation capturing related computational responsi-
bilities that are eventually accessed through programmatic interfaces, regardless of scale,

and include the necessary resources for their execution.

As an alternative to monolithic software, using the ISystem concept can help unify the
line between who is responsible for what, separate a group of technological artifacts into
parts that depend on each other, and hide complex computational logic and resources.
However, it is the responsibility of the /System architect to evolve such a monolithic
service toward fine-grained parts (Service elements) and align the informatics system to
the more recent microservice trend [4]. What some call the “servitization” process [18]
can lead legacy monolithic computing systems to evolve to adopt standard computing
responsibilities as Service organized as CES groups and evolve this way from a monolithic

system to a Service-oriented informatics system under the 1SoS framework.

The 1SoS framework's strategy established the conditions for the incorporation of alter-
native suppliers and yields a significant cost reduction as a result of fostering market
competition [46]. The next section delves more into the core elements of the ISoS
framework, and discusses the concept of a meta-ISystem (ISystemy) to manage the

whole technological landscape of an organization. Henceforth, to distinguish between
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ISoS terms and general terms, terms written in italics specifically refer to 1SoS elements,
e.g., ISystem.

2.1.2 1SoS technological landscape

The ISoS framework comprises three primary elements: ISystem, CES, and Service. Each
ISystem is composed of one or more CES, and each CES is composed of one or more
Services, as depicted in Figure 2.1, using block definition diagram syntax from Systems
Modeling Language (SysML) [19].

bdd [Model] Enterprise Architecture [ Informatics System of Systems (ISoS) ])
«block» iSystem «block» CES «block»
I1SoS 0.* ISystem 1.* CES
ISystem|0..*
ISystem0 Service
ISystem0 «block» «block» «block»
1 ISystem0 CPSystem Service

Figure 2.1: The I1SoS model structured as a SysML block definition diagram.

The model also considers the existence of cyber-physical systems (CPS), abbreviated as
CPSystems, due to specificities in modeling physical equipment. However, from a com-
puting perspective, the cyber part of a CPSystem follows the informatics system modeling
approach, hence the specialization from ISystem. A CPS combines both hardware and
software elements and is accessible by some form of communication [16]. A Service acts
as the functional operating element that can be either a computational artifact (software)
running on a cloud infrastructure or cyber-physical equipment managing the interface

with, e.g., actuators and sensors. The ISoS framework's elements are each represented

00
00

) Service icon.

by an icon, as shown in Figure 2.2.

O

(a) ISystem icon. (b) CES icon.

Figure 2.2: Icons depicting each element of 1S0S.

A meta ISystem named ISystemy is responsible for managing the whole ISoS technological
system, acting as a directory service for metadata of the 1SoS elements that exist within
an organization [15]. A REST interface is available at isos. <organization domain>:2058

endpoint, providing access to any implemented service through a ISystem/CES /Service
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path. The ISoS reference implementation is currently based on the open-source Apache
ZooKeeper coordination framework [23], to implement fault-tolerance policies. When
configured in redundancy mode, a set of nodes, designated as ensemble, maintain con-
sistent replicas of information. A quorum defines the rule for a healthy ensemble, which
consists of a formula Q = 2N + 1, where Q defines the number of nodes required that
can allow the failure of N nodes. For example, a cluster of 5 nodes (Q = 5) can allow
the failure of 2 nodes (N = 2).

Besides /Systemy, the ISoS model considers other meta-elements with management or
coordination roles, namely CES,, and Servicey. The model of an ISystem aligns with the
ISystem, concept and further considers the special CES, as a mandatory group of Service
elements structuring meta-functionalities of the /System itself. The same happens at the
CES level where a special Servicey implements management functionalities associated
with managing the group of services of a CES element. Figure 2.3 illustrates the
internal organization, represented as a tree, of the ISystemy, its children nodes ISystem,,
ISystemy, ..., ISystemy, the corresponding children CES, and, for each CES}, the children
Services. The 1SoS administration user interface has a CESy, composed of two Services
Serp and Sery;, making possible the navigation across 1SoS instance elements using a

graphical display, facilitating introspection of its properties.

ISystemg

/ Apache ZooKeeper \\ .

[ 1 \ |
{/SystemoJ {/System 1} {/Systeng {/SystemNJ

{CESU/J [ CES, J { CESK]
VJ—\ V—l—\

(o) (o) () (o] (G ] (] )

1SoS Administration
User Interface

‘ Servery H Server, H Servers ‘ ‘ Servery ‘

Figure 2.3: The ISystemy as a directory service to lookup metadata.

The technological landscape of an Information Technology (IT) department of an 1SoS
compliant enterprise is, under the 1SoS framework, organized as a set of [Systems, as
depicted in Figure 2.4. The meta-ISystem, ISystem, illustrated in the orange color,
represents the entry point for every Service, and comprises one instance (or more) of the

Apache ZooKeeper Service, and the ISoS administration user interface (Ul).
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IT Department
ISystemy ISystemy ISystemo

Caption:
@& ISystem N CES 8B Service

Figure 2.4: Overview of the technological landscape of an I1SoS-enabled organization.

2.1.3 Adaptive coupling approach

To facilitate the adoption of existing products with a minor impact on existing imple-
mentations, the /System, establishes an Open Adaptive Coupling Infrastructure (OACI)
framework as a generic adaptive logical bus connecting the enterprise /Systems and its
Service elements. The ISoS framework brings the concept of adaptive coupling onto
the table with a strategy that relies on the aforementioned /System,, CES, and Servicey
to establish peer-to-peer adaptive interconnections between [Systems and [System'’s

elements.

The OACI relies on meta-data associated with the interfaces of Service elements. The
Service's interface metadata required for a client Service to invoke interface implemen-
tations is stored in ISystemy. The metadata to be accessed is associated with the
Service interface for which implementation is to be called. In other words, for a Service
element to invoke any other Service of another ISystem, it only has to look for the
ISystem/ CES / Service path at the ISystemy and use the associated interface metadata

to build the invocation proxy.

The 1SoS framework is built upon the Service Oriented Architecture (SOA), which is
known as a software design approach where application components provide services
to other components through a network using a communication protocol. Along with
the adaptive coupling approach, the “loose coupling” nature of the 1SoS framework, a
fundamental characteristic of the SOA, makes the integration streamlined and less prone

to failures in contrast to the “tight coupling” strategy [37]. Reduced susceptibility to
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failure can be achieved by replicating critical services to increase availability.

In recent years, the term microservices has risen in popularity as a new approach that
has been used based on SOA [4]. While there is no single commonly agreed definition
of microservices, the current literature often provides common characteristics and prin-
ciples. According to [32], "a microservice is an independently deployable component of
bounded scope that supports interoperability through message-based communication’.
The microservices architectural style is used to build distributed software systems that
structure an application as a collection of small, loosely coupled services, and have a
strong emphasis on continuous deployment and other agile practices. These services use
technology-agnostic protocols that, associated to the OACI framework, provide choice of
language and frameworks, making their choice a concern internal to the service. The ISoS
framework is already familiar with these definitions and concepts, as the CES element
can be considered a microservice if its implementation is of a single interface, a simple
functionality. Moreover, CES offers the capability to model an entire cyber-physical
system, establishing an adaptive bridge between the pure computing elements and the

hybrid or cyber-physical elements [12].

2.2 Web Development Standards and Technologies

In recent years, web development has experienced a proliferation of standards and frame-
works that help develop web applications. One of the most important standards in the
web, the Web Components standard, is a set of specifications that empowers developers
to build custom and reusable components. Additionally, it establishes a collection of best

practices, from ensuring accessibility to achieving responsiveness.

The purpose of this chapter is to present a comprehensive overview of various web
development technologies that are presently accessible, along with their distinct features,
benefits, and drawbacks. Section 2.2.1 presents the Web Components standard and its
specifications. Section 2.2.2 lists several frameworks used in web development. The final
section, Section 2.2.3 presents some recent developments in web technology, such as
Progressive Web Applications (PWA) and Single Page Applications (SPA).

Henceforth, the term “Web Components” is used to denote the standard, while the term

“web component” is used to refer to a specific code implementation of that standard.

2.2.1 The Web Components standard

The field of web development has undergone significant transformations over the past
few decades, having its initial transition in the 1990s as a result of developers’ efforts to
produce complex software and websites with dynamic animations that improved users’

browsing experiences. The emergence of HTML components was observed, signifying
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the early form of contemporary web components [20].

During the early 2010s, a widely accepted standard called Web Components [11] emerged,
enabling the creation of reusable custom elements. A web component is a self-contained
and reusable code module that encapsulates specific functionality and can be seamlessly
incorporated into web applications. It utilizes technologies such as HyperText Markup
Language (HTML) to define the structure and content of the component, Cascading
Style Sheets (CSS) to define its style, JavaScript (JS) to define its behavior, and even
Scalable Vector Graphics (SVG) to enable the use of two-dimensional images that don't

lose quality when resized.

Nowadays, the standard is supported by the most of modern browsers, such as Google
Chrome, Mozilla Firefox and Microsoft Edge, and employs the most recent technologies,
i.e., HTML5 and CSS3.

The World Wide Web Consortium (W3C)?!, which develops standards and guidelines based
on the principles of accessibility, internationalization, privacy, and security, supports a
number of specifications that make up the Web Components standard. The most

significant ones are described as follows.

2.2.1.1 Custom elements

The ability to create custom HTML elements, associated with custom HTML tags, with
its own methods and properties, is one of the core features of web components. List-
ing 2.1 shows a piece of JS code of how a web component can be defined to show the

text Hello, world! and its registration.

// definition of the web component
class HelloWorld extends HTMLElement {
constructor () {

super ()
this.innerText = 'Hello, world!'

// register the web component with the tag <hello—world>
customElements. define('hello—world "', HelloWorld)

Listing 2.1: Definition of a web component.

After defining the behaviour of the web component using JS, one can use the previously
defined tag and place it in an HTML file, as shown in Listing 2.2. Notice the need to

point to the source code containing the definition of the web component.

https://www.w3.org
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<!DOCTYPE html>
<html>
<head>
<title>Hello, World!</title>
</head>
<body>
<hello—world></hello—world>
<script type="text/javascript" src="./custom—element.js"></
script>
</body>
</html>

Listing 2.2: Usage of a web component.

The Custom Elements API provide a variety of methods to define callbacks. A callback
is a function that is invoked when an event occurs in order to carry out a routine or
action. Usually, this callback is passed onto another function that registers the callback.
The connectedCallback function is called when the web component is rendered by the

browser. Comparatively, disconnectedCallback is called when the component is removed.

2.2.1.2 Encapsulation

A Document Object Model (DOM) serves as a programming interface that allows for the
manipulation of the structure, style, and content of web documents. Figure 2.5 illustrates
a tree with several HTML elements, where each element can potentially contain one or

more other elements.

However, code running on the page must be unable to unintentionally disrupt a custom
element by altering its internal implementation. Encapsulation consists of hiding the
internals of a custom element from JavaScript and CSS and can be achieved using a
Shadow DOM.

Every web component possesses its own Shadow DOM, which is inaccessible from the
main DOM and can contain local style rules and additional features, thereby ensuring
that the element is encapsulated. A DOM tree with a custom element is represented in

Figure 2.6, where a shadow host points to a shadow root containing the custom element.

2.2.1.3 Templates

Templates are reusable on a web page and can be defined by the user as HTML, elimi-
nating the need for additional code. This element and its contents are not displayed in

the DOM, yet they can still be accessed via JavaScript.

While it is feasible to develop using the basic Web Components API, the presence of
libraries like Polymer and Lit greatly simplifies the development process. In addition,

web frameworks take web development one step further, providing the resources to build
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Figure 2.5: Typical DOM tree with HTML elements.

fully-featured web applications. The following section covers the fundamental aspects of

these tools and frameworks.

2.2.2 Web tools and frameworks

When creating a website, choosing the best framework for the required application is
one of the most important steps. Since there are different types of frameworks, it is not
an easy task. Besides, if the wrong framework is chosen, it could negatively impact the
website's performance [6]. This text presents various tools and frameworks that facilitate

web development.

Vaadin Flow? is a Java-based framework for building web applications. It uses a component
based architecture and provides a set of pre-built Ul components that can be easily
customized to fit the needs of an application. Vaadin also provides built-in support for

server-side rendering.

React®, created by Facebook, is a JavaScript library for building user interfaces. It uses
a component-based architecture, allowing developers to create reusable Ul elements and

manage the state of an application.

Angular* is a full-featured JavaScript framework for building complex web applications.

It was developed by Google and is known for its robustness and scalability. Angular uses

2https://vaadin.com /flow
3https://react.dev
*https://angular.dev
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Figure 2.6: DOM tree with shadow root element.

a declarative template system to build Ul elements, and it provides a set of powerful

features such as two-way data binding, dependency injection, and a testing framework.

Vue® is a lightweight front-end framework. It uses a component-based architecture,
similar to React, but it also provides a powerful reactivity system that makes it easy to

manage state and data in an application.

2.2.3 Beyond the traditional web

Web applications have undergone significant advancements in the past few decades. While
native applications were previously commonplace, users have now shifted their preference
towards web-based applications due to their enhanced performance, greater accessibility,
and smaller storage footprint. This section showcases some of the recent developments
in web technology, including Progressive Web Applications (PWA), which can replicate
the capabilities of fully-featured native apps, as well as Single Page Applications (SPA),

Shttps://vuejs.org
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which can host an entirely functional website or web application without requiring any

page refreshes.

2.2.3.1 Progressive web applications

Previously, native applications were the standard choice for users. These programs,
designed exclusively for a specific operating system, provided an unparalleled level of
capability that web applications were unable to achieve. This native approach guaranteed
the best possible performance and access to hardware functionalities, but it also had
certain restrictions. Each platform required its own codebase, resulting in increased
development time and maintenance costs. Native applications also require installation

and updates, a process that can sometimes be cumbersome.

The advent of high-speed internet connections, coupled with the ascent of robust web
technologies such as HTML5 and JavaScript, facilitated the development of a new breed
of web applications that started to contest the supremacy of native desktop programs.
This transition, coupled with the increasing prevalence of mobile devices, signified a
pivotal moment in the evolution of software towards the present scenario, where web
applications, namely, Progressive Web Apps (PWA) [30], present a compelling substitute
for conventional native applications. A Progressive Web App (PWA) is a type of web
application that provides users with the native app-like experience of a platform-specific
app. Although a PWA can be installed like any other native app on a smartphone home
screen, there is no real installation and only a shortcut to a Uniform Resource Locator
(URL). Frameworks that enable the development of PWAs are Electron and Eclipse
Theia, as well as Vaadin Flow. The Visual Studio Code IDE (Integrated Development

Environment) is an example of a PWA.

2.2.3.2 Single page applications

Conventional web applications frequently require multiple reloads when a user engages
with them, leading to increased bandwidth usage and time consumption. In a single page
application, all the necessary resources are loaded in the initial request, and subsequently,
the page components are dynamically replaced based on user interaction [29]. Figure 2.7
depicts the comparison between a tradition application and a single page application. The

Vaadin Flow framework offers the necessary tools for creating single-page applications.

2.3 Summary

This chapter focused on important topics and concepts essential to understanding the
remainder of this document, covering approaches and tools that form the basis of the

SoT framework.
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Figure 2.7: Comparison between tradition application and single page application.

Section 2.1 presented the 1SoS framework as a model to define clear responsibility
boundaries between technological artifacts. The SoT framework implements the 1SoS

model to achieve an agnostic multi-supplier environment.

The web-based environment of the SoT framework motivated the presentation of web
technologies in Section 2.2, with a clear focus on the Web Components standard. This
section introduced Progressive Web Apps (PWA) and Single Page Applications (SPA) as
innovative initiatives that can be developed using web frameworks such as Vaadin Flow.
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Synoptic Interfaces

This chapter provides the key concepts related to the management and monitoring of
informatics systems and processes, emphasizing the significance of establishing a well-
defined supervision strategy. Firstly, the definition of management and monitoring is
provided in Section 3.1. Section 3.2 introduces the notion of a Supervisory Control and
Data Acquisition (SCADA) system. The concept of synoptic interfaces as the operator's
window to interact with technological artifacts is discussed in Section 3.3. At last,
Section 3.4 provides more insight about other advanced monitoring strategies through

open-source tools and dashboards.

3.1 Defining management and monitoring

In the context of an industrial process, it is necessary to manage and monitor informatics
systems and their associated technological artifacts to ensure proper operation. In the
field of meteorology, for example, to understand current weather patterns and predict
future weather conditions, a process can collect and interpret weather data from multiple
sources, such as weather stations, radar, and satellite imagery [26]. This information can
be used to make weather forecasts, analyze air quality, and even issue severe weather
warnings. Therefore, a supervision solution is essential to keep track of the status of

each weather device that composes the informatics systems that support the process.

On one hand, we understand the management of systems as controlling and modifying
the current state of the comprised technological artifacts. On the other hand, monitoring
solutions provide a way to analyse a process and obtain a general view of the state of
technological artifacts. Usually, monitoring strategies only read data from devices and
services, but it may be interesting to automatically alter the state of an artifact when some

threshold is reached as a preemptive measure to avoid damage or malfunctioning [25].

The next section presents a type of system that is responsible for managing and monitoring

industrial processes.
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3.2 Supervisory Control and Data Acquisition

Large industrial processes benefit from Supervisory Control and Data Acquisition (SCADA)
systems to assess the proper operation of technological artifacts. At its core, SCADA is
not a complete control system but rather “a purely software package that is positioned

on top of hardware to which it is interfaced”, as mentioned in [7].

To effectively manage and monitor industrial processes, SCADA systems allow an operator,
typically in a central location with access to geographically dispersed places, to consider
alarms, gather measurement information, and make informed decisions based on the data.
They are employed in a variety of applications worldwide, including city management tasks
such as electrical power generation and water and sewage control, as well as transport
infrastructures to automate traffic signals for rail systems and control automotive traffic
flow [5].

On the hardware level, SCADA systems are comprised of computers and peripheral
devices [27], as depicted in Figure 3.1, for which this thesis adopts the concept of cyber-
physical systems (CPS). A Master Terminal Unit (MTU) is responsible for monitoring and
controlling the entire information flow in the SCADA system, and communicates with the
low-level peripheral devices over the network. The interaction between a SCADA system
and an operator is referred to as Human Machine Interface (HMI), and it is directly
connected to the MTU. A synoptic interface is a specific type of Human-Machine

Interface (HMI) that will be further explained with more detail in the next section.

—

Database

MTU

=
RTU

f PLC

HMI IED

=l

Figure 3.1: Architecture diagram of a common SCADA system.

Peripheral devices have the capability to control complex processes. Common SCADA

devices include Programmable Logic Controllers (PLC), Remote Terminal Units (RTU),
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and Intelligent Electronic Devices (IED). A PLC is a type of controller that utilizes
programmable memory to store instructions and execute functions such as logic, sequenc-
ing, timing, counting, and arithmetic. Its purpose is to control machines and processes,
and it is specifically designed to be user-friendly for engineers with limited knowledge
of computers and programming languages [1]. RTUs are autonomous units designed
primarily to control and acquire data from process equipment located at a remote site,
and subsequently transmit this data to a central unit. They are equipped with wireless
radio interfaces to facilitate communication in situations where wired communication
is not feasible [24]. IEDs collect data from sensors and power equipment and have the
capability to execute control commands. For example, in the event of detection of any
abnormalities in voltage, current, or frequency, IEDs can trip circuit breakers. Additionally,

they can adjust tap positions to regulate the voltage level as needed [21].

SCADA systems offer a range of functionalities necessary for effectively managing and
monitoring an industrial process. One of the most important functionalities is alarm
handling. Alarms can be triggered either by surpassing a specific threshold or by con-
ducting a status check, such as verifying if a certain parameter is below or above a given
value. On the event of an alarm, notifications can be sent in the form of emails or by the
creation of support tickets to handle manual repairs by operators. Generating reports
and logging data are crucial for evaluating the past performance of a process and even
predicting future events (forecasting) using machine learning algorithms [47].

Regarding the software level, SCADA systems can be divided into three separate compo-

nents, [7], as depicted in Figure 3.2:

= the client layer, responsible for the human-machine interaction (HMI);
» the server layer, which manages the majority of process data control activities;

» the development environment, responsible for designing custom interfaces, namely

synoptic interfaces, on a canvas or a graphics editor.

Communication between the client and the server can be done via a simple TCP/IP
connection or through the more reliable publish/subscribe method [9]. The server com-
municates with PLCs, RTUs, and IEDs, which then control the cyber-physical systems
(CPS) [41]. Along with the definition of CPS given in Section 2.1, Boyes et al. [3]
describe a CPS as “a system comprising a set of interacting physical and digital compo-
nents, which may be centralised or distributed, that provides a combination of sensing,
control, computation, and networking functions to influence outcomes in the real world
through physical processes”. Sensing and control are done by the use of sensors and
actuators. Sensors monitor and gather data from the process and are physically attached
to the physical system. Actuators are in charge of altering system settings to ensure

proper operation of the process.
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Figure 3.2: The different components of a SCADA system.

Some known SCADA systems are Plant SCADA! from AVEVA (a subsidiary of Schneider
Electric), Proficy HMI/SCADA2 from General Electric, Compact HMI® from ABB, and
SIMATIC SCADA* from Siemens. All offer a range of advanced features and capabilities
for managing complex industrial operations.

3.3 Synoptics as human-machine interfaces

This section provides an overview of the concept of synoptic interfaces as a primary way

to achieve human-machine interaction.

According to the etymology of the word synoptic, the Greek word synoptikos can be
broken down into two elements: the words “syn”, denoting “together”, and “optikos”,

meaning “view". In other words, synoptic essentially means “seeing together” or “viewing

https://www.aveva.com /en/products/plant-scada

2https:/ /www.ge.com /digital /applications/hmi-scada
3https://everestautomation.com/products/essential-automation-compact-hmi-800
*https://www.siemens.com /global /en /products/automation/systems /industrial.html
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in conjunction”, suggesting a concise, comprehensive, or simultaneous view or perspec-
tive [17].

As an Human Machine Interface (HMI), a synoptic interface serves as the industrial
operator window of the supervisory system. It presents an overview of the processes, with
diagrams that can show the state of the system and alarm displays [43]. In meteorology,
synoptic panels are employed to collect weather data from various locations to create a
comprehensive depiction of weather conditions [50]. The utilization of synoptic interfaces
has made a beneficial impact on various industries, such as the aeronautic industry, where

synoptic panels “significantly improved pilot responses to non-normal scenarios” [10].

Synoptic interfaces are presented on a monitor screen and can be manipulated through a
mouse click or touch, showing a comprehensive view of an industrial process and offering
a broad perspective of the managed process. Figure 3.3 depicts a synoptic interface for
managing and monitoring a renewable energy-based system, extracted from [8]. The
system contains devices that turn energy into electricity, such as solar panels, wind
turbines, and hydrogenerators. These are connected into energy storage units. The
synoptic interface provides relevant information about the process, including the status
of the devices and the amount of generated power and consumed power through gauges

and counters.
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Figure 3.3: Synoptic interface used in energy management process [8].

Synoptic interfaces are a key component of a SCADA system that provides a way to
interpret data from multiple sources and allow organizations to gain a comprehensive un-
derstanding of complex systems and make informed decisions. This process is often used
in scientific research, engineering, and other fields of the industry where understanding
complex systems is important. Synoptic interfaces involve the use of various techniques
such as statistical analysis, data visualization, and modelling to identify patterns, trends,
and insights that are not visible through traditional methods. A key concept of synoptic

interfaces is spatial correlation. For example, supervising the temperature of several
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locations of an industrial storage silo can be accomplished by a simple line chart, each
line labeled with a location. To obtain a more understandable and graphical view of the
supervised process, a synoptic interface correlates the information of the sensors—in this
case, thermometers—to a location in space. A synoptic interface would have an image
of the silo's layout and, assigned to each location, several images of thermometers that
the supervisor could interact with and obtain more information. Figure 3.4, extracted
from [31], illustrates a synoptic interface for managing and monitoring an oil refinery
system that has a schematic where it is possible to view the quantities of the liquids in

each tank. The synoptic interface exhibits a spatial correlation of one unit.
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Figure 3.4: Synoptic interface used in oil refinery control [31].

In addition to displaying status, a synoptic interface can also show events and alarms, usu-
ally with coloring—green meaning operating correctly, yellow meaning it needs attention,
and red meaning a critical error. Events that alert the operator that a system variable is
outside of expected values can be considered alarms because they represent anomalies
and may be forwarded to other system operators in the form of notifications. Figure 3.5,
extracted from [40], depicts a synoptic interface used for the ATLAS (A Toroidal Large
Hadron Collider ApparatuS) particle detector, in CERN (in French, Conseil Européen

pour la Recherche Nucléaire).

Although synoptic interfaces offer a broad perspective on the state of an industrial
process, additional sophisticated tools can be employed simultaneously to obtain a more
comprehensive and intricate understanding of the process. The following section presents

a range of tools and dashboards to meet that requirement.
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Figure 3.5: Synoptic interface used in the ATLAS experiment [40].

3.4 Monitoring dashboards and tools

An overview of the tools that can be used for monitoring in conjunction with a SCADA
system is given in this section. Section 3.4.1 starts by presenting the Grafana data
visualization platform. Section 3.4.2 presents the Simple Network Management Proto-
col (SNMP), an important communication protocol used to monitor network devices
and which is employed in platforms such as OpenNMS, as discussed in Section 3.4.3.
Sections 3.4.4 and 3.4.5 present other prominent open-source monitoring platforms:

Prometheus and Zabbix.

3.4.1 Grafana for dashboard visualization

Grafana® is an open-source data visualization platform that allows users to create, explore
and share interactive and dynamic dashboards. It is widely used in various industries,
such as IT operations, loT, and DevOps (Development and Operations), to monitor, alert
and troubleshoot issues related to systems and applications performance. Grafana allows
users to connect to various data sources which, once connected, data can be queried
and visualized in various formats, including graphs, tables, and heat maps, as depicted
in Figure 3.6, extracted from [2], which analyzes the performance of input/output in
High-Performance Computing (HPC) software applications. One of the key features of
Grafana is its ability to create alerts based on data from the connected data sources.

This allows users to be notified of critical issues in real-time and take immediate action

Shttps://grafana.com
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to resolve them.

Grafana Faro® is a project to collect data about the health of frontend applications. It
allows to monitor web application performance and discover frontend errors. It consists
of two components: Faro Web Software Development Kit (SDK) and Faro Collector.
The Faro Web SDK is an open source JavaScript agent that can be embedded in web
applications to collect real user monitoring data and send the data to Faro Collector,
which processes the data and stores it. Grafana picks up the data to visualize it in a
dashboard.
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Figure 3.6: Example of a dashboard with different charts [2].

3.4.2 Simple Network Management Protocol

SNMP stands for Simple Network Management Protocol and it is a protocol used for
managing and monitoring network devices such as routers, switches, servers and print-
ers [28]. SNMP is used by network administrators to retrieve information about the

performance, health, and status of these devices.

SNMP uses a client-server architecture, where the network devices act as servers and the
management systems act as clients. The protocol uses a standardized set of messages and
data structures to exchange information between the client and server. These messages
are known as SNMP requests and can be used to retrieve information, set parameters,

or trigger actions on the network device.

®https://grafana.com /oss/faro
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The protocol operates at the application layer of the Open Systems Interconnection
model (OSI) and uses User Datagram Protocol (UDP) as its transport protocol. SNMP
messages are sent over the network in the form of SNMP Protocol Data Units (PDU),
which contain information such as the device's system status, interface status and network
traffic statistics under a Management Information Base (MIB) model. Object Identifiers

(OID) uniquely identify managed objects in a MIB hierarchy.

The latest version of SNMP is SNMPv3, which includes advanced security features such
as encryption, authentication, and access control. These security features help to protect
the information being exchanged between the client and server and prevent unauthorized

access.

3.4.3 The OpenNMS network management platform

OpenNMS’ an open-source network management and network monitoring system. It is
designed to provide scalable, enterprise-grade network management solutions for service
providers, government agencies, and large enterprises. OpenNMS provides a comprehen-
sive set of network management capabilities, including availability monitoring, perfor-
mance monitoring, event management, and fault management. It integrates with a wide
range of network devices and applications and supports a variety of protocols including
SNMP and Java Management Extensions (JMX).

One of the key benefits of OpenNMS is its open-source nature, which allows users to
customize and extend the system to meet their specific needs. The user community is
active and supportive, and the software is continuously being improved and updated.
OpenNMS also provides a rich set of APls and scripting tools, making it easy to integrate

with other systems and automate common management tasks.

The OpenNMS Helm plugin for Grafana is a powerful tool that allows users to visualize
and monitor network infrastructure data in real-time. It is an open-source solution that
is built on top of the Kubernetes Helm package manager and utilizes the Grafana data
visualization platform to provide users with a comprehensive view of their network devices
and services. The plugin allows users to create customized dashboards, alerts, and reports

that provide detailed information about network performance, availability, and health.

One of the key features of the OpenNMS Helm plugin for Grafana is its ability to integrate
with the OpenNMS network management platform. This allows users to leverage the
data collected by OpenNMS and use it to create detailed visualizations and reports. The
plugin also provides several advanced features, such as anomaly detection, alerting, and
performance monitoring. This allows users to quickly identify and troubleshoot issues

with their network infrastructure and take proactive measures to prevent downtime.

"https://docs.opennms.com
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3.4.4 The Prometheus monitoring platform

Prometheus® is an open-source monitoring and alerting system that is widely used for
monitoring and troubleshooting distributed systems. It is designed to collect, store, and
query time-series data and is optimized for monitoring large, dynamic environments. It
uses a pull-based model to collect metrics from monitored systems and uses a configurable
set of exporters that can scrape metrics from various systems, such as servers, applications,
and network devices. These metrics are then stored in a time-series database and can

be queried using the Prometheus query language PromQL.

One of the key features of Prometheus is its ability to handle large amounts of metrics
data and scale horizontally. It can manage high write and query loads and can be easily
distributed across multiple servers for better performance. Prometheus also provides an
alerting feature that can be configured to send notifications when specific conditions are
met, and a web-based interface that allows users to visualize and analyse metrics and
create and share dashboards. Additionally, an API allows users to integrate the software

with other systems, such as Grafana, for further visualization and analysis.

3.4.5 The Zabbix monitoring platform

Zabbix® is an open-source monitoring software that is used to monitor various aspects of
IT infrastructure, such as servers, networks, and applications. It provides a centralized
platform for collecting, analysing, and visualizing performance data, and allows users to

create alerts and notifications for critical events.

Zabbix uses a combination of agents and protocols, such as SNMP and JMX, to collect
data from various devices and systems. The data is then stored in a centralized database,
where it can be analysed and visualized using the Zabbix web interface. Zabbix also
provides an API that allows users to integrate the software with other systems, such as
ticketing systems, for further automation and reporting. A wide range of visualization
options, including graphs, maps, and data tables, allows users to easily identify and
troubleshoot issues, as well as an alerting feature to configure triggers and actions that
are executed when specific conditions are met. This feature can be configured to send

email, SMS or other notifications to the responsible teams.

3.5 Summary

This chapter introduced important concepts related to the management and monitoring

of informatics systems and processes.

8https://prometheus.io
%https://www.zabbix.com
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SCADA systems allow an operator, in a location central to a widely distributed process,
to make set point changes on process controllers, to monitor alarms, and to gather
measurement information. An HMI acts as the operator's window to interact with the
technological artifacts. A synoptic interface is a type of HMI, which are computer-based
systems that provide a user-friendly interface for operators to interact with and control
industrial machines, equipment, and other systems. HMIs are designed to improve the
efficiency, safety, and performance of industrial systems by providing real-time information,
alarms, and control options to operators, helping to quickly identify and troubleshoot
issues. Additionally, they can also be used to monitor and control the system remotely,
which improves safety and flexibility. These interfaces typically include a display screen,
input controls, and other devices that allow operators to communicate with and control the
system. HMI systems are used in a wide variety of industrial and commercial applications,
including manufacturing, power generation, transportation, and other industries. In
conjunction with SCADA systems, other monitoring tools can be used to further provide

more insight.

Monitoring tools such as OpenNMS, Prometheus, and Zabbix, as well as dashboard
visualization tools such as Grafana, provide a comprehensive solution for network and
system monitoring and analysis, offering real-time monitoring capabilities, alerting when
thresholds are exceeded, and notifications. However, these tools are not designed for
modifying the state of informatics systems. The SoT framework can provide a set of
monitoring capabilities, as well as managing functionalities to alter the state of informatics

systems and cyber-physical systems.

The next chapter presents the proposed approach to tackle the problem defined in this

thesis.
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Proposed Approach

This chapter presents the proposed approach to accomplish the objectives outlined in
Section 1.3, beginning with a comprehensive, high-level overview in Section 4.1. The
functional and non-functional requirements of the framework are specified in Section 4.2.
Next, Section 4.3 presents the software architecture. Lastly, Section 4.4 describes the

methodology employed on the prototype's implementation.

4.1 High-level overview

As mentioned earlier, the main objective of this thesis is to develop and validate a frame-
work, named Synoptics of Things (SoT), to build custom synoptic interfaces that can
be used to manage and monitor the technological artifacts of industrial processes. The
ISoS reference model (explained in Section 2.1) is used to represent the technological
landscape of an industrial organization. Technological artifacts can take the form of
an informatics system (/System, whether cyber-physical—CPSystem—or purely com-
putational), a set of Services called Cooperation Enabled Services (CES), or a single

Service.

The SoT framework is responsible for overseeing the complete life-cycle of synoptic
interfaces, starting from their creation and continuing until they are prepared for use in

a production environment. As such, we recognize four distinct phases of the life-cycle:

1. In the first place, before designing the synoptic interface itself, a set of visual
representations, named widgets (explained later in more detail), need to be defined

to represent different technological artifacts;

2. The widgets are defined, synoptic interfaces can be built by dragging and dropping

widgets to a canvas;

3. Then, connection between the widgets and the services are defined, as well as the

data for monitoring purposes;
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4. Finally, the synoptic interface is ready to be operated.

The four aforementioned phases can be separated into two different responsibilities.
Phases 1 and 2 are part of the design and modeling stage, while phases 3 and 4 are more
focused on operational activities. Therefore, it is suggested that these two distinct re-
sponsibilities be split up into two separate applications, respectively: the SoT Workbench

application and the SoT Operations application.

Recalling the three layers of a SCADA system in Figure 3.2, the SoT Workbench can be
considered as the counterpart of the development environment. On the other hand, the

SoT Operations application can be seen as a combination of the SCADA client and the
SCADA server.

Since the users who will design the synoptic interfaces may differ from the users who
will use the synoptic interfaces for operations, the division of responsibilities between the

two applications—SoT Workbench and SoT Operations—provides greater flexibility.

As user interfaces (applications) implemented by informatics systems become more web-
based, the SoT framework proposes to adopt the Web Components standard (presented in
the Section 2.2) to develop widgets as custom and reusable web components. Figure 4.1
depicts a high-level overview of the environment when using the SoT applications. Users
access the application via web browser on a machine (e.g., laptop, smartphone, tablet)
connected to server-hosted applications. The server communicates with the different

elements of the I1SoS model. A database guarantees the preservation of user data.

SoT
ﬁ g
1 N
SoT User Server Database

Laptop
with web browser

Figure 4.1: High-level approach of the SoT environment.

The SoT framework is agnostic and lacks any specific context, so the web interface may

be customized to suit the specific characteristics of the industrial environment, acting
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as a white label product. For example, the main and secondary colors of the interface

may be changed to fit a particular brand, as well as the logotype and symbols.

A main important concept of the SoT framework is the widget, which can act as an
interface to visualize, introspect and interact with technological artifacts. The next
section presents in more detail the approach to representing technological elements using

widgets under the SoT framework.

The following sections provide a more comprehensive explanation of the approach. Sec-
tion 4.1.1 discusses the widget concept as the user interface to interact and introspect
informatics systems and cyber-physical systems. Sections 4.1.2 and 4.1.3 detail the
Synoptics of Things Workbench and Operations tools, respectively.

4.1.1 Widgets abstracting technological artifacts

An important element of the SoT framework is the widget. In the computing realm, a
widget is an interaction element in a user interface (application) or part of a graphical
interface that allows a user to access a service or carry out a specific task. Their existence
on smartphone home screens exemplifies the most prevalent application of widgets in
everyday life, providing a quick and convenient overview of an app’s vital information
and features. In the SoT framework, the widget is used to represent a user interaction
with a technological artifact and provide an interface to display status information and

interact with services.

The SoT framework provides an open framework for developing and presenting on a
web browser widget representations of informatics system elements, ranging from the
cyber-physical systems to the software services of the involved informatics systems. By
adopting the Web Components standard, each widget becomes a web component that

can be utilized in other tools beyond the SoT environment, promoting reusability.

A widget may represent any element that comprises the 1SoS reference model. As dis-
cussed above, an ISystem is a composition of autonomous computational responsibilities
(Services), grouped in Cooperation Enabled Services (CES). In other words, an [System
is composed by one or more CES, and a CES is composed by one or more Services. To
achieve this hierarchy, a widget may hold other widgets (named inner widgets), e.g., a
widget representing an ISystem may hold a set of widgets that represent a set of CES.

At a higher level, a widget consists of the following elements:

= a name - used to identify the widget;
= an image - can be an icon already existing in the framework or a custom image;
= a border - can be styled (dotted, dashed, solid and variable width)

= a set of readers;
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= a set of writers;

» other associated widgets - named inner widgets.

A reader is something that receives values from a source and displays them. It can be
a simple read-only text field or something more complex, such as a gauge or a chart.
Figure 4.2 shows examples of web components that can act as readers (extracted from
the Vaadin library of web components).

Temperature
0 80 200 5 25 °oc
(a) Gauge. (b) Solid gauge. (c) Read-only text field.

Figure 4.2: Examples of visual representations for data readers.

A writer is something that can write data to some endpoint. It can be a simple button

or a form layout. Figure 4.3 shows examples of writers.

Filter by:
ID
Name
B Send command Age
(a) Button. (b) Checkbox.
Voltage
b 220 y Turn on/off o
(c) Text field. (d) Toggle button.

Figure 4.3: Examples of visual representations for data writers.

It is important to clarify that widgets act as a prototype of a presentation technological
artifact; it doesn't represent a concrete ISystem, CES, or Service, but rather the model
needed to create instances of that widget. For example, a widget representing an LCT
cyber-physical equipment can be instantiated into multiple LCTs (LCT;, LCT,, etc.).

Each LCTy would represent a real cyber-physical equipment.

A widget instance can be accompanied by a collection of tags. A tag is simply a name-
value pair with the purpose to hold metadata associated to the widget instance. One
category of data that it can store is the specific type of 1SoS element that the instance

represents (/System, CES or Service). Moreover, tags may specify the connection
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between a widget instance and a Service. Other tags such as latitude and longitude may

be important to access a map view of the synoptic.

A widget consists of two distinct perspectives: a minimized view and an maximized view.
On one hand, when displayed in a synoptic interface, along with other widgets, they
adopt the minimized view, only showing the image and border. On the other hand,
the maximized view can be accessed by simply clicking on the widget, showing every

component of the widget.

Along with reading and writing data, widgets may also display the current status of a
Service or other ISoS element by the color of the widget border. A green border indicates
that the service is functioning properly, a yellow border signifies some issue with the
service, and a red border denotes a major problem. When defining a reader, the user has
the option to set minimum and maximum values, as well as a margin. If the value of the
reader is not between these values, a notification appears in the display. If the value falls
within the specified margin, the border becomes yellow; if not, it turns red. The user
also has the option to propagate the status of the reader onto the widget. This provides

the user flexibility to prioritize certain readers over others.

4.1.2 Synoptics of Things Workbench

The SoT Workbench application allows users to build custom synoptic interfaces. It

encompasses the subsequent capabilities:

The ability to create projects that act as folders for synoptics and widgets, thereby

facilitating organization;

» Create and configure custom widgets, change the look and feel of widgets and

define components (readers, writers and inner widgets);

» Widgets can have a global scope, enabling their use in all projects, or a specific

scope limited to a particular project;
» Import existing synoptic interfaces;

= Export synoptic interfaces for further use in the SoT Operations application.

4.1.3 Synoptics of Things Operations

The SoT Operations application provides users the tools to operate synoptic interfaces,

comprising the following functionalities:

» Create projects that act as folders for synoptics, similar to SoT Workbench;
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= Configure the connection between the widgets instances and ISoS elements (through

the use of tags);

» Engage with the synoptic interface, viewing the status (monitoring) and changing

properties (managing) of the ISoS elements;

= Export synoptic interfaces to share with other users.

4.2 Requirements specification

This section outlines the functional and non-functional requirements of the SoT frame-
work, which are derived from the provided overview of the approach in the preceding
section. A functional requirement refers to a specific action or behavior that a system or
product must be able to perform. A non-functional requirement refers to a specification
that describes how a system should behave or perform rather than what it should do. Sec-
tion 4.2.1 lists the functional requirements, while Section 4.2.2 details the non-functional

requirements. The last Section 4.2.3 presents the SoT framework's use cases.

4.2.1 Functional requirements

One crucial feature of the SoT framework is authentication, which allows users to have
a private environment for creating projects, widgets, and synoptic interfaces. However,
the sharing of synoptic interfaces is possible by exporting data into a file in the format
of JavaScript Object Notation® (JSON). Table 4.1 describes a first set of functional
requirements that applies to the two applications: SoT Workbench and SoT Operations.

Table 4.1: Functional requirements related to authentication.

ID Description

FR-1.1 The application shall allow users to create an account.

FR-1.2 The application shall allow users to log in.

FR-1.3 The application shall allow users to log out.

FR-1.4 Users shall be able to configure the look and feel of the applications.

Next, the set of functional requirements related to project management are described in
Table 4.2, which applies to both applications. From now on, all functional requirements

pertain exclusively to registered users.

Widget management is another important concept of the SoT framework. Table 4.3
provides a detailed description of the functional requirements, specifically differentiating
between those that belong to the SoT Workbench and the SoT Operations.

Lastly, Table 4.4 refers the functional requirements related to synoptic management.

https:/ /www.json.org/json-en.html
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Table 4.2: Functional requirements related to project management.

ID Description

FR-2.1 Users shall be able to create projects.

FR-2.2  Users shall be able to update project information.
FR-2.3 Users shall be able to view the contents of a project.
FR-2.4  Users shall be able to delete projects.

Table 4.3: Functional requirements related to widget management.

App ID Description

SoT Workbench FR-3.1  Users shall be able to create widgets.
FR-3.2  Users shall be able to update widget information.
FR-3.3  Users shall be able to view the contents of a widget.
FR-3.4  Users shall be able to delete widgets.

FR-3.5  Users shall be able to define the image and border style of a

widget.

FR-3.6  Users shall be able to configure readers and writers of a
widget.

FR-3.7  Users shall be able to add other widgets to a widget (inner
widgets).

FR-3.8  Users shall be able to import and export widgets.

SoT Operations FR-3.9  Users shall be able to add tags to widget instances.

FR-3.10 Users shall be able to connect widget instance components to

ISoS elements.

FR-3.11 Users shall be able to interact with 1SoS element through
widget instance (manage).

FR-3.12 Users shall be able to view the status of I1SoS element
through widget instance (monitor).

4.2.2 Non-functional requirements

The set of non-functional requirements is listed on Table 4.5. NFR-1 specifies that all
data, including user data, project data, widget data and synoptic interface data must
be persisted in a database, ensuring all users have their data preserved. User accounts
are not shared between the applications (NFR-2). Projects created by a user are private,
meaning other users cannot access the widgets and synoptics from those project, as
described in NFR-3. A project is a way to organize synoptic interfaces (NFR-4) and
widgets. Widgets may hold a global scope, allowing their utilization across all projects,
or a project scope, restricting their use to a specific project (NFR-5). NFR-6 describes
that a widget can take two forms: minimized (when along other widgets in a synoptic
interface) and maximized (when clicked to view its components) Widgets can container
other widgets, named inner widgets (NFR-7). The appearance and user experience of
widgets and their components (writers and readers) can be modified (NFR-8). A user

may choose a predefined icon for a widget or a custom image from the web (NFR-9).

37



Table 4.4: Functional requirements related to synoptic management.

App

ID Description

SoT Workbench

FR-4.1  Users shall be able to create synoptics.

FR-4.2  Users shall be able to update synoptic information.

FR-4.3  Users shall be able to view the contents of a synoptic.

FR-4.4  Users shall be able to delete synoptics.

FR-4.5  Users shall be able to add widgets to synoptic using drag and
drop.

FR-4.6  Users shall be able to remove widgets from synoptic.

SoT Operations

FR-4.7  Users shall be able to access map view from synoptic.

FR-4.8  Users shall be able to generate reports of a given synoptic.

FR-4.9  Users shall be able to receive notification messages when
some widget instance reports an unwanted status.

Both

FR-4.10 Users shall be able to import and export synoptics.

Synoptic interfaces and widgets can be exported into JSON format, as specified in

NFR-10, allowing to share them to other users or import to other tools. A map view

can be accessed by using the coordinates specified in the tags of the widget instances
(NFR-11). Lastly, NFR-12 describes that widget connection can be accomplished with
HTTP, using Representational State Transfer (REST) architecture software style [48],
or SNMP protocols.

Table 4.5: Non-functional requirements.

ID

NFR-1
NFR-2
NFR-3
NFR-4
NFR-5
NFR-6
NFR-7
NFR-8

NFR-9

NFR-10
NFR-11

NFR-12

Description

Data must be persisted in a database.

User accounts are independent in each application.

User has private projects.

Synoptic interfaces must always be associated to a project.
Widgets may have a global scope or project scope.
Widgets must have a minimized form and maximized form.
A widget may contain other widgets.

Widgets, readers and writers can be customized by altering
their border, background color, font size and font color.
Widget images can be from predefined icons or custom
images from the web.

Exported synoptics and widgets in JSON format.
Synoptics have a map view, using coordinates attributed to
each widget.

Widget connections can be using HTTP (REST) or SNMP
protocols.
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4.2.3 Use cases

The framework’s use cases are derived from the functional requirements described above.
The following use case diagrams employ Unified Modeling Language (UML) syntax to

express the relationships between the users and the applications.

In the first place, Figure 4.4 depicts the use cases related to authentication. An unreg-
istered user can sign in on both applications (FR-1.1) by providing a username and a
password. Upon successful registration, the user can log into the applications (FR-1.2).
To end the session, the user may log out of the application (FR-1.3). As mentioned

before, registrations are not shared between the two applications (NFR-2).

package Authentication [ @ Authentication use cases ]J

Synoptics of Things Framework
Unregistered .
User QOQ in

Registered User
PN

?

Configure look
and feel of the
web interface

’SoT Workbench ‘ ’Sot Operations ‘
|

Registered Registered
SoT Worklbench User SoT Operaltions User

Figure 4.4: Use cases diagram related to authentication.

The use cases related to project management are illustrated in Figure 4.5. A registered
user from both applications may create projects (FR-2.1), update the project information
(FR-2.2), open a project (FR-2.3), and delete a project (FR-2.4). The three latter use

cases include firstly selecting the project.

Next, Figure 4.6 shows the different use cases related to widget management. Regarding
the SoT Workbench application, a registered user may create widgets (FR-3.1), update
the widget information (FR-3.2), open a widget (FR-3.3), and delete a widget (FR-3.4).
The user may add components to a widget (FR-3.6), e.g., add a writer, reader or other
widget, and configure their look and feel (FR-3.5).

Using the SoT Operations application, a user can connect a widget component to an 1SoS
element (FR-3.10) through the use of tags (FR-3.9). Lastly, interaction and introspection
of an ISoS element can be made using widgets (FR-3.11 and FR-3.12).

The use cases diagram related to synoptic interface management is depicted in Figure 4.7.
Registered users in the SoT Workbench application are able to create synoptic interfaces
(FR-4.1), update synoptic information (FR-4.2), open a synoptic (FR-4.3) and delete a
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package Project management|[ Project management use cases ])

Create project

Open project

Update project
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%
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SoT Workbench

Synoptics of Things Framework

— «include»

«include» _ -
— — — Select project

—

—  «include»
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SoT Workbench User

+

Registered
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Figure 4.5: Use cases diagram related to project management.

package Widget management | S Widget management use cases ])
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ISoS element
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through widget g store

SoT Operations User

Interact with
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Figure 4.6: Use cases diagram related to widget management.

synoptic (FR-4.4). Widgets can be added to a synoptic interface using drag and drop

(FR-4.5) and removed (FR-4.6).

A registered user in the SoT Operations application is able to access a map view from
the synoptic interface (FR-4.7). Reports can be generated (FR-4.9), as well as notifi-
cations are displayed when a widget reports an unwanted status (FR-4.9). Lastly, both
applications provide options to import and export synoptic interfaces (FR-4.10) in JSON

format (NFR-11).
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package Synoptic management [ % Synoptic management use cases ])
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SoT Workbench

Create synoptic

Open synoptic

i

)

— ginclude»
Update synoptic

/é

Registered Delete synoptic

SoT Workbench User

Add widget to
synoptic

Remove widget
from synoptic

«include»_ Select synoptic
information include»

Sot Operations

Start synoptic

Stop synoptic

—~

Access map view
from synoptic

Import synoptic

000

Export synoptic

\7%

Registered

L —+SoT Operations User

|

. <

Registered User

Figure 4.7: Use cases diagram related to synoptic management.

4.3 SoT framework architecture

The three-tier logical architecture pattern was followed: presentation, domain, and data
access. Figure 4.8 presents the overall architecture diagram of the solution, namely the
subsystem architecture. The diagram depicts that the presentation layer accesses the

domain layer, which contains data types and services, and this in turn accesses the data

access layer, e.g., a database repository.

package General Architecture [ Subsystems Architecture ]J

Presentation

Domain
E———— _ __
— — > Services
I [
% Vi
— — > Data types Entities < T

Data access

Figure 4.8: Subsystems architecture approach.

A domain model was developed to fulfill both the functional and non-functional require-
ments. The domain is split into two segments to facilitate the explanation. Figure 4.9
depicts the first segment of the domain model using an UML class diagram. The majority

of the details have been addressed in the preceding section; however, the following points

are emphasized:

= A synoptic interface uses a grid to specify the widgets arrangement;

» Widget instances may have custom tags or “system tags”, which are already

predefined;
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= Widget image may be a custom image from the web or a predefined icon (“system

icon™).

package Domain Model[ Domain Model - Project ])
. Ic:n «enumeration»
-image attributes
] X -id - long Systemlcon
-widgets |0.. 1 |-url : String
User Project . Widget "
) -w idgets, - WidgetComponent
attributes -projects, attributes g S attributes components & 2
-id : long 0.+ |-id:long 0." |.id : long 0% | g ageros
-username : String -name : String -name : String e On_gSt.
-passw ordHash : String -borderWidth : int :EngWicriltT\g' -
peolCerSyleliString o~ -borderStyle : String
-widget |1 -scale : |nt
i -innerWidgets
-synoptics
«enumeration» 0. Widgetinstance -tags Tag «enumeration»
Grid - attributes N attributes SystemTag

enumeration literals | _griq Synoptic -w idgetinstances -id : long p 0.% -id: long g enumeration literals

2%x2 et es 0.- -name : String -name : String latitude

3x2 1 -id : long -~ |-posX : int -value : String longitude

3x3 -name : String -posY :int isos

Figure 4.9: Class diagram regarding project.

The second segment of the domain model is illustrated in Figure 4.10. Each reader can
have a status associated with it. The status specifies a range of values in which the
reader will have its color changed to be monitored. The “propagate” option allows users
to propagate the state of the reader onto the widget.

package Domain Model[ [ Domain Model - Reader ])
Sadar Status
attributes -status, oS
-unit : String 01 -propagate : boolean
-unitMin : int lﬁ
-unitMax : int [ ]
lr IntStatus TextStatus
attributes attributes
| -min : int -text : String
Gauge SolidGauge ReadOnlyTextField -max : int
attributes attributes attributes g - i
-tickPosition : String -color : String -outlineColor
-tickLength : String -backgroundColor Writer
-tickColor : String -fontColor e
-minorTickPosition : String -Iai)erI, 'uSi?in
-minorTickLength : String : 9
-minorTickColor : String S
-rotateLabels : boolean [ I ]
Button TextField Checkbox
attributes attributes attributes
-outlineColor : String -placeholder : String -fontColor
-backgroundColor : String -outlineColor : String -boxColor
-fontColor : String -backgroundColor : String
-fontColor : String

Figure 4.10: Class diagram regarding reader.
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4.4 Implementation prototype

This chapter presents a description of the implantation model concerning the realization
of the application architecture. The Java Virtual Machine (JVM) was used as the
execution platform in conjunction with the Java programming language. This language
was chosen due to the greater familiarity with the Java environment, allowing for a focus

on the core aspects of the discipline rather than the intricacies of the language itself.

In terms of libraries and frameworks, the Vaadin Flow framework was used to develop
web applications in Java. Apache Maven [5] was utilized to compile the project, and Post-
greSQL [11] was chosen as the database management system. Figure 4.11 presents the
project deployment model, where an instance of the JVM can be observed communicating

with an instance of the PostgreSQL server.

The SoT Workbench application listens for requests on port 8000, while the SoT Opera-
tions application uses port 9000. The PostgreSQL instance contains two databases (one
for each application), and listen for requests on default port 5432. Besides a JVM and
PostgreSQL instance, a client browser executes requests to the web applications.

package Detailed Architecture [ Detailed Architecture ])

Test computer

JVM PostgreSQL
L«use» _8000 I L) «component»
Web ScfiWorkbench App 5432 | |SoT Workbench DB
browser —i
p«use» . «component» «use»
SoT Operations App «component»
9000 Sot Operations DB

Figure 4.11: Details of deployment infrastructure of the developed prototype.

4.5 Summary

The adopted approach considered developing two separate applications used by distinct
professionals: the SoT Workbench and the SoT Operations. Since the framework is
responsible for overseeing the entire life-cycle of synoptics, from their inception and
design to their utilization and operation, it was designed to offer suitable tools for each

stage of the life-cycle.

The next chapter outlines the validation process of the SoT framework applied to a

real-world scenario—the SINCRO network of traffic enforcement cyber-physical systems.
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Validation

This chapter presents and discusses the validation of the developed prototype. The
SINCRO network, presented in Section 5.1, has been chosen as a real-world case scenario
to validate the SoT framework. This network consists of cyber-physical and informatics
systems, such as cinemometers and cabins, used for road traffic control and need to be
managed and monitored to ensure the proper operation of the whole SINCRO system.
The overview of the technological landscape of SINCRO modeled in the context of an
ISoS compliant IT area, with the addition of SoT framework as CES of the informatics
systems, is presented in Section 5.2. Next, Section 5.3 outlines a user journey consisting

of steps to validate the usefulness of the SoT framework.

5.1 The SINCRO network

This section presents the SINCRO network, beginning with a short introduction about
road traffic enforcement in Section 5.1.1, and then delving into the technological land-
scape of SINCRO modeled in the context of an ISoS compliant IT area in Section 5.1.2.
The SINCRO network is used as an actual case study to support the validation of the

SoT framework.

5.1.1 Background

Traffic law enforcement has proven essential to reduce speed limit violations and thus
mitigate road accidents [14]. In Portugal, the National System for Velocity Control,
known as SINCRO (from the Portuguese Sistema Nacional de Controlo de Velocidade),
is a traffic enforcement initiative from the Portuguese National Road Security Authority
(ANSR - Autoridade Nacional de Seguranca Rodoviaria) [36].

The SINCRO network comprises roadside equipment such as cabins and cinemometers
that need to be monitored to ensure correct functioning, something not trivial in a multi-

supplier national comprehensive technological infrastructure. Speed control involves the
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detection and identification of vehicles at excessive speeds. We understand traffic control
location (in Portuguese, LCT - Local de Controlo de Transito) as the cyber-physical
system and infrastructure to register the vehicle speed and photographic evidence data
that confirm the violation of a traffic driving rule. Figure 5.1 depicts an LCT at the
roadside. Traffic events are forwarded to the central system SIGET (Management of
Traffic Events System, in Portuguese, Sistema de Gest3o de Eventos de Transito), which is
responsible for the life-cycle management of events originating from traffic infringements.

A traffic event is an archive containing vehicle photos and a file describing the infraction.

Figure 5.1: A traffic control location at the roadside [36].

The logical architecture of SINCRO is illustrated in Figure 5.2, which contains two open
services buses for data coming from the LCTs. On one hand, the LCTs communicate
with SIGET via an open bus for information events. On the other hand, monitoring data
is forwarded via another open bus to SIGET-M (standing for “monitoring™). The two
systems, SIGET and SIGET-M, together form the CGO (Operation Management Center,
in Portuguese, Centro de Gestdo Operacional). Lastly, both systems communicate via
an open bus with other ANSR systems, namely SCoT (Traffic Violations System, in

Portuguese, Sistema de Contraordenacées de Transito).

In the first phase, the SINCRO 1.0 project started in 2010 introduced open interfaces
for instantaneous velocity events to enforce vehicles speed limits. In a second phase,
initiated in 2022, the SINCRO 2.0 project aimed to introduce average speed violation
events, red light crossing violation events, and unauthorized public transportation lane
(bus lane) occupation events. The extensions planned for the SINCRO network aim to
maintain its agnostic nature with an open architecture and multi-supplier characteristics.
With this in mind, there is an ongoing investigation to introduce the 1SoS model in the
SINCRO 2.0 technological landscape.

An LCT is comprised of a cabin and a cinemometer. It is possible to retrieve and modify
several properties from these cyber-physical equipment. Tables 5.1 and 5.2 list a set of
generical and technical properties that can be accessed via Simple Network Management
Protocol (SNMP, covered later in Section 3.4).
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o1 LoTN Cinemometer
[ ] cabin

Open bus (information, control)
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CGO :
SINCRO SIGET SIGET-M : SCoT

< Open bus (ANSR systems) >

Figure 5.2: Overview of the SINCRO informatics systems [36].

Table 5.1: Properties of a cabin.

Category Property Description

Information Manufacturer Name of manufacturer.
Model Model of the cabinet.
Serial number Serial number of the cabinet.

Door Status Open or closed.
Temperature Value Current temperature in degree Celsius.
Window Status Intact or broken.
Power Status Operating correctly or failure.

Voltage Current voltage.
Battery Status Operating correctly or failure.

Charge Current amount of charge.
Cinemometer Presence To check if a cinemometer is present.
Fan Status Operating correctly or failure.

5.1.2 SINCRO in an 1SoS compliant IT area

The 1SoS model is introduced to the SINCRO technological landscape to organize the

comprised artifacts, whether the cyber part of cyber-physical systems or computational
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Table 5.2: Properties of a cinemometer.

Category Property Description
Information ~ Manufacturer Name of manufacturer.
Model Model of the cinemometer.
Serial number  Serial number of the cinemometer.
Temperature Value Current temperature in degree Celsius.
Storage Free space Amount of storage free space.
Camera Status Operating correctly or failure.
Flash Status Operating correctly or failure.
Speed sensor Status Operating correctly or failure.

elements running on a computer’s infrastructure. Both cyber and computational ele-
ments are modeled as Service elements, the ISoS atomic computational responsibilities
following the SOA approach. The introduction of 1SoS aims to strengthen the possibil-
ity of attaining the substitutability of both cyber-physical and computational elements.
SINCRO's multi-supplier nature is crucial for achieving cost reductions in technological

artifacts.

The SINCRO project considers the cyber part of cyber-physical elements as Services of
the 1SoS model. The general idea is that a technological artifact, whether cyber-physical
or exclusively computational, can be modeled as a Service. The SIGET ISystem comprises
LCTs, as depicted in Figure 5.3. Each LCT is modeled as a set of Services in a CES,

containing a roadside cabin and a cinemometer to detect speeding vehicles.

SINCRO-ANSR

IT Department
SIGET

SIGET-M

ISystemo

oo
0o
OpenNMS
oo
oo
Zabbix

Tandem ISystems

Caption:

& ISystem ~ CES B8 Service Cinemometer D Cabin

Figure 5.3: Overview of ANSR'’s IT Department structured with 1S0S model.
The SIGET-M [System is a corresponding tandem [34] ISystem of SIGET, which is

responsible for monitoring the services of the SIGET /System. The SIGET-M comprises
a monitoring tool (e.g., Zabbix, OpenNMS, Prometheus), modeled as a CES made of
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one or more service elements, in addition to the SoT framework also structured as a
CES.

By introducing synoptic interfaces with the SoT framework, an operator can manage
and monitor the SINCRO's informatics systems, as well as the comprised cyber-physical
equipment, i.e., cabins and cinemometers. The SoT framework provides a map view to
allow for a spatial correlation of the monitored infrastructure, as presented in Figure 5.4.
The markers on the map represent the location of each LCT and the color its status.
Clicking on a marker shows the synoptic interface of the selected LCT, with its associated
widgets to represent the interface to each sensor and actuator. Depicted in Figure 5.4
are four widgets symbolizing a thermometer sensor, a fan actuator, a battery sensor, and
a vibration sensor. Each widget can be interacted with, to show values and actuate on
devices, e.g., turning on a fan in the case of high temperature. While the majority of
monitoring tools do not allow the actuation of devices, as later detailed in Section 3.4,

the SoT framework enables an operator to modify the devices' state.

@ SIGET

~ LCT-A 88 cabin-A

Figure 5.4: Synoptic interface using a map view for the status of SINCRQO's cyber-physical
devices.

The SINCRO network of cyber-physical systems is later revisited in Chapter 5 as a case
study to validate the SoT framework.

5.2 Technological landscape environment

In the context of an I1SoS compliant IT area, the SINCRO network of traffic enforcement
cyber-physical equipment represents the use case to validate the SoT framework. As
mentioned in Section 5.1.2, the IT Department of the ANSR organization is comprised
of two ISystems—SIGET and SIGET-M—as well as the /System, responsible for the

management of the whole 1SoS technological landscape.
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The SoT framework consists of two computational artifacts (software)—SoT Workbench
and SoT Operations—modeled as Services, and the set of the two Services is a CES,
named “SoT". Henceforth, the two Services will be referred as “applications”. Regarding
SINCRO, the SoT CES is part of the SIGET-M [System, because it manages and
monitors the 1SoS elements of the IT Department of the ANSR organization (public
authority), namely the LCTs. An LCT is modeled as a CES of the SIGET [System,
comprising two Services - a cabin and a cinemometer. Figure 5.5 illustrates the whole
technological landscape of the ANSR IT Department modeled as an 1SoS environment,
with the inclusion of the SoT framework Services. The SoT CES communicates with
the SIGET /System, and may also communicate with a monitoring tool from SIGET-M,

such as Zabbix.

SINCRO-ANSR

IT Department
SIGET SIGET-M

Tandem ISystems

Caption:
& ISystem o~ CES HH Service Cinemometer D Cabin

Figure 5.5: SINCRO technological landscape with SoT framework.

The next section outlines a user journey while considering the aforementioned technolog-

ical landscape.

5.3 User journey

To demonstrate the functionalities of the SoT framework in action regarding managing
and monitoring SINCRO infrastructure, a user journey has been outlined with multiple

steps that cover the use cases mentioned in Section 4.2:

—

. Register user account

N

. Log in to the user account

w

. Create a project for SINCRO

o

. Configure a widget regarding an LCT
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5. Design a synoptic interface with an LCT widget
6. Export and import a designed synoptic interface
7. Configure connections between widgets and 1SoS elements

8. Manage and monitor the 1SoS technological landscape

Steps 1 and 2 are identical in the SoT Workbench and SoT Operations applications, as
they both involve the process of registering and logging into a user account. Next, steps 3
to 5 involve the SoT Workbench to create a project for SINCRO, configure a widget to
represent the user interface to an LCT cyber-physical equipment, and design a synoptic
interface. Next, step 5 involves the exporting of the synoptic interface designed in the
SoT Workbench application and importing it to the SoT Operations application. Steps 7
and 8 are done in the SoT Operations application, and include configuring the necessary
connections between the widgets of the synoptic interface and the 1SoS elements of
SINCRO and, finally, the operations of managing and monitoring the ISoS technological
landscape through the synoptic interface.

5.3.1 Register user account

Registration of users can be achieved in both applications by specifying a username that
must be unique and a password, as depicted in Figure 5.6. Next, users can submit the
data by clicking on the “Register” button. The user also has the option to log in to
an existing account by clicking on the “Login” button, which will redirect to the log in

screen.

C @ localhost:8000/login

Synoptics
) of Things
' Workbench

Register

Figure 5.6: Registration screen.

51



5.3.2 Log in to the user account

To access a user account, individuals must input the username and password established
during registration, and click on the “Login” button. In case the user has not created an
account yet, the user can click on the “Register button” to go to the registration screen.

This process is depicted in Figure 5.7.

Synoptics
& of Things

Login

Figure 5.7: Login screen.

5.3.3 Create a project for SINCRO

The SoT Workbench application offers the possibility of creating multiple projects, pro-
viding organization. Upon logging in, the user is redirected to the “My Projects” page,
as shown in Figure 5.8 (the following images omit the browser's URL address bar). To
create a new project, the user must click on the “+" icon, opening a dialog window to
input the name of the new project. After successful creation, the project can be opened,
edited (change name), or deleted, by clicking on the “three dots" of the respective project.
For this demonstration, a project called “SINCRO" is created.

5.3.4 Configure a widget regarding an LCT

After creating a project, the user can open it, which will show the synoptic interfaces and
widgets created under that project. On one hand, widgets that are under a project can
only be used in synoptic interfaces of that project. On the other hand, widgets that are
created under the scope of a user account can be used globally (all projects). Figure 5.9
shows the web page of a project named “SINCRO", with no synoptic interfaces nor
widgets created. The header at the top provides a way for the user to view the global
widgets. This demonstration will illustrate the creation of a widget to represent an LCT
that can only be used under the “SINCRO" project.
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Figure 5.8: Projects main view.
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Figure 5.9: Widget's configuration screen.

By clicking on the “+" icon, a window dialog is opened to configure the widget. The
dialog includes several tabs, to configure general settings about the widget (name, image,

border style), its readers and writers, as well as to add inner widgets.

First, a widget is created called “LCT". Then, another two other widgets are created
which will represent the user interface to an LCT's cabin and cinemometer and will be
added to the LCT widget as inner widgets. Each inner widget will have a set of readers

and writers.

The process of adding a reader or a writer to a widget is quite simple. Figure 5.10
illustrates the configuration of a reader of type gauge to represent a thermometer. The
user can change the look and feel of the gauge, as well as set the status settings by
providing a range of values and a margin. The “propagate” option enables the status

to propagate to the widget. After this process is complete, the user can click “Save” to
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add the reader to the widget.

Configure reader [Type Gauge v ]
Customization Chart Status e e e -
H Temperature H
; H A A
—
Temperature B 10 H (v Gauge |
[ k J
H \ o/
aximum value H 2 -~ Solid Gauge
' c
2 + 0 + 70
i Text field
1
" . N . ] o o ) | 4
A arg 1 s 1
H 5 :
4 100 + 5 H H
1 1
. N Propagate H H
[ , Y ]
dashed v inside v H H
1 1
1] 1]
T o - o

black v

Figure 5.10: Reader’s configuration screen.

5.3.5 Design a synoptic interface with LCT widget

On the project web page, synoptic interfaces can be created by providing a name and
a grid arrangement. After the user clicks to open the newly created synoptic interface,
an empty canvas is shown, with the selected grid arrangement. A side bar contains two
lists, one listing the project widgets and the other listing the global widgets. To add
the “LCT" widget to the canvas, the user can drag and drop the widget to the desired
grid location, which will open a dialog to configure the newly created widget instance,
by giving it a name. After that, the minimized version of the widget is shown in the
canvas. Figure 5.11 illustrates a synoptic interface with a grid arrangement of 3x2x3 (3
columns in the first row, 2 columns in the second row, and 3 columns in the third row).
An “LCT" widget instance called “LCT Al" is placed in one of the grid rectangles. To
access the maximized version of the widget instance, the user can click on it to view its

readers, writers and inner widgets.

5.3.6 Export and import a designed synoptic interface

After the creation and configuration of the synoptic interface is complete, the user can
export the data into a JSON file which can be then imported into the SoT Workbench
application by another user or into the SoT Operations application. Exporting can be
done by clicking on the “three dots"” of the respective synoptic interface in the project
web page. Importing can be achieved by choosing the option “Import” when clicking
on the three dots on the “New Synoptic” rectangle. Widgets may also be exported and
imported, as shown in Figure 5.12 (although this is only allowed in the SoT Workbench
application).
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Figure 5.12: Exporting and importing of synoptic interfaces and widgets.

5.3.7 Configure connections between widgets and 1SoS elements

After the work has been finished in the SoT Workbench application, the attention
now focuses on the SoT Operations application, where another user will establish the
connections between the widgets of the synoptic interface and the ISoS elements. The

connection details for each communication protocol is different, as detailed in Table 5.3.

The SoT Operations application also has the possibility of organizing synoptic interfaces
into projects, similar to the SoT Workbench application. When accessing the synoptic
interface previously built, the user faces a full-screen canvas, this time without the side
bar, as depicted in Figure 5.13. By clicking on a widget instance, a dialog window is open

to configure a set of tags. The SoT framework allows to choose two communication

formats: HTTP (using REST) and SNMP.
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Table 5.3: Connection details of each protocol.

Protocol Required information Examples
HTTP (REST) Authentication credentials Username and password
Method GET, PUT, DELETE
IP 10.10.10.10
Port 80
Path (resource) /sensors/temperature
SNMP Authentication credentials Username and password
Request type GET, SET
OID 1.3.6.1.4.1.50800.1.2
3 Synoptis 0 | Configure "Cabin A1" tags

LCT Synoptic m

Tags

] ‘ ' isos service

LCTA1 l : ‘ ‘ latitude 38.762995

Il longitude -9.140069

Configure "Cabin A1 | Thermometer" connection

group cabins
Connection

REST v

URL Port Pat ’ :
https://10.10.10.10 80 'sensors/temperature
———

username = essesees [)

Figure 5.13: Configurations of connections between widget and 1SoS element.

5.3.8 Manage and monitor the 1SoS technological landscape

Finally, by clicking on the “Play” button located at the top of the page, the synoptic
interface “is brought to life”, as illustrated in Figure 5.14. The connections between the
widget components and the technological elements are established, allowing the user to
view the current status of each ISystem, CES and Service. Clicking on the widgets opens
a dialog window that displays more information about the monitored ISoS element, and

enables the user to view and modify properties.
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Figure 5.14: Fully functional synoptic interface with status of technological elements.

5.4 Summary

The chapter presented the experimental validation of the SoT framework applied to the
SINCRO network of road traffic enforcement cyber-physical systems. An user journey was
outlined with several practical steps to demonstrate the functionalities of the applications

that comprise the SoT framework.

57






Conclusions and Future Work

This chapter summarizes the key findings and considerations from the thesis research

and the developed prototype, and provides insights for future work.

6.1 Main considerations

As the industry evolves, the need to manage and monitor cyber-physical systems has
become increasingly vital to ensure the optimal functioning of automated processes.
However, the heterogeneity of the technological landscape, coupled with the increasing

complexity of processes, presents a challenge.

The research undertaken in the development of this thesis has resulted in a framework
called Synoptics of Things (SoT), which enables the construction of tailored synoptic
interfaces for managing and monitoring industrial technological artifacts of industrial
processes. These artifacts are modeled as 1SoS elements—/Systems, CES and Ser-
vices—to provide a platform that enables the replacement of technological components

with equivalent ones in heterogeneous environments.

To accomplish the objectives outlined in the introduction of this document, the proposed
approach consisted on the development of a prototype with two applications: SoT
Workbench and SoT Operations. On one hand, the SoT Workbench allows users to build
custom synoptic interfaces and widgets. On the other hand, SoT Operations provides

the tools to operate through synoptic interfaces.

The SoT framework follows the practices employed by SCADA systems, with a set of
functionalities necessary for effectively managing and monitoring an industrial process,
such as alarming and report generation. A user who utilizes a synoptic interface built
using the SoT framework is capable of interacting and introspecting the technological
artifacts using widgets as representations of interfaces to cyber-physical and informatics

systems.

The experimental validation of the developed prototype employed the SINCRO network as
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a real-world scenario. The representation of the IT Department of the ANSR organization
as an ISoS compliant technological environment proved to be an optimal practical case
for the validation of the SoT framework. To achieve the validation, a demonstration was

performed by following a user journey consisting of multiple steps.

The main conclusions of this thesis indicate that the proposed framework simplifies the
life-cycle management of custom synoptic interfaces. The framework makes it easier and
more practical to design synoptic interfaces, organized by projects, and to build models
of widgets to represent the user interface to an informatics system or cyber-physical

system'’s element.

6.2 Future work

A self-evaluation of the conducted research and the developed work revealed several areas

where improvements could be made:

= Expand the set of widget components (readers and writers) that can be configured

and added to widgets;
= Support other communication protocols between I1SoS elements and widgets;

= Add integration with monitoring tools (e.g., Zabbix, Prometheus, OpenNMS) to

provide better insights with dashboards, historical trends and alarming.
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