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Resumo

Identificar e registar o fluxo de contentores de resı́duos industriais através dos pontos

de acesso pode representar um desafio significativo em ambientes industriais. Os métodos

de registo manual podem levar a falhas de registo que representam riscos para uma empresa,

particularmente para a segurança dos ativos e a eficiência operacional. Assim, a identificação

da passagem de contentores pelos portões da instalação é essencial para reforçar as medidas

de segurança e otimizar a gestão operacional em ambientes industriais.

Este trabalho investiga a aplicação da tecnologia RFID (Radio Frequency IDentification)

passiva para enfrentar esses desafios. Foi desenvolvida uma arquitetura piloto, o hardware

mais adequado foi selecionado e testado, e o sistema foi instalado numa empresa de gestão

de resı́duos, com o apoio de um serviço de fundo para processamento e registo de dados de

eventos de etiquetas.

O sistema foi avaliado em testes de campo com vários cenários de passagem. As eti-

quetas RFID passivas foram instaladas nos contentores da empresa e monitorizadas nas suas

passagens pelo portão. Foram analisadas as zonas de leitura e a qualidade da deteção pelas

antenas. Por fim, avaliou-se o desempenho do middleware na interpretação dos eventos reg-

istados.

Os resultados mostram que as etiquetas rı́gidas passivas utilizadas no projeto melhoram

significativamente o seu desempenho aplicadas numa superfı́cie metálica, aumentando a sua

capacidade de deteção de 64% para 100%. Concluiu-se também que uma empresa pode

beneficiar significativamente em termos financeiros como resultado da melhoria da gestão

operacional e do efeito dissuasor sobre o furto.

Palavras-chave: RFID, IoT, gestão de resı́duos, controlo de acessos, sistemas de informação.
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Abstract

Identifying and recording the flow of industrial waste containers through access points

can pose significant challenges in industrial environments. Manual registration methods can

lead to registration failures that pose risks for a company, particularly for the security of assets

and operational efficiency. Thus, the identification of container crossings through the facility’s

gateways is essential for reinforcing security measures and optimising operational management

in industrial environments.

This work investigates the application of passive RFID (Radio Frequency IDentification)

technology to address these challenges. A pilot architecture was developed, the most suit-

able hardware was selected and tested, and the system was installed in a waste management

company, supported by a background service for processing and recording tag event data.

The system was tested in real conditions with various crossing scenarios. RFID tags

were installed on the company’s containers, and their passages through the gateway were

monitored. Detection quality and middleware performance were evaluated through transaction

statistics.

The results show that the passive rigid tags used in the project significantly improve their

performance when they have a metal background, increasing their detection capacity from 64%

to 100%. It was also concluded that a company can benefit significantly in financial terms as a

result of improved operational management and the deterrent effect on theft.

Keywords: RFID, IoT, waste management, access control, information systems.
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1
Introduction

Industrial waste management represents a growing challenge for companies and entities

responsible for sustainability and compliance with environmental standards [1]. Efficient control

of waste flows not only promotes the safety of a company’s assets, but also optimizes logistics

processes and reduces operating costs, ultimately contributing to environmental preservation.

In this context, automatic identification technologies have taken on a fundamental role, with

RFID (Radio Frequency Identification) standing out as a versatile and effective solution.

RFID technology has been evolving since the mid-20th century, initially with military and

logistics tracking applications, until it became a widely used tool in areas such as inventory

management, access control, transportation, and healthcare. These topics are explored in

more depth in 2.1 (Historical Context). In particular, passive UHF (Ultra High Frequency) RFID

systems offer significant advantages, such as low cost per tag, high reading capability, and the

ability to monitor multiple objects in real time, making them particularly suitable for industrial

environments.

On the one hand, it has been demonstrated that fraud in industrial environments is a

reality and that access control technologies are essential in preventing fraud. On the other

hand, a good industrial access control method promotes better operational efficiency of a com-

pany’s assets. This topic is explored in more depth in sections 2.4.2 and 5.3 (Case Studies and

Financial Analysis Model, respectively).

As stated by [2], cargo theft poses the greatest risk to worldwide supply chains. Accord-

ing to a European Parliament report, cargo-related crime in Europe results in annual losses

exceeding C8.2 billion for businesses. In 2020, TAPA (Transported Asset Protection Associ-
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ation) recorded cargo theft incidents across 56 countries in the EMEA (Europe, Middle East

and Africa) region, with major thefts averaging losses of C529,348 per incident. A joint study

by TAPA and 12 industry associations revealed that German companies alone face over C2.2

billion in losses and damages yearly, stemming from roughly 26,000 truck attacks. In Eu-

rope, metals, vehicles, and empty containers rank among the most frequently targeted items

by thieves.

According to [3], the most impactful strategies for preventing cargo theft and recovering

stolen goods in supply chains include the adoption of advanced security technologies. As

further stated by [4], implementing a strong loss prevention plan can significantly lower the risk

of cargo theft and lessen its consequences. For logistics companies, this may involve enforcing

strict cargo security protocols, adopting advanced tracking systems, and thoroughly vetting

drivers and carriers.

Problem statement

Despite its advantages, the application of passive UHF RFID in the specific context of in-

dustrial waste container access control still faces technical and operational challenges. These

challenges include reading reliability in adverse environments, electromagnetic interference

and the need for efficient integration with existing management systems. In this sense, the

central question that this research seeks to answer is: How can passive UHF RFID technol-

ogy be applied efficiently and reliably in the access control of industrial waste containers?

This study is justified by the growing need for technological solutions that support the circular

economy and ensure the traceability and flow registration of company’s assets. The expected

contribution will be the demonstration of a system applicable in a real context, with the potential

to improve operational efficiency, mitigate human error, and increase safety in the industrial

waste management process.

Purpose and objectives of the study

The purpose of this dissertation is to develop and evaluate an access control solution

based on passive UHF RFID, applied to industrial waste containers. The specific objectives

include: Analysing the functional and technical requirements for implementing an RFID system

in this context; Designing and implementing a functional access control prototype; Testing and

validating the system’s performance in experimental and industrial environments; Evaluating

the advantages, limitations, and potential for integrating the solution into waste management

systems.

Significance of the study
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The main beneficiaries of this study will be industrial companies and waste management

entities, which will be able to adopt a technological solution to improve the traceability and se-

curity of their processes. For the academic and scientific sector, this work contributes with an

applied analysis of passive UHF RFID technology in real industrial scenarios, reinforcing the

existing literature and opening perspectives for future research. From a social and environmen-

tal point of view, the implementation of effective solutions for the control and monitoring of waste

containers contributes to more sustainable practices, in line with sustainable development goals

and corporate environmental responsibility.

Scope and limitations of the study

This study focuses specifically on the application of passive UHF RFID technology in

industrial waste containers. Other automatic identification technologies and other RFID fre-

quency bands will not be explored in detail. Among the anticipated limitations are the influence

of environmental factors, such as electromagnetic phenomena, on antenna performance, the

limitation of reading range in practical situations, and the potential complexity of integration with

existing information systems.

Methodology and approach

The methodology adopted in this dissertation combines an exploratory aspect with an

experimental and applied approach. The work will be developed in five main phases:

1. Literature review and state-of-the-art analysis – survey of the main applications of pas-

sive UHF RFID technology, identification of best practices and limitations reported in industrial

contexts;

2. Requirements gathering and definition – collection of technical and functional require-

ments through analysis of the context of use (industrial waste containers), including aspects

such as required reading range, environmental conditions, and integration with existing man-

agement systems;

3. Development and implementation of the prototype – design of the passive UHF RFID-

based access control system, covering the choice of equipment, the design of the communica-

tion architecture, and the practical implementation of the prototype;

4. Testing and validation – evaluation of the system in an experimental and/or semi-

industrial environment, through the analysis of metrics such as reading rate, reliability, effective

range, robustness in different scenarios, and possible interference;

5. Formulation of installation recommendations – based on the results obtained in the

tests, practical guidelines were presented for the installation of the UHF RFID system in various
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different industrial contexts, in order to maximize reading reliability, reduce interference, and

ensure efficient integration with waste management processes.

Data analysis were conducted based on quantitative metrics and qualitative observations,

allowing not only to validate the feasibility of the proposed solution, but also to substantiate

recommendations applicable in real scenarios. At the same time as this document was being

written, a paper on the project was presented and published at ”Inforum 2024: the 15th National

Symposium on Informatics”, with the title ”Controlling Industrial Waste Containers Using RFID

Tags” [5].
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2
State-of-the-Art

When exploring how RFID technology can improve container access control in industrial

settings, it’s crucial to start with a detailed look at existing research. This initial step helps us

understand what’s already known and sets the stage for our own contributions to the field. As

such, this chapter summarizes the historical development of RFID, current technological princi-

ples—including operating bands, readers, and tags—and recent trends in research and practi-

cal applications. It also analyses the main limitations and vulnerabilities, framing the challenges

that drive the development of more robust and efficient solutions for industrial environments.

2.1 Historical Context

To understand and explore possible applications of RFID technology, it’s useful to under-

stand its origins and how it transitioned from a military use only technology to being present in

our daily lives in several contexts.

2.1.1 RFID Technology Origins

As stated by [6], RFID technology has its origins in the radar systems used during World

War II. These systems enabled the military to detect approaching aircraft, providing critical early

warnings. However, accurately identifying whether the aircraft were allies or enemies posed a

significant challenge. German pilots discovered that by turning their planes during their return,

they could alter the radar signals, enabling ground crews to distinguish between friendly and

hostile aircraft. This discovery laid the foundation for passive RFID systems. Subsequently,
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the British developed the active IFF (Identify Friend or Foe) system, equipping aircraft with

transmitters that responded to radar signals from the ground, confirming their identity as allies.

Modern RFID systems are based on principles similar to those of the IFF system. In 1999,

MIT and other organizations began exploring a radio frequency-based automatic identification

framework. This system features a reader device that emits radio waves to activate microchips

Figure 2.1. In RFID systems, microchips can be passive or active: passive chips lack an in-

ternal battery and are powered by the reader’s signal, responding through backscatter, while

active chips contain their own power source, enabling them to transmit signals independently

and reach greater distances. Furthermore, read/write systems not only allow reading the in-

formation stored on the chip but also updating it, making the technology highly versatile for

applications in logistics, inventory management, and access control.

Figure 2.1: Basic RFID passive system (extracted from [7])

2.1.2 Industrial Revolutions

According to advancement of technology introduced new production methods designed to

minimize human effort. This transformation in production techniques and technology is referred

to as an Industrial Revolution (Figure 2.2). It was characterized by a dramatic rise in production,

economic growth, and improved living standards. Technological progress not only boosted the

economy but also fostered a wave of innovative thinking.

Industry 4.0 (Table 2.1) is a digital transformation of manufacturing and production, as well

as related industries and processes for creating value. It mainly contains CPS (Cyber-Physical

Systems), IoT (Internet of Things), and cloud computing but will also rely on smart devices in

addition to CPS, IoT, cloud computing, and BPM (Business Process Management) [9]. Instead

of looking at individual machines, look at networks of machines.
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Figure 2.2: Industrial Revolutions (extracted from [8])

Table 2.1: Industrial Revolutions Overview

Industry Time Period Focus Area Challenges
Industry 1.0 18th century Steam and water plants,

iron industries, mining,
agriculture

Pollution, long working
hours, poor working

conditions
Industry 2.0 19th century Iron, steel, railways,

turbines.
Telecommunication,

petroleum

Costly, reduced the job
opportunities

Industry 3.0 20th century Renewable energy,
telecommunication,

wireless communication,
ICs

E-waste, high power
consumption

Industry 4.0 21st century All production industries
with intelligent systems

Risk of Cyber Attacks, long
working hours, lack of skills

Industry 5.0 22nd century Enabling people and
machines to work together

in all primary and
secondary industries

Risk of Cyber Attacks, lack
of skilled workers, difficulty

in regulation.

2.2 Industrial Access Control

The initial stage of the project’s work plan involved reviewing and updating the state of the

art in access control technologies. Research was therefore carried out into different industrial

access control methods, particularly their applicability to industrial containers. Of all the existing

automatic access control methods, the following stand out.
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RFID

RFID technology is widely used in the context of vehicle access control in industrial en-

vironments. RFID tags are placed on vehicles/containers and RFID readers and antennas are

installed at strategic entry and exit points. When the vehicle approaches, the reader captures

the information from the tag and validates its passage [5]. It is a reliable and versatile tech-

nology, allowing a good balance between quality of service and implementation cost (time,

complexity and price).

ANPR (Automatic Number Plate Recognition)

According to [10], cameras are installed at strategic points where vehicles enter and exit,

capturing images of license plates. A software system processes these images in real time,

recognizing the number plate and comparing it with a list of authorized vehicles.

This method might offer a couple of advantages over RFID technology: ease of inte-

gration (it might be enough to integrate with the already existing video surveillance system).

However, it has several disadvantages: visibility dependency (license plates with dirty or dam-

aged plates compromise reading, as do bad weather conditions such as dense fog), security

(license plates are more easily forged than RFID tags) and latency (the time it takes to process

the image and identify the plate can cause the system to respond more slowly, especially in

heavy traffic flows).

Although ANPR systems are effective for vehicle identification, their applicability to con-

tainers is limited. Unlike vehicles, containers do not carry standardized license plates designed

for optical recognition. These codes are larger, alphanumeric, and not optimized for automated

visual capture, which significantly reduces ANPR reliability. This distinction between vehicle

license plates and container identification codes highlights a fundamental limitation of ANPR in

logistics scenarios. In contrast, RFID technology overcomes this drawback, since it does not

rely on optical visibility or standardized plate formats.

Shipping Container OCR (Optical Container Recognition)

As indicated by [11], Optical Character Recognition (OCR) is an automated text recogni-

tion technology that can intelligently recognize text in an image and convert it into an editable

text string. The way this recognition system works is very similar to ANPR. Sea containers are

marked with a unique ID, so that it is processed as if it were a car license plate. This type of
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system could be applied to industrial containers.

However, according to [11], there are many factors that affect OCR, including light, font

complexity, image blur, and background interference. The two main issues with the application

of current OCR technologies for container terminal text recognition: irregularity of text, textual

region cohesion.

BLE (Bluetooth Low Energy)

The use of BLE beacons can be applied in industrial environments to control vehicles. In

this case, the vehicle is fitted with a device that communicates with sensors at access points,

automatically checking that the vehicle is authorized to enter. However, these beacons contain

a battery, limiting the device’s autonomy and increasing the degree of device maintenance

compared to passive RFID tags [12]. Compared to passive tags, the battery takes up more

space and is much less resistant to high temperatures and physical impacts.

QR (Quick Response) Code or Bar Code

A unique QR code or bar-code is generated and printed on the container. When ap-

proaching the entrance, a scanner reads the code and validates the authorization [13]. This

method requires sophisticated scanning equipment to guarantee scanning on the move and is

only suitable in very close range. In addition, like ANPR, the level of security is much lower

since QR or bar codes are easily forged and any physical wear or dirt on the code prevents it

from being read.

GPS (Global Positioning System) Geo-fencing

Geo-fencing technology uses GPS data to define virtual geographical boundaries. Vehi-

cles are fitted with GPS tracking devices, the system defines ‘virtual fences’ around the facility

and access is granted or restricted when the vehicle crosses these boundaries. Actions can be

automated, such as opening a gate or sending an alert if a vehicle enters a restricted area [14].

Since a gateway is a clearly delimited area, the use of geo-fencing is not justified, as this

technology is more suitable for large and dispersed zones. Passive RFID proves to be more

efficient, as it does not require batteries, unlike GPS devices, which increase both acquisition

costs and maintenance needs. Moreover, GPS operation depends on mobile or satellite net-

works, generating additional costs, and may suffer signal loss in enclosed areas. Passive RFID
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systems, supported by fixed readers and antennas, ensure reliable detection at the exact point

of passage without these limitations.

Mixed Systems

The most sophisticated systems are made up of a set of technologies (including the

ones already mentioned). These systems can even be controlled and monitored by AI (Artifi-

cial Intelligence), allowing for more informed automatic analysis based on a set of inputs from

different sources. For instance, cameras equipped with deep learning algorithms are able to

identify additional vehicle characteristics, in addition to reading and recognizing number plates

(e.g. vehicle type, color, brand). Besides, artificial intelligence offers a promising solution for

strengthening cybersecurity [15]. This type of solution is initially discarded because the physi-

cal appearance of the containers is very identical to each other. Also, economically, this type of

solution is the least accessible. For the case under study, these methods are too sophisticated

and expensive, although they could possibly serve as an improvement to the initial system of

the pilot project.
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2.3 RFID Technology

RFID is a technological family that belongs to the AIDC (Automatic Identification and Data

Capture) category. AIDC methods detect objects, collect data about them, and enter the data

straight into computer systems. Radio waves are used in RFID methods to accomplish this [5].

At its most basic, RFID systems consist of four components: a tag, an antenna, a reader and a

back-end system (Figure 2.3) [16]. Using the antenna, the reader transmits an RF signal to the

tag to ”wake it up” and then receives the target information from the tag. After performing initial

filtering and signal processing, the reader extracts and analyzes the tag’s data. The processed

information is then sent to data management systems via a network [17].

Figure 2.3: RFID General Architecture (extracted from [18])

When implementing an RFID system, it is essential to decide which equipment to buy.

To do this, it’s crucial to choose which frequency band is the most suitable, depending on the

context of the project.

2.3.1 Operating Bands

According to [19], four operating frequency bands can be used in this technology: LF

(Low Frequency), HF (High Frequency), UHF (Ultra High Frequency) and SHF (Super High

Frequency) also known as Microwaves. The UHF band offers the best performance in metallic

environments and a fast data rate. It is the frequency band used in toll collection and provides

a reading range of approximately 5 to 9 m (Table 2.2). For these reasons, it was the elected

operating band for this project.
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Table 2.2: RFID operating bands (extracted from [19])

Band + Fre-
quency

Read range Advantages Application

Low Fre-
quency (LF)
30–300 KHz

Up to 20
inches
(∼0.5 m)

+ Good penetration in
moist environments
+ No Anticollision
– Slow data rate

◦ Animal Tagging
◦ Access control
◦ Vehicle key-locks

High Fre-
quency (HF)
3–30 MHz

Up to 3 feet
(1 m)

+ Good penetration in
moist environments
– Poor performance in
metal environment

◦ Item level tagging, li-
braries
◦ Smart cards
◦ Airline baggage

Ultra High
Frequency
(UHF)
300–3000
MHz

Passive: Up to
16 feet
Active: More
than 30 feet (6
m)

+ Fast data rates
+ Good performance in
metal environment

◦ Supply chain use at
WM and Metro
◦ Baggage handling
◦ Toll collection

Super High
Frequency
(SHF)
“Microwave”
3–30 GHz

2+ meters + Fast data rates
+ Good performance in
metal environment
– Poor performance in
moist environment
– High cost

◦ Item tracking
◦ Toll collection

2.3.2 Readers and Antennas

Readers can be classified according to their mobility (mobile or fixed). Mobile readers

(Figure 2.4) are portable devices with an integrated antenna, suitable for use over short dis-

tances [20].

Figure 2.4: Honeywell mobile RFID reader (extracted from [21])

Fixed readers are suitable for installation at strategic points of tags flow. They do not in-

clude an internally incorporated antenna, but can be connected to various externally connected

antennas, via coaxial cable [20].

RFID fixed antennas are generally directional, as the aim is to capture the presence of

tags in a relatively well-defined flow zone. By changing the transmission power configured in
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Figure 2.5: RFID fixed reader (extracted from [22])

the reader, it is possible to increase or decrease the read range of each antenna in order to

optimise its application.

Figure 2.6: RFID Fixed Antenna (Laird Technologies) (extracted from [23])

2.3.3 Tags

RFID tags are mainly categorised according to their type of technology. In this sense,

there are three types of tag: passive, active and semi-passive [5]. Passive tags (Figure 2.7) do

not contain an internal power source and are not capable of transmitting signals independently.

Active and semi-passive tags contain a battery. Active tags (Figure 2.8) transmit constantly or

periodically and semi-active tags transmit when they come into contact with an antenna and

are detected by it. Within passive tags category, there are also printed tags (Figure 2.9), which

can be manufactured more quickly and cheaply but have a shorter read range.
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Figure 2.7: RFID passive tags (HID Global Corporation) (extracted from [24])

Figure 2.8: RFID active tags (SRK Innovations) (extracted from [25])

Figure 2.9: RFID printed passive tags (Zebra Technologies) (extracted from [26])

2.3.4 Link Budget

The propagation of radio signals in real environments is affected by various phenomena

that cause variations in received power. The mechanisms behind the propagation of elec-
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tromagnetic waves are diverse, but can generally be attributed to reflection, diffraction, and

scattering. These variations are generally classified as large-scale fading and small-scale fad-

ing, as described by [27]. Large-scale fading refers to average variations in received power

over relatively long distances, dominated by signal attenuation due to distance and shadowing

introduced by natural or artificial obstacles. On the other hand, small-scale fading is associated

with rapid variations in the received signal over distances of the order of the wavelength or over

short time intervals. These fluctuations result mainly from multipath interference, which can

cause significant signal reinforcement or attenuation at specific points.

Figure 2.10 depicts the dual fading effects in an indoor wireless environment: fast, short-

term fluctuations (small-scale fading) superimposed on slower, distance-dependent signal at-

tenuation (large-scale fading). The plot reveals rapid signal oscillations as the receiver changes

position, while the underlying mean signal strength declines more smoothly over distance.

Figure 2.10: Small-scale and large-scale fading (extracted from [27])

In this work, small-scale fading will only be mentioned as an existing phenomenon, since

the focus is mainly on the average power variations that condition the range and reliability of the

RFID system under study. For initial estimates of RFID link performance and theoretical range,

the FSPM (Free Space Propagation Model) was used in conjunction with the Friis equation. The

FSPM allows the calculation of FSPL (Free-Space Path Loss) and, based on Friis’ equation, it

is possible to determine the power incident on the tag (forward link) and the power received by

the RFID reader after reflection from the tag, based on the values of the power transmitted by

the reader, the antenna gains, and the losses associated with the connection.
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Friis Equation

The free space power received by an antenna, which is separated from a transmitting

antenna by a distance d, is given by Friis’ free space equation:

Pr(d) =
PtGtGrλ

2

(4π)2d2L
(2.1)

where Pt is the transmitted power, Pt(d) is the received power, which is a function of

the transmitter-receiver separation distance, Gt is the transmit antenna gain, Gr is the receive

antenna gain, d is the transmitter-receiver separation distance in meters, L is the system loss

factor unrelated to propagation (L ≥ 1), and λ is the wavelength in meters. λ is related to the

carrier frequency by

λ =
c

f
(2.2)

where f is the carrier frequency in Hertz and c is the speed of light expressed in meters

per second. The values of Pt and Pr must be expressed in the same units, and Gt and Gr

are dimensionless quantities. The various losses L (L ≥ 1) are generally due to transmission

line attenuation, filter losses, and communication system antenna losses. A value of L = 1

indicates that there are no losses in the system hardware.

Free Space Path Loss

Path losses, which represent signal attenuation as a positive quantity measured in dB,

are defined as the difference (in dB) between the effective transmitted power and the received

power, which may or may not include the effect of antenna gains. Path losses for the free space

model, when antenna gains are included, are given by

PL(dB) = 10 log

(
Pt

Pr

)
= −10 log

[(
λ

4πd

)2
]

(2.3)

The Friis free space model is only a valid predictor for Pr values when d is in the far

field region of the transmitting antenna. The far-field zone, or Fraunhofer region, of a transmit-

ting antenna is defined as the region beyond the far-field distance df , which is related to the
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largest linear dimension of the transmitting antenna aperture and the carrier wavelength. The

Fraunhofer distance is given by

df =
2D2

λ
(2.4)

where D is the largest physical linear dimension of the antenna. Furthermore, to be in

the far-field region, df must satisfy

df ≫ D (2.5)

and

df ≫ λ (2.6)

Although the analysis in this study was inspired by the free space propagation model and

Friis equation presented by Rappaport, the equations were not used directly. This is because

passive RFID links differ substantially from conventional mobile radio links. In a UHF RFID

system, the tag does not have its own power source, depending entirely on the power received

from the reader antenna to be activated and backscatter the signal. Thus, in addition to calcu-

lating the power received in the forward link, it is necessary to consider the particularities of the

backscatter process and the minimum sensitivity of the tag chip, which makes the mathematical

model distinct from that used to characterize traditional bidirectional radio communications.

According to [28], UHF RFID systems, the interrogation range stands out as the critical

performance metric. This range can be compared to the cell coverage in wireless communica-

tion systems. Several factors influence this range, but three primary ones stand out: the power

needed to activate a tag’s IC (Integrated Circuit) chip, the reader’s receiver sensitivity, and the

surrounding propagation conditions. While the propagation environment is an external factor,

the power required to activate the tag and the reader’s sensitivity are inherent to the system.

As a result, their impact on range can be efficiently analysed using a link budget—the standard

method in wireless system design for assessing coverage.

Unlike conventional systems, RFID tags lack an internal power source, meaning the

reader must provide all necessary energy—making the tag’s activation threshold the dominant
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factor in link budget calculations. A defining characteristic of conventional wireless networks is

link symmetry. The forward and reverse links are balanced in coverage, despite minor varia-

tions in transmit power and receiver sensitivity. As a result, the effective range remains nearly

identical for both directions. In a typical wireless communication setup, as shown in Figure 2.11,

the systems are designed to maintain balance between the forward and reverse links, meaning

that the difference in their power levels is minimal. As a result, the coverage area of the forward

link is nearly identical to that of the reverse link, despite slight variations in transmission power

and receiver sensitivity.

Figure 2.11: Comparison between a conventional system and a UHF RFID system (extracted
from [28])

In contrast, RFID communication links operate differently from conventional wireless sys-

tems. In passive RFID systems, tags lack their own power supply and instead draw energy

from the CW (Continuous Wave) signals emitted by the reader. Data transmission from pas-

sive tags relies solely on backscatter modulation, meaning that the tag reflects part of the

reader’s signal back to convey information. Consequently, an RFID link functions in half duplex

mode—communication flows from reader to tag and then from tag back to reader. This results

in an inherently unbalanced link, where the reverse transmission is strongly dependent on the

forward link, as the tag’s output power is determined by the reader’s transmitted power.

In passive RFID systems, the power received by the tag’s antenna is split into two parts:

one is used to supply energy to the chip, while the other is allocated for backscatter commu-

nication. The parameter represents the power loss caused by backscatter modulation, which

depends on the modulation technique employed by the tag, such as ASK (Amplitude Shift

Keying) or PSK (Phase Shift Keying). This loss can be readily expressed using the following

equation:

18



κ =


−10 log10

(
1−m4

(1+m2)2

)
for ASK

−10 log10
(
1−m2

)
for PSK

(2.7)

In the return path (reverse link), the tag first harvests the reader’s CW (Continuous Wave)

transmission, modulates the signal, and reflects a fraction of it back toward the reader’s receive

antenna. The power reflection loss (Γ) due to the ion factor is given, for both ASK and PSK, as

Γ = 10 log10(m
2) (4) (2.8)

where m is the modulation index.

It is also essential to calculate power losses in coaxial cables, which depend directly

on their length, and to take into account the PLF (Polarization Loss Factor) value. Both are

analysed in greater depth in the implementation section, where the equipment used in the

project is described.

2.4 Current Trends and Development

As mentioned by [29], the RFID industry is evolving with key trends shaping its appli-

cations. Integration with IoT enables real-time tracking and enhances operational efficiency.

Technological advancements, including smart tags, blockchain, and cloud computing, expand

RFID capabilities. Its adoption in supply chain and inventory management improves accuracy,

reduces costs, and automates processes. Additionally, the COVID-19 pandemic has accel-

erated the growth of RFID-based contactless solutions, enhancing convenience and safety.

These trends are expected to drive continued innovation and adoption in the industry.

2.4.1 Academic Research

There are several examples of academic research on passive RFID systems, showing

that this technology sparks interest in the academic community. Current systems can be im-

proved and therefore new applications can be found for this technology.

According to [30], passive RFID tags can be installed in metallic objects like vehicles and

containers to optimize their reading range using an impedance matching technique. By placing
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the tag in a metal cavity and adjusting the coupling effect, the tag’s maximum reading range

can be significantly improved, as shown in experimental results.

As shown by [31], the performance of RFID tag antennas is influenced by nearby materi-

als, particularly metal surfaces, which can degrade radiation efficiency and affect the antenna’s

radiation pattern and impedance. To address this issue, a metal-mountable patch tag antenna

was developed for UHF RFID systems. By placing the passive tag on a copper layer above a di-

electric substrate, both matched to the antenna’s impedance, the detection range was improved

from 10 to 25 meters.

As reported by [32], a vehicle tracking and management system is proposed. This re-

search proposes a vehicle tracking and management system that makes use of an electronic

license plate (E-plate). The system employs passive RFID technology, which is more cost-

effective. Furthermore, the proposed antenna is embedded within the e-plate tag and optimized

to match the standard dimensions of vehicle license plates. This design not only improves an-

tenna performance but also achieves significantly higher RFID reading efficiency compared to

existing compact antennas. Because the vehicle e-plate contains an RFID chip with stored

information, RFID readers placed at strategic locations can capture the vehicle’s data. The col-

lected information can then be processed and used for vehicle tracking, monitoring, and overall

transportation management.

In accordance with [33], an e-plate is presented, that incorporates a slot antenna on a

metallic license plate along with an attached active RFID module. By carefully designing and

optimizing the notched slots at specific positions on the plate, a prototype e-plate was devel-

oped, capable of remote identification at 2.45 GHz. Results from both simulations and experi-

ments show that the slot antenna achieves the requirements suitable for vehicle tracking. The

proposed active e-plate also demonstrated a measured reading range exceeding 92 meters.

2.4.2 Case Studies

RFID technology has gained worldwide adoption across industries such as retail, health-

care, and logistics. Its applications are extensive, including supply chain and inventory man-

agement, cold chain monitoring, anti-counterfeiting measures, and more efficient asset man-

agement and inventory control. There are several contemporary examples of companies that

have adopted RFID technology, optimising their management and service delivery.

According to [29, 34], Walmart stands out as a leading driver of RFID adoption in the

retail sector, having initially implemented the technology experimentally in 2005 and, in 2022,
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extending the mandatory use of UHF RFID tagging across various supply categories, including

home goods, toys, electronics, and furniture. The integration of this technology enables real-

time inventory tracking, contributing to reduced stock discrepancies, minimized theft, and fewer

product shortages. Strategically, Walmart’s use of RFID has enhanced supply chain visibility,

improved operational efficiency, and consequently increased customer satisfaction. Addition-

ally, it is stated that Pfizer employs RFID technology as a strategic tool to enhance security and

traceability within the pharmaceutical supply chain, enabling rigorous monitoring of storage and

transportation conditions for medications. This approach has been instrumental in mitigating

risks associated with counterfeit products, safeguarding patient safety, and optimizing inventory

management and regulatory compliance. Over more than a decade, the company has made

significant investments in implementing RFID labels on individual packages, cases, and pal-

lets, allowing detailed traceability of product origins and movement, as well as rapid detection

of any discrepancies within the supply chain, thereby ensuring the authenticity and integrity of

vaccines and medications delivered to consumers.

As stated by [35], in large-scale operations such as those managed by oil and gas service

companies, efficient equipment tracking is crucial for maintaining efficiency, reducing costs, and

minimizing errors. Traditionally, tracking tools and equipment in yards was performed manually,

a process that was time-consuming and prone to errors, leading to operational inefficiencies

and higher costs. RFID technology has been adopted to address these challenges, enabling

more accurate and real-time asset management. The benefits of RFID in Yard Management

include real-time tracking, which allows the location and status of equipment to be known at

any time, as well as cost reduction, with one oil and gas service company saving millions

annually by transitioning from time-based to usage-based certifications. Additionally, RFID has

enabled some companies to reduce spare inventory by 50–75% and improve asset utilization

by allowing more dynamic and precise equipment management, thereby reducing the risk of

errors during operations. As a result, the adoption of RFID has transformed yard management,

significantly enhancing operational efficiency, safety, and compliance in global operations. The

technology also streamlines equipment maintenance and certification, ensuring that assets are

always ready for use and fully compliant with regulations.

As per [36], Hera, one of the largest multi-utility companies in Italy, implemented an RFID-

based solution to optimize the management of its waste containers. The objective was to in-

crease operational efficiency, ensure full traceability of operations, and comply with regulatory

requirements. To achieve this, more than 200,000 HID EXO PRO 800 RFID tags, designed
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to withstand harsh environments, were installed on waste containers across the municipali-

ties where Hera operates. These tags are automatically read by RFID devices installed on

collection vehicles or handheld equipment, with the data integrated into geolocation (GPS) sys-

tems and central management platforms. The adoption of this technology enabled process

automation, georeferencing of each container, improved data recording and processing, and

real-time monitoring of operations. As a result, Hera achieved significant improvements in effi-

ciency, transparency, and quality of environmental services, consolidating RFID technology as

a strategic tool for urban waste management.

[37] explains the case of AMCS Group, which demonstrates how the application of RFID

technology can transform urban waste management, addressing challenges related to wasted

collection trips and the lack of reliable data for fair billing. The adopted solution consisted of at-

taching RFID tags to waste containers, combined with readers installed on collection vehicles,

capable of automatically recording information such as weight, GPS location, and the status of

the container, including situations of blockage, contamination, or missed collection. This inte-

gration made it possible to reduce unproductive trips, optimize fleet management, and lower

operational costs, while also ensuring greater transparency in billing and tighter operational

control, including the possibility of conditioning collection in cases of non-payment. Further-

more, process automation reduced the need for customer service interactions and improved

overall service quality. Overall, this case study shows that the use of RFID not only generates

operational and financial efficiency gains but also contributes to greater environmental sustain-

ability by reducing fuel consumption and emissions associated with collection operations.

2.5 Gaps and Challenges

According to [38], despite progress in RFID technology, challenges remain for its widespread

use, particularly in certain applications. While some areas are well-established, others require

the development of new devices and security protocols. Within this reality, we can consider that

the main challenges to be faced by technology are: costs, energy sources, reading distance,

metal surfaces, norms and standards.

Costs

Although the cost of passive RFID tags has decreased significantly in recent years, their

adoption might still not be advantageous for low value-added products, for which printed bar-
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codes remain more competitive. However, the main challenge in implementing RFID solutions

today does not lie in the cost of the tag, but rather in the investment required for system inte-

gration, including infrastructure, middleware, and the adaptation of business processes.

Energy sources

For active RFID devices, battery life is still a problem. The short charge life of current

batteries limits the development of new devices and applications that require more processing

power, which in turn requires a greater supply of energy. For passive devices, although they

are only energised at the moment of use, the energy obtained is inversely proportional to the

distance between them and the reader. The greater the distance, the less energy for the tag.

As such, passive devices require less maintenance, less physical space and are economically

cheaper.

Metal surfaces

Restrictions on use in environments subject to electromagnetic interference and metallic

or conductive materials can hinder the transmission of radio frequency signals between the

transponder and the RFID reader. As such, the right equipment should be chosen for such

conditions.

Norms and standards

National and international regulations are still not compatible, and there is a lack of pro-

cesses to streamline the integration of the microchip according to the type of product. For

instance, the frequency bands used for RFID in the United States are not the same as those in

Europe. For a company that works nation-wide, this shouldn’t be an issue.

2.6 RFID Vulnerabilities

RFID technology enables data storage and tracking but poses security risks if not properly

protected. According to [38], key vulnerabilities include integrity violations, where tags can be

misplaced or altered, potentially causing harm; tag cloning, where attackers copy and replicate

RFID data for fraudulent use; and tag monitoring, where sensitive information can be accessed

and misused remotely. Without strong security measures, these risks can lead to significant
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threats for individuals and organizations. For a more detailed analysis of the most apparent

vulnerabilities in these applications, some of the examples mentioned above can be used:

RFID technology is used for object tracking, but it poses risks if tags store excessive

information. Cloned or forged tags can carry viruses that infect reader systems and servers,

potentially corrupting databases, compromising other tags, and enabling data theft. High costs

make it challenging to implement advanced security protocols to mitigate such attacks. Even

passive tags, with limited range, can be intercepted, while active tags amplify security concerns.

Privacy concerns with RFID arise when tags remain active outside business premises.

For instance, if hidden contents are tagged, a malicious person could use a reader to inventory

items from the street and plan a burglary.

Protection Alternatives

RFID and wireless identification technologies present significant privacy concerns. How-

ever, studies and projects are being developed to ensure secure deployment, making large-

scale use feasible and more convenient. While these solutions don’t guarantee complete secu-

rity, they make RFID technology more reliable and less vulnerable.

One way to protect the system’s integrity is by using key-based encryption. Only the

sender and receiver have access to the content of the information on the tag. Anyone trying

to obtain this data illicitly will have to decipher a cryptographic standard that has already been

proven to be reliable.
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3
System Architecture and Requirements

Being familiar with the state of the art of the main access control technologies, particularly

in industrial environments, a passive UHF RFID system was proposed to monitor access to the

company’s industrial containers. This chapter presents the pilot architecture of the system,

justifies its choice, and describes its hardware and software requirements.

3.1 Hardware and Software Requirements

As explained in section 2.3, the UHF and SHF frequency bands offer better performance

in metallic environments. However, the UHF band allows for greater reading range, so it was

decided to work in this frequency band.

Given that this project focuses on access control for industrial containers, the most ap-

propriate strategy is to install fixed RFID equipment at industrial vehicle access points, such

as a main gate. The use of mobile equipment is not at all suitable for several reasons, mainly

because of its much shorter read range and it requires manual handling by a person each time

a container passes through, defeating the purpose of the project, which is to automate the

recording of container passages.

As mentioned in section 2.3, RFID architectures contain a back-end system that pro-

cesses tag events sent by the fixed reader. Therefore, it is necessary to adopt an appropriate

IoT protocol for sending information in the context of the project. The MQTT (Message Queu-

ing Telemetry Transport) protocol was chosen, since tag events occur asynchronously, i.e., tag

reading is constant and the publication of tag events in the broker is independent of the times-

tamp of the events or the order in which they occur [39]. On the other hand, according to [40],
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the MQTT protocol is valued for low overhead, scalability, and real-time communication, so if it

is necessary to expand the system, namely to monitor or control access at more flow points,

this protocol supports such expansion. Finally, through the publish/subscribe operating model,

this protocol prevents each device from having to communicate directly with all the others.

Figure 3.1 illustrates the layout (top view) of an industrial vehicle access point, the pro-

posed RFID architecture and its tag event data flow, in which the objects are not to scale. The

green lines represent physical connections via coaxial cable, and the red lines represent MQTT

connections. The fixed reader must be installed in a secure location, such as a security booth.

Figure 3.1: Proposed Architecture for RFID system

When an RFID tag is detected inside each antenna’s range, the fixed reader publishes

a tag event message in the MQTT broker. The middleware has subscribed all the necessary

topics to communicate with the fixed reader and receives the tag event messages, extracting

its essential parameters (tag ID, time stamp, antenna ID). The back-end system consists of an
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information processing service that receives and interprets tag events published by the fixed

reader by subscribing to the respective topic.

All RFID equipment must operate on the European UHF band (865 to 868 MHz [41]).

The fixed reader must meet several requirements, namely: have coaxial cable ports for at least

four antennas, allow connection via MQTT protocol and Ethernet and/or Internet communica-

tion interface. Fixed antennas must be directional and resistant to contact in outdoor industrial

environments (dust, liquids, temperature variations). Coaxial cables should have the lowest

possible attenuation (dB/m), be as short as possible to reduce signal attenuation and connec-

tors should be compatible with the reader and fixed antennas.

Additional structures may be required. The fixed reader must be installed in such a way

that it is protected, for example, in a security booth. The antennas should be installed on a pole

so that their height and direction can be adjusted, it is recommended for a mounting structure

to be acquired for each antenna.

As for battery use, it was decided to use passive technology. The use of batteries, namely

in tags, brings several disadvantages to the implementation and maintenance of the project,

both financially and in terms of maintenance complexity. Firstly, the acquisition of passive tags

is more affordable, especially considering that a large inventory of tags is to be purchased [42].

In addition to the acquisition cost, the use of active or semi-active tags involves higher mainte-

nance costs due to the use of battery, namely: more frequent technical labour and periodic

monitoring of the battery level of each tag. Thirdly, batteries are sensitive to various fac-

tors present in industrial environments, namely temperature values and aggressive physical

impacts. Finally, the use of batteries implies a larger physical tag size [43], making it more

prominent when installed in a container and more vulnerable to physical damage.

Also regarding tags, they must be suitable for installation on metal surfaces and resistant

to aggressive contact in urban environments (physical impacts, dust, liquids, and temperature

variations). The reading range allowed by the tag and the attachment method must also be

taken into account. In order to protect the integrity of the tag, riveting or welding should be used

for attachment. Screwing can compromise the tag more easily, as it can be easily unscrewed,

and strong types of glues such as epoxy are more suitable for attachment to fibrous surfaces,

not metal ones.

Finally, in relation to the software, it is necessary to implement a middleware that receives

data from tag events and processes this information. This program runs on a local machine or

on a company VM and, in practice, converts tag events into industrial container passage events.
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3.2 Link Budget Requirements

As already mentioned, the performance of an RFID system is mainly defined by its tag

reading range, which in turn is closely related to the system’s link budget. To ensure reliable

system operation, it is necessary to develop a link budget that allows estimating whether the

power received by the tag is sufficient for its activation and, subsequently, whether the backscat-

tered signal is detected by the reader. Thus, the fundamental requirements of the link budget

were defined, which will serve as the basis for analyzing the theoretical range of the system and

for formulating the installation recommendations presented in the following chapters. Figure 3.2

illustrates the link budget model considered for the passive RFID system.

Figure 3.2: Link budget diagram

The process begins at the fixed reader, which transmits a signal with power Ptx through

a coaxial cable subject to attenuation Attcoax(l) directly proportional to the length of the cable

l [m]. This signal is applied to a fixed antenna with gain Gtx, responsible for radiating the

electromagnetic wave into free space. Propagation in free space to the passive tag suffers a

path loss PL(d), dependent on the distance d [m]. Upon reaching the passive tag antenna,

there is a power loss due to polarization mismatch PLF . The tag contains an antenna with

gain Gtag and is also characterized by losses associated with its passive behavior, namely

power loss due to modulation κ and power loss due to reflection Γ. The tag then responds by

backscattering, modulating the incident wave and sending it back along the same inverse path

to the reader antenna. The propagation of the tag response in free space again implies, once

again, losses PL(d). The fixed antenna receiving responses from the tag by the reader is the

same one that transmits the interrogation signal, so Grx = Gtx. The signal reaches the reader
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through the coaxial cable, again suffering losses Attcoax(l). Finally, the balance between all

these gains and losses determines whether the received power is above the reader’s sensitivity

Psens, defining the reliability of RFID communication.

3.3 Event Interpretation and Decision Process

This section delves into the decision and interpretation logic used to program the system

middleware’s program. As illustrated in Figure 3.1, the system’s data process begins with a tag

event. Whenever a tag is detected, a message is sent from the fixed reader to the machine

where the middleware is running, via MQTT. The content of this message includes the three

essential parameters for processing the passage of each tag: its ID, the antenna on which it

was detected and the event time-stamp. Thus, whenever it receives a tag event message, the

machine records this event in hash-maps, as illustrated in the example of Figure 3.3.

Figure 3.3: Example of the registration of the crossing of a tag A

This example illustrates the registration of an ‘A’ tag passage that is detected by antenna

1 at 10:00:00 and by antenna 2 at 10:00:10. In the antennaRegister hash-map, the moment of

the first detection of a tag in each antenna is recorded, with each key-value pair corresponding

to an antenna-tagRegister pair. Thus, each antenna is associated with the set of tags that were

detected by it. In turn, each tagRegister is a hash map whose key-value pairs correspond to

tagID-timestamp, which represent each tag that passed through the respective antenna and

the timestamp of the event.

Figure 3.4 shows the flowchart that reflects the entire process of recording a tag event

in the hash-maps. Multiple consecutive readings of the same tag may occur for each antenna,

so it is essential to filter tag events to obtain the first occurrence. The most important moment

when a tag passes through the gate is the first moment it is detected by each antenna, as this
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is the only way to determine the direction in which it passed.

Figure 3.4: Flowchart of the process for registering tag events in hash-maps

The middleware program involves the execution of several threads. The threads dedi-

cated to subscribing to MQTT topics are constantly running, so that tag event information can

be received, as well as maintenance events such as the MQTT connection heartbeat. These

connections also allow commands to be sent to the fixed reader and feedback from those com-

mands to be received by the reader (success, failure).

Each time a tag event occurs, the dedicated program receives several parameters from

the respective event via the MQTT connection. From these parameters, the tag ID, the antenna

which detected the tag, and the timestamp of the occurrence are extracted.

Next, it checks whether the tag ID belongs to the company’s inventory. If it is an unknown

ID, it is recorded in an array of unknown tags. If it is recognised as a company tag, another

check is performed: whether the tag is already being processed or not, in order to ensure that

duplicate tag events are not processed. The records in the aforementioned hash maps are

scanned and each record is compared with the event being processed. If it is a duplicate tag

event, it is ignored; otherwise, it is recorded in the hash map.

The middleware carries out a periodic verification process (Figure 3.5) on the hash-maps,

using a thread that runs asynchronously in relation to tag events threads. The purpose of this
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verification process is to evaluate the hash-map records in order to interpret and determine the

passage (or lack thereof) of each tag that has been detected by the antennas.

Figure 3.5: Flowchart of the process for the hash-maps periodic check

In order to interpret the tag passage records, various checks are made, including whether

or not a tag has passed through and in which direction (Figure 3.6). The first check to be made

is whether the tag has passed from one side of the gate to the other. For example, according

to the position of the antennas in Figure 3.1, if a tag has been read by antenna 1 but has not

been read by antennas 2 or 3, this means that no crossing has taken place.

If no tag crossings took place, there are two possibilities: 1) The vehicle carrying the

container is waiting; 2) The vehicle was not allowed to pass and had to back off. The type of

situation is determined on the basis of pre-established timers. For example: if a tag was read

on an antenna 5 minutes ago but no further tag events have occurred since then, it is fairly

safe to assume that the vehicle carrying the container was not allowed passage, so the tag is

removed from the processing logs and a message is sent by the program informing it of what

has happened.

The proposed system architecture establishes a solid foundation for the implementation

of an automated access control solution using passive UHF RFID technology. With the main

hardware and software requirements defined, the implementation phase follows.
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Figure 3.6: Flowchart of the process for interpretation of the registered tag events
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4
Implementation

This chapter describes the practical implementation of the system defined in the archi-

tecture, based on the functional and technical requirements defined in the previous chapter.

It details the equipment chosen, the software tools used, and the configurations adopted to

ensure communication between the various components of the system. The implementation

covers both the hardware and software sides. The aim is to demonstrate how the concepts

defined in the architecture phase were implemented in a functional and integrated manner in

the real context of the installation.

4.1 Hardware Implementation

There are several RFID equipment suppliers on the market, including companies such

as Zebra, Inpinj, Honeywell International, Alien Technology, Avery Dennison, HID Global, and

CAEN RFID [44–48]. In this project, it was decided to use RFID fixed equipment from Zebra

Technologies and HID passive tags. This company is a market leades with reliable equipment

that complies with European standards. In addition, it has good documentation available online

that enables more effective implementation of both hardware and software. Therefore, in terms

of hardware, it’s important to highlight the main features and performance of the acquired RFID

devices.
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4.1.1 Fixed Reader and Antennas

The Zebra FX9600 fixed reader (Figure 4.1) is extremely customisable in terms of oper-

ating mode settings, which makes it versatile and adaptable to various scenarios. As can be

seen in Table 4.1, this reader is available in two versions: global and US-only. Logically, the

global reader was used in this project, as it allows operation in Europe’s UHF frequency bands.

It complies with ISO 18000-63 (EPC Class 1 Gen 2 V2) standard, integrating an anti-

collision mechanism. This means that it implements a protocol that, when coming into contact

with several tags simultaneously, allows the reader to identify and communicate with one tag at

a time in an orderly manner, even in the presence of many tags. In in terms of radio character-

istics, it is also essential to mention that the reader has a maximum signal receiving sensitivity

of -86 dBm and it is monostatic, which means it uses the same antenna to send and receive

signals, together with a circulator. According to [28], the circulator is a non-reciprocal three-

port device, where the signals travel from the transmitter port to the antenna port or from the

antenna port to the receiving port.

Finally, this reader has a maximum read capacity of 1200 tags per second [49–54], it

supports internet connection via Ethernet or Wi-Fi and connects to at least four antennas si-

multaneously via coaxial cable [55]. The technical information from the Zebra FX9600 data

sheet is included in the attachments (Figures 6-12).

Table 4.1: Zebra FX9600 fixed reader specifications (extracted from [55])

The Zebra AN480 antenna (Figure 4.2) is a directive antenna, compatible with all UHF

RFID bands worldwide (operates between 865 MHz and 956 MHz). Due to its physical size it

34



Figure 4.1: Zebra FX9600 fixed reader (extracted from [55])

can be used indoors or outdoors, depending on the configuration of its transmission power [56].

The specifications of this antenna can be found in Table 4.2.

Figure 4.2: Zebra AN480 fixed antenna (extracted from [56])
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Table 4.2: Zebra AN480 fixed antenna specifications (extracted from [56])

It operates with circular polarisation, which is the most common polarisation in UHF RFID

antennas. Passive tags, on the other hand, usually operate with linear polarisation. Although

European standards do not impose a specific polarisation for each device, there are reasons

for using this practice worldwide. According to [57], generally, the polarization of the receiving

antenna will not be the same as the polarization of the incoming (incident) wave. This is com-

monly stated as ”polarization mismatch.” The amount of power extracted by the antenna from

the incoming signal will not be maximum because of the polarization loss, which can be taken

into account using the PLF (Polarization Loss Factor):

PLF = | cosψi|2 (dimensionless) (4.1)

where ψi is the angle between the transmitted wave’s polarization direction of the elec-

tric field unit vector and the receiving antenna’s polarization direction of the electric field unit

vector. Therefore, coherence between the polarizations of the incident wave and the receiv-

ing antenna is essential. In extreme cases there may be a theoretically zero power transfer

(PFL=0), depending on the position of the receiving antenna. Ideally, the system must be

capable of detecting the tag regardless of its position.

As further stated by [57], when an electromagnetic wave transmitted with circular polar-

isation reaches a linearly polarised receiving antenna, the PLF is 0.5, regardless of the angle

of linear polarisation or whether the circular polarisation is right or left handed. Thus, by using

fixed antennas with circular polarisation and tags with linear polarisation, it is possible to en-
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sure that the tags do not go ‘unnoticed’ due to polarisation mismatch. However, this practice

requires some compromises.

As stated by [58], circularly polarized antennas do not require precise alignment between

the reader and the tag to operate effectively. Due to the rotating nature of the signal, there is

an increased likelihood of successfully ”capturing” the tag, regardless of the tag’s orientation.

However, these antennas typically have a shorter read range compared to linearly polarized

antennas and can be more susceptible to interference. Despite these limitations, the flexibility

provided by circularly polarized antennas in unpredictable environments often makes them the

preferred choice for many real-world RFID applications.

As a directive antenna (Figure 4.3), it is important to highlight the following parameters: 6

dBi gain, 65º HPWB (Half-Power Beam Width) and 18 dB FTBR (Front-to-Back Ratio). HPBW

(Half Power Beam Width) characterizes the aperture of its main lobe [59]. The HPBW value

is 65°(in both the horizontal and vertical planes), which means that the angular width of the

antenna beam is 65°between the points at which the radiated power drops to 50% of the max-

imum value. FTBR (Front to Back Ratio) characterizes the radiation intensity of the main lobe

in relation to the back lobe [59]. This parameter is essential in this case because there is a

secondary rear lobe concentrated approximately 180° from the main lobe. The FTBR is 18

dB, which means that for every 18 dB radiated from the front of the antenna, only 1 dB is radi-

ated to the rear. The technical information from the Zebra AN480 data sheet is included in the

attachments (Figures 13-15).

4.1.2 Industrial Passive Tags and Coaxial Cables

Still with regard to the hardware, it is important to mention the choice of passive tags,

mentioning some of their characteristics. Two different models of passive rigid RFID tags were

acquired and tested: HID Exo Pro InLine (Figure 4.4) and HID Exo Keg (Figure 4.5). As stated

by [60], HID is a leading brand of RFID equipment, particularly in the field of access control.

According to [24, 61], both are designed for mounting on metal and operate in the UHF band,

specifically between 865 and 928 MHz. They support anti-collision protocols and operate within

a temperature range of -40 to 85 ºC. The manufacturer guarantees IP68 protection (Ingress

Protection 68), offering complete protection against dust and the possibility of submersion in

water at depths greater than 1 metre for a prolonged period. They are also guaranteed to

be resistant to physical impact according to IEC (International Electrotechnical Commission)

60068-2-27:2008 and resistant to vibration according to IEC 60068-2-6.
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Figure 4.3: Zebra AN480 fixed antenna radiation pattern (extracted from [56])

There are some differences between the two tag models. Still according to [24, 61], the

Exo Pro model is designed for mounting on flat surfaces (metal, plastic, wood), can be mounted

by welding, screw or rivet, has a reading range of up to 11 m, and its housing material is thermo-

plastic. The Exo Keg model, on the other hand, is designed for mounting on curved surfaces,

prepared for welding installation, has a reading range of up to 9 m, and its housing material

is PA (polyamide). Different models were acquired to enable performance comparison tests

between them. Despite their differences, these models were chosen for their physical durabil-

ity, suitable detection range, and because they are specifically manufactured for mounting on

metallic surfaces.

Figure 4.4: HID Exo Pro InLine tag

These tags are lightweight, waterproof and resistant to high-pressure and high-temperature

washing conditions. They are highly resistant to aggressive liquids and physical impact. This

38



Figure 4.5: HID Exo Keg tag

tag model can be assembled in various ways. It was decided that the tags would be fitted by

welding or riveting, since screws are easier to remove and resins (such as epoxy) are more

suitable for fibrous surfaces such as wood, plywood or fibreglass. The technical information

from the both chosen tags data sheets is included in the attachments (Figures 16-22).

Finally, Times Microwave Systems LMR240 coaxial cables were chosen. This cable has

24.8 dB/100 m attenuation @900 MHz and 50 [62] input impedance, which corresponds to

the input impedance of RFID equipment [41], minimising signal reflections (low VSWR (Voltage

Standing Wave Ratio)). Regarding this cable model, it is stated by [63] that LMR240 is ideal for

medium-length runs where signal preservation is crucial and the LMR series are widely used

for outdoor antennas applications.

As explained by [64–66], the three most important parameters to consider when choosing

a coaxial cable are: length, insulation rating and connectors. Length affects signal loss because

no cable has perfect insulation, so the longer the cable, the greater the loss. The higher the

insulation rating, the thicker and more protected the cable. The most commonly used UHF

coaxial cables are the 195, 240 and 400 series. The downside of thicker, more insulated cable

is that it is less flexible and can be difficult to install in tight spaces that require bending.

Therefore, although the length of the cable varies depending on the scenario in which it

is used, it is highly recommended to use cables that are as short as possible. Looking now

at insulation rating, according to [67], the LMR240 cable belongs to the group of flexible, low-

loss coaxial cables. Low-loss coaxial cables are designed to minimise signal attenuation over

long distances whereas flexible coaxial cables are easy to install and manoeuvre in tight or

confined spaces without compromising electrical performance. Thus, this cable stands out

for being suitable for RFID applications. As for the cable connectors, they must match the

connectors on the other RFID equipment. The FX9600 fixed reader has RP-TNC (Reverse

Polarity - Threaded Neill–Concelman) female connectors and the AN480 fixed antenna has N-

Type female connectors. Therefore, the coaxial cable must have a RP-TNC male connector
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on one end and a N-Type male connector on the other (Figures 4.6 and 4.7). The technical

information from the LMR240 data sheet is included in the attachments (Figures 23-26).

Figure 4.6: LMR240 connectors (part 1/2) (extracted from [62])

Figure 4.7: LMR240 connectors (part 2/2) (extracted from [62])

RFID equipment was purchased and tested at ISEL’s campus facilities. This was an

important step in familiarising myself with the equipment before installing it at a company’s

premises and testing it in an industrial context. Zebra provides two essential tools for testing,

monitoring and configuring its equipment: its web interface and the 123RFID desktop applica-

tion. Initially, in order to familiarise ourselves with these tools, the 123RFID application was

used to test tag readings in real time and the Zebra web interface to configure the reader’s

MQTT connection to the broker.
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4.2 MQTT Implementation

The proposed system includes the use of the MQTT protocol for communication between

the fixed reader and the developed middleware. Thus, as a starting point for the pilot project,

it was decided to connect the FX9600 reader to an MQTT broker. Therefore, an EMQX public

broker was set up.

EMQX is a high-performance public MQTT broker developed by EMQ Technologies,

widely used in IoT projects due to its ability to handle large volumes of connections and mes-

sages. This MQTT broker is compatible with QoS 0, 1, and 2 and supports retained messages,

will messages, and session persistence.

It offers high performance in terms of scalability, as it can handle millions of simultaneous

connections in distributed clusters, allowing multiple nodes to be added to the cluster to support

more devices, and has low latency even with high traffic.

When it comes to security, EMQX uses TLS/SSL for message encryption in transit, user-

name/password authentication, and certificates. In order to protect MQTT topics, ACL (Access

Control List) based authorisation is used to control who can publish/subscribe to topics.

In terms of integration capabilities, EMQX allows connection to different types of databases,

such as MySQL, PostgreSQL, MongoDB, and Redis. It also allows integration with Kafka, Rab-

bitMQ, and MQTT Bridge (to interconnect brokers) and has plugins for routing rules, persis-

tence, and message transformation.

Once the EMQX broker was set up, it was necessary to configure the MQTT connection

to this broker in the reader. To do this, Zebra’s web interface was used, as already mentioned.

The first step is to ensure that the computer and the reader are connected to the same LAN.

Secondly, access the reader via its unique ID or IP address (if a specific address has been

assigned) using the browser. The device is protected by a factory username/password, which

can be changed by the customer who purchases it. After logging in, you can access the Zebra

IoT Connect settings (REFERENCE X), where you will find the options related to the MQTT

connection.

The FX9600 fixed reader can be monitored and controlled via MQTT command mes-

sages. To this end, these messages must be sent via specific topics and comply with a specific

format, which is why several topics have been created in the broker. In order to test the func-

tionality of the MQTT connection between the fixed reader and the EMQX broker, command

messages were sent and the reader’s responses were observed.

Postman was used to test the MQTT link, connecting to the EMQX broker as an endpoint.
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According to [68], Postman is a development tool that helps to build, test and modify APIs.

Almost any functionality that could be needed by any developer is encapsulated in this tool, and

it is widely used by developers to test, debug, and document APIs. This way, it was possible to

test sending commands to the FX9600 fixed reader and receiving its response.

Figure 4.8: Postman desktop application (topic subscriptions)

As mentioned earlier, messages must be sent via specific topics. The ‘controlcommand’

topic allows command messages to be sent to the reader, for example: start/stop tag read-

ing, change operating mode, control LEDs or GPIs. The ‘managementcommand’ topic allows

commands related to device monitoring to be sent, for example: obtain configuration, update

firmware, change parameters. The ‘controlresponse’ and “managementresponse” topics are
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used by the reader to respond to received commands, for example: success, failure, or pay-

loads from ‘get’ commands. The ‘tagdataevents’ topic is used by the reader to send tag event

messages. Tag events are sent in JSON format with various event parameters, including the

time stamp, the ID of the tag read, and the antenna that read the tag. Finally, the manage-

mentevents topic is used for asynchronous events related to the device status, for example,

reader health status (temperature, memory usage), errors, alerts, or hardware signals such as

GPO. It is the ideal topic for monitoring, alerting, and diagnosing reader operation. It is through

this topic that the reader sends heartbeat messages.

Having defined the RFID equipment and implemented an IoT platform that meets the

requirements set out in Chapter 3, it is also necessary to comply with the defined software

requirements.

4.3 Middleware Implementation

The defined architecture requires middleware, i.e., a software service that processes

and filters data sent by one or more RFID readers [69–71]. In the context of this project,

the middleware consists of a service that runs in background on a local server or VM (Virtual

Machine) belonging to the company. Its main purpose is to receive, process and filter tag event

messages sent by the fixed reader and convert them into container passage events, as well as

to detect anomalous situations in the reading zone. It was decided that the middleware would

be developed in Java language.

According to [72–75], there are strong advantages in using Java for developing IoT mid-

dleware. In terms of platform independence, it follows the principle “write once, run anywhere”,

meaning this middleware can run on multiple devices, as long as they have a JVM (Java Vir-

tual Machine). Regarding scalability, Java’s strong multi-threading model and ecosystem of

scalable frameworks make it well-suited for handling large numbers of connected devices and

high volumes of real-time data. When it comes to security, Java comes equipped with built-

in mechanisms for secure coding, cryptographic libraries, and authentication systems, helping

protect against cyber threats. Java-based platforms support functionality for device provision-

ing, configuration, monitoring, and updates—simplifying the administration of large-scale IoT

device fleets. It also supports edge computing, allowing processing to happen close to the data

source (IoT device) for lower latency, real-time analytics, and better bandwidth utilization. Java

allows for great interoperability With extensive libraries and protocol support (including MQTT,
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CoAP, HTTP), enabling smooth interoperability across varied device ecosystems. Last, not

least, Java benefits from a large, active developer community, accelerating development and

troubleshooting. As further stated by [76], Java is the best suited programming language for

data organization and processing.

Program’s structure

Before explaining the structure and content of the Java code developed in greater depth

and detail, it is important to mention the context in which it was tested. Field tests were carried

out at an urban waste collection and management company, so the system has adaptations

that are due to compliance with the requirements established by the company. One of the

requirements imposed on the project was to ensure that the results of each container passage

detection are published on the company’s Kafka server. Another requirement was that the

program had to run on a company VM, where it could be monitored remotely and in real time. It

was therefore necessary to adapt the original system architecture to meet these requirements.

Figure 4.9 shows the architecture adapted for implementation in the company, as well as the

flow of information from tag events. Therefore, the middleware’s program was developed in

Java, using the InteliJ development environment, from which the executable could be generated

in ‘.jar’ format and sent to the company’s local server or VM to run in the background.

Figure 4.9: Tag events information flow

With the initial architecture modified to adapt to the company’s requirements, the middle-

ware program was developed in Java, in the IntelliJ development environment.

Java Libraries

The program must be able to make MQTT connections to the fixed reader, manipulate

JSON files, and connect to the company’s Kafka server. Therefore, it was necessary to use
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Java libraries available online via Maven:

- org.eclipse.paho.client.mqttv3 [77]

- org.apache.kafka.clients [78]

- org.slf4j [79,80]

- org.json [81]

The Paho project provides code implementations of messaging and standardised pro-

tocols aimed at new, existing and emerging applications for M2M (Machine to Machine) and

IoT [82]. This library enabled the implementation of MQTT connections between the data pro-

cessing service and the EMQX broker, as well as the subscription to the topics necessary for

communication with the fixed reader.

Apache Kafka is an open source distributed event streaming platform used for high-

performance data pipelines, streaming analytics, data integration and applications. Thus, im-

plementations of the Kafka client have been developed, which support publishing messages

in topics and inspecting them [83]. This library enabled the implementation of connections be-

tween the data processing service and the company’s Kafka server, allowing container crossing

messages to be sent.

SLF4J (Simple Logging Facade for Java) serves as an interface or abstraction for various

logging frameworks (e.g. java.util.logging, logback, log4j) allowing the end user to switch on the

desired logging framework at deployment time [84]. This solution was chosen because SLF4J

acts as a logging facade, providing a simple and consistent API that can be integrated with

different underlying implementations, such as Logback or Log4j. This approach ensures the

application’s independence from a specific logging technology, increasing flexibility and facili-

tating future maintenance or migrations. In addition, SLF4J is widely supported by frameworks

used in the project, namely Spring and Apache Kafka.

JSON (JavaScript Object Notation) is a lightweight data exchange format and is language

independent, most commonly used for client-server communication. Furthermore, it’s both easy

to read/write and language-independent [85]. It was crucial for the project, given its simple and

straightforward implementations for constructing and reading JSON objects, in particular with

the JSONObject class. This approach made it simple to parse responses from the FX9600

reader and send JSON messages to Apache Kafka. On the other hand, it is also stated that

although json.org provides a way to serialize a Java object to JSON string, there is no way to

convert it back using this library. To reach that kind of flexibility, there’s a need to switch to other

libraries such as Jackson [86,87].
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4.3.1 Java Classes

The list of classes implemented for the middleware’s program is shown in the UML (Uni-

fied Modeling Language) diagram, in Figure 4.10. The ”Main” class begins by instantiating and

executing the threads associated with each topic in the MQTT connections, both Kafka and

EMQX. It’s important to bear in mind that ‘the MQTT client programming model uses threads

extensively [88].

The classes dedicated to subscribing to MQTT topics are implemented using callback

functions. In many programming languages, particularly when dealing with asynchronous code,

callback functions are highly useful [89].

Figure 4.10: Java classes UML diagram

The Controlcommand class subscribes to the controlcommand MQTT topic, enabling
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the VM service to send control commands to Zebra’s FX9600 reader. The Controlresponse

class’s function is to subscribe to the controlresponse MQTT topic, which informs the middle-

ware whether each command sent to the reader has been accepted or rejected, and how.

The purpose of the Managementcommand class is to subscribe to the managementcom-

mand MQTT topic, which allows the middleware to send the reader commands to manage

its operating status. The Managementresponse class is able to subscribe to the manage-

mentresponse MQTT topic, which allows the reader to inform the middleware whether each

managementcommand sent to the reader has been accepted or rejected, and how.

The ManagementEvents class makes it possible to subscribe to the topic of managing

events the device’s operating status, such as the heartbeat. The heartbeat is a mechanism

for monitoring the reader’s operating status. This monitoring indicates whether the reader is

running, how many antennas it is connected to, how many events it has recorded, and more.

The PublishControlCommand class allows control commands to be sent to the reader via

the controlcommand MQTT topic, namely the stop and start commands that orders the reader

to read or stop reading tags. The PublishManagementCommand class allows management

commands to be sent to the reader via the managementcommand MQTT topic. Although not

used in this project, this topic must be configured for the reader to accept the connection to the

MQTT endpoint.

The SampleConsumer class makes use of the Apache Kafka project’s libraries to imple-

ment a connection from the project’s server to the company’s Kafka server and consume a

topic’s messages. Likewise, the SampleProducer also makes use of the Apache Kafka project

libraries to implement a connection to the company’s Kafka server. However, its purpose is to

produce messages for a topic.

The LogShutdown class creates an utility (LogShutdown) that monitors program termina-

tion by registering a shutdown hook—a thread triggered when the JVM exits, whether gracefully

(e.g., via Ctrl+C) or abruptly (e.g., system failure). Upon shutdown, it appends a timestamped

entry to a log file stating ”Program shutdown intentionally” and echoes the message to the

console. It allows to get more information when the program fails.

The ObservableHashMap class implements an ObservableHashMap¡K, V¿, a thread-

safe map that combines the functionality of a ConcurrentHashMap with an observer pattern to

notify registered listeners whenever the map is modified. It supports standard map operations

like put, remove, get, and containsKey, while allowing external code to subscribe to changes

via addListener(Runnable). Whenever an entry is added or removed, all listeners are auto-
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matically executed through notifyListeners(), enabling real-time reactions—such as updating a

UI, logging changes, or triggering RFID-related actions in the container access system. This

mechanism allows synchronization between writing and reading in hash maps, preventing fail-

ures and crashes related to the lack of this type of synchronization.

The Auxiliary class was used to support the development of the middleware’s program. It

contains the tag inventory array used for the first field tests, the ArrayList where tags that have

been read but don’t belong to the company’s inventory are registered, a method for printing the

commands accepted by the program and the macros used to identify two different company

installations. In the long term, this class will no longer be necessary. For example, when the

company’s tag inventory is registered in a database, the tag inventory array will no longer be

used.

The Tagdataevents class is the most relevant, in the sense that it fulfils the main objec-

tive of the project, which is to convert the information from tag events into useful information

on the passage of waste containers. The class begins by instantiating the three timeouts that

are essential to the logic of processing tag events, instantiating them as variables. The ”pro-

cesstimeout” corresponds to the time interval between the tag being read and the start of its

processing. When a tag is read and registered in the hash-maps, it is only processed after

5 seconds, giving the vehicle time to pass through the gate. The ”checktimeout” corresponds

to the time interval between each periodic check of the hash-map records, which in this case

is set at 10 seconds. The ”removetimeout” is the time interval after which it is assumed that,

despite having been detected on one side of the gate, the tag has not completed its passage,

and its status is changed from ‘on standby’ to ‘no crossing occurred’. After instantiating these

three timeouts, the tag event registration hash-maps are instantiated: ”antennaRegister” and

”tagRegister”.

After the development and testing of the middleware program, the code was uploaded to

a GitHub repository as a means of transferring knowledge to the company. Having acquired

the necessary equipment and developed the middleware program, it was possible to proceed

with installation in the field, beginning testing of the pilot project.
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5
Test Scenarios and Results Analysis

The equipment was installed in the company’s reception area (Figure 5.1) and the middle-

ware’s program was executed to run in the background independently on the company’s virtual

machine. The project moved on to the field testing phase, thus becoming a pilot prototype.

Through various experiments, the system’s performance and reliability in real-world industrial

environments are evaluated.

Figure 5.1: Company’s gateway (view from outside the facility)

Figures 5.2 and 5.3 show the measurements of the gatehouse, to scale, from an oblique
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view (3D) and top view (2D) respectively. Measurements up to 5 metres were taken using a

tape measure, and measurements over 5 metres were taken using Google Earth.

Figure 5.2: Measurements of the gatehouse (outside view, in oblique perspective)

Figure 5.3: Measurements of the gatehouse (view from above)

The developed middleware receives the heartbeat messages from the fixed reader (Fig-

ure 5.4) and the information from the tag crossing events sent by the Zebra equipment. After

processing this information, it publishes the results of the events on the company’s Kafka server

(Figures 5.5, 5.6, 5.7, 5.8). Different scenarios were tested, including crossings considered nor-

mal, crossings with a pause at the gate and a ‘false crossing’ in which the tag was only read on
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one side of the gate.

Figure 5.4: Message on Kafka server: reader heartbeat

Figure 5.5: Message on Kafka server: entry

Figure 5.6: Message on Kafka server: exit

Figure 5.7: Message on Kafka server: on standby
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Figure 5.8: Message on Kafka server: no crossing occurred

Based on the previously defined requirements and the propagation models adopted, the

path losses and received power were calculated for the scenario in question, assessing the

feasibility of communication between the reader and the passive tags. Analysis of these results

allows the theoretical range of the system to be estimated.

5.1 Link Budget and Detection Range

First, it is necessary to verify whether Friis’ free space propagation model is valid in this

context. The distance from the Fraunhofer region df depends directly on the working wave-

length λ and the largest linear dimension of the antenna D:

λ =
c

f
=

3× 108

865× 106
≈ 0.347 [m] (5.1)

df =
2D2

λ
=

2× (259.1× 10−3)2

347× 10−3
= 0.387 [m] (5.2)

Thus, we can conclude that Friis’ model is only valid for distances between the fixed

antenna and the tag greater than 0.387 m. In addition to the Fraunhofer zone requirement, the

2.5 and 2.6 must also be verified.

df = 0.387 ≫ D = 0.2591 (5.3)

and
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df = 0.387 ≫ λ = 0.347 (5.4)

Therefore, in this context, Friis’ free space propagation model is valid. It remains, then, to

collect the values of power losses and gains and estimate the range of reliable detection and

reading in this context. Therefore, the total propagation losses (uplink and downlink) in free

space are given by:

PLtotal = −10 log10×
(

λ2

(4π)2 × d2

)
≈ −10 log10×

(
0.12

157.914× d2

)
(5.5)

where distance d is the total distance of the RF signal free space propagation and the variable

that determines the reading range.

Since manufacturers do not explicitly state whether the modulation of the reader and

FX9600 passive tags is ASK or PSK, nor the modulation index used, ASK with a modulation

index of 0.8 is assumed, as suggested by [28]. Therefore, the losses due to ASK modulation

(κ) are 7.39 dB and the losses due to reflection (Γ) are 1.94 dB.

The length of the coaxial cables differs because the antennas are at different distances

from the reader. Therefore, to calculate the attenuation losses in the coaxial cables, the length

of the longest cables (20 m) was used. Since the attenuation of coaxial cables is 24.8 dB/100m,

the total attenuation (uplink and downlink) introduced by the coaxial cable will be given by:

Attcoax × l =
24.8

100
× 40 = 9.92 dB (5.6)

Thus, the total loss expression is given by:

Ltotal = PLtotal + 2×Attcoax − Γ− κASK (5.7)

The transmission power configured in the reader Ptx is 29.2 dBm and the gain of the

fixed antennas Gtx (downlink) and Grx (uplink) is 6 dBi in both cases because, as already

mentioned in section 4.1, the reader is monostatic. Industrial hard tags typically have a gain of

3 dBi, which is the value used in link budget calculations.
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Finally, it is necessary to take into account losses due to polarization mismatch. This

effect occurs in both the uplink and downlink, with the loss effect being applied twice in the total

link budget path. Thus, the total expression of the link budget is given by:

Pr = Ptx +Gtx +Grx + 2×Gtag − Ltotal + 2× PLF (5.8)

Figure 5.9 represents the total losses of the system and the estimated power received by

the reader. In order to verify the range of the connection between the fixed antenna and the

passive tags, the link distance was varied, comparing the value of the power received by the

reader Pr with its sensitivity (Psens).

Figure 5.9: Total losses and received power by the reader

This graph shows two important values of the variable distance d. The first is the Fraun-

hofer distance df , which, as already mentioned, is the distance from which Friis’ propagation

model is valid. The second value is the distance at which the received power Pr is equal to the

reader sensitivity Psens, i.e., it represents the theoretical maximum range for reading tags in this

system, in this case approximately 6.41 m. Table 5.1 shows the link budget data.
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Table 5.1: System parameters and values

Parameters Value Unit
Reader TX power, Ptx 29.2 dBm
Reader TX antenna gain, Gtx 6 dBi
Reader RX antenna gain, Grx 6 dBi
Tag antenna gain, Gtag 3 dBi
Modulation index, m 0.8 -
Power loss due to ASK modulation, kASK 7.394 dB
Power loss due to reflection, Γ 1.938 dB
Working frequency, f 865 MHz
Wavelength, λ 0.347 m
Largest physical linear dimension of the fixed antenna, D 259.1 mm
Fraunhofer distance, df 387.1 m
Coaxial cable length, L 20 m
Total coaxial cable attenuation, Attcoax 9.92 dB
Polarization loss factor, PLF -3 dB
Reader sensitivity, Psens -86 dBm
Reading distance, dmax 6.41 m

5.2 Test Scenarios and Field Results

As mentioned earlier in section 4.1, the radiation pattern of the antennas is directional,

so there is a detection zone and a ‘blind’ zone for each antenna. In this context, it is important

to check which zone is the detection zone and which is the ‘blind’ zone covering the road at the

gate, where the containers pass.

In order to determine the tag detection zone by the antennas, a test was carried out

using the following method: starting from the antenna pole with a tag facing it, increase the

distance between the two elements horizontally towards the road and record the distance at

which the tag was detected. Tests were carried out every 50 cm, with a metal surface behind

the tag, resulting in the points shown in Figure 5.10. The figure shows part of the entrance,

namely the road and the antenna where sampling was carried out, from the front perspective of

someone entering the premises. Five tests were carried out for each height interval, obtaining

the detection point by averaging the values obtained in the tests at each height.

The figure shows part of the entrance, namely the road and the antenna where sam-

pling was carried out, from the front perspective of someone entering the premises. Five tests

were carried out for each height interval, obtaining the detection point by averaging the values

obtained in the tests at each height.

Given that all antennas are of the same brand and model and have been configured to

transmit at the same power, it is safe to assume that the radiation pattern is identical between
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Figure 5.10: Tag detection points by the antenna

them. Knowing that the shape of the main lobe of the antenna radiation pattern is approximately

symmetrical around the maximum propagation direction and based on the results in Figure

6.11, the detection zone of the tags by the antennas at the gate was estimated, obtaining the

configuration shown in Figure 5.11.

To test the performance of tag detection, the gate was crossed with two rigid RFID pas-

sive tags of different models through the antenna detection zone to simulate the passage of

industrial containers through the gate. One model was the HID EXO Keg RFID tag [61] and

the other was the Tags HID EXO Pro RFID tag [24]. A total of 105 tests were carried out,

including: five different passage scenarios, four different heights in relation to the ground and

the antennas, two models of rigid tags, with and without a metal surface background.

In order to compare the performance of the two hard tag models, 32 crossings were made

at a distance of 1 m horizontal from the antennas, with no metal behind the tags. The results

showed that the models have identical behaviour in terms of detection capacity between them.

This was expected because, according to their data-sheets, both have up to 10 m reading

range. Relating to the middleware, passages at the antenna’s heights (3.50 m in the inbound

lane and 4.35 m in the outbound lane), all the passage scenarios were correctly received and

interpreted .

After concluding that the two tag models behave identically in this context, the impact of

unequal heights between the antennas was assessed. For this purpose, crossings were made
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Figure 5.11: Tag detection zone by the antennas on both sides

on the road at a distance of 1 m horizontal from the antenna, with no metal behind the tag. At

a height of 3 metres from the ground, the success rate was 64% (14/22), with the antennas on

the inbound side achieving the best results (85% - 11/13) and the antennas on the outbound

side achieving 6/11 (55%). Although these tests were carried out without metal behind the tag,

they show that the unequal heights of the antennas can have a big impact, depending on the

height of the tag’s passage.

The reading capability using metal behind the tags was also evaluated, repeating the

previous procedures as test scenarios. In passages at the height of the antennas (3.50 metres

in the inbound lane and 4.35 metres in the outbound lane), the success rate was 96% (25/26).

The only scenario that was not correctly interpreted was the non-passage scenario, i.e., a
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scenario in which no passage occurred was determined as a passage occurrence. The most

plausible explanation is that the tag was detected by an antenna without being supposed to,

which indicates that, by applying a metal background, the tag’s range increases significantly

to the point where the horizontal distance between the antennas is not enough to accurately

distinguish the tag’s location at the gate. One possible solution, apart from repositioning the

fixed antennas, is to adjust their transmission power.

Still using metal as background for the tags, at a height of 3 metres from the ground,

15 passage scenario tests were carried out. The tests showed success in detecting the tag,

determining the passage scenario and publishing it on Kafka in all the passage tests, achieving

a 100% success rate (15/15).

At a height of 2 m from the ground and still 1 m horizontal from the antenna, on the road,

10 tests were carried out. The success rate for detecting and determining the passage scenario

was 60% (6/10), of which it can be seen that the success rate for exits (80% - 4/5) was higher

than for entrances (40% - 2/5). Although the exit scenarios showed a better detection success

rate, it is important to mention that these same detections were carried out by antennas 2 and

4 (dedicated to determining entries), which reinforces the conclusion previously drawn that the

detection and response range of the tags increases significantly when a metal surface is placed

behind them, as expected. On the other hand, it is clear that the unequal height of the antennas

can cause a mismatch in the success rate between inputs and outputs for certain tag passage

heights, also reinforcing the previously drawn conclusion about the impact of the difference in

antenna heights.

While the passage scenario tests were being carried out, a small fleet of containers was

equipped with HID Exo Pro tags and RFID printed tags that produced results. These results

were monitored on the company’s Kafka server over six months. The container tests were

carried out, with one rigid and one printed tags each, placed on top of the front of the containers

(Figures 5.12, 5.13 and 5.14).

Although we knew in advance that printed tags are not suitable for these applications, the

company requested verification of the impact and results of both types of tags. Regarding the

rigid tags, the vast majority of the containers were detected, although in several passages the

scenario was not correctly determined. The most plausible explanation is that the tags were

not positioned correctly. Further on, in section (5.4), a recommendation for the installation of

the RFID equipment is made, based on the results obtained in the pilot project’s field tests.

Furthermore, none of the printed tags was detected. Therefore, it was concluded that the rigid
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tag’s position needs to be optimized and confirmed that the printed tags are not suitable in this

context.

Figure 5.12: Container with tags (rigid passive RFID tag)

Figure 5.13: Container with tags (printed passive RFID tag)
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Figure 5.14: Container with installed RFID tags

5.3 Financial Analysis Model

Finally, relating to the company’s pilot project, a relatively simple financial analysis model

was developed to assess the impact of the project on the company’s profits. The model is di-

vided into four main financial impacts: CAPEX (Capital Expenditures), OPEX (Operational Ex-

penditures), earnings and results, where the resulting profit is obtained by subtracting CAPEX

and OPEX costs from earnings.

The following constants were used for the calculations: average salary in Portugal of

C1,602 and 180 working hours per month, resulting in an average salary of C8.9/hour. It was

also assumed that the system would be installed in the company’s six facilities.

CAPEX costs are the ones associated with the acquisition or upgrading of fixed assets.

Thus, these costs include the acquisition of RFID material and the labour costs for installing

it. Table 5.2 shows the costs taken into account in the CAPEX calculation. It was assumed

that the RFID system would be installed in six facilities (company’s current number of facilities).

Equipment prices are approximately those found on the market. Labour was calculated based
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on the current national average wage, assuming that one worker per facility will be hired.

Table 5.2: CAPEX costs

Fixed Reader

Quantity (un) 6

Unit price (C) 1000

Total equipment cost (C) 6000

Fixed Antennas

Quantity (un) 24

Unit price (C) 200

Total equipment cost (C) 4800

Coaxial Cables

Quantity (un) 24

Unit price (C) 50

Total equipment cost (C) 1200

Tags

Number of containers with tags 200

Quantity (un) 400

Unit price (C) 5.5

Total equipment cost (C) 2200

Labour for tag placement (internal)

Number of employees 6

Hourly labour cost (C) 8.90

Number of working hours 200

Total labour cost (C) 10680.00

Civil labour (external)

Number of employees 6

Hourly labour cost (C) 8.90

Number of working hours 20

Total labour cost (C) 1068.00

Electrician labour (external)

Number of employees 6

Hourly labour cost (C) 8.90

Number of working hours 20

Total labour cost (C) 1068.00

Total CAPEX cost (C) = 27016

OPEX costs are associated with the maintenance of fixed assets. Thus, these costs

include the replacement of damaged tags, VM usage, software updates, and labour costs.

Table 5.3 shows the costs taken into account in the OPEX calculation. Once again, it was
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assumed that the RFID system would be implemented in the company’s six current facilities,

labour was calculated based on the current national average salary, and it was assumed that

one worker per facility would be hired.

Table 5.3: Annual OPEX costs

Replacement of damaged tags (annually)

Number of tags initially purchased (un) 400

Tags to be replaced (%) 10

Number of tags to replace (un) 40

Unit cost (C) 5.5

Total cost of equipment (C) 220

VM cost (annual)

Daily cost of VM (C) 0.1

Number of days of VM usage 365

Total annual cost of VM (C) 37

Labour for tag placement (internal) (annual)

Number of employees 6

Hourly labour cost (C) 8.9

Number of working hours 20

Total labour cost (C) 1068

Software/firmware maintenance labour (internal) (annual)

Number of employees 6

Hourly labour cost (C) 8.9

Number of working hours 12

Total labour cost (C) 641

Total OPEX cost (C) = 1965

The financial gains from the project (Table 5.5) are mainly twofold: increased operational

efficiency of containers and reduced losses due to fraud. In terms of operational efficiency, it

is demonstrated how digital tracking of containers allows for better management of containers

parked at the facilities. By knowing exactly which containers are parked at each facility, the

company has more reliable and accessible information to manage them in order to profit from

their use. On the other hand, as mentioned in the 5.2 section, manual recording of container

movements is not entirely feasible, as some containers pass through the gate without being

recorded (manually). Thus, digital recording of movements reduces losses due to container

fraud, as more secure recording of container movements discourages attempts at fraud.
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Table 5.4: Annual earnings

Operational efficiency (annually)

Number of containers with tags (un) 200

Containers on standby (%) 10

Container rental cost (C) 1000

Rental cost of all stationary containers (C) 20000

Fraud Reduction (annually)

Number of undetected container crossings 100

Undetected crossings involving fraud (%) 2

Number of undetected container shipments involving fraud 2

Average transport capacity of a container (tons) 7

Average value of the contents of a container (C/ton) 200

Average value transported per container (C) 1400

Average amount lost to fraud (C) 2800

Post-project fraud reduction (annually)

Reduction in the number of unauthorized container transits (%) 70

Number of undetected container shipments involving fraud (post-project) 30

Average amount lost to fraud (post-project) (C) 840

Value gained from fraud reduction (C) 1960

Total Earnings (C) = 21960

Finally, having calculated the CAPEX and OPEX costs and the project’s gains, it is pos-

sible to assess the financial impact of the project over the years, as shown in Table K. It can

be seen that the company recovers its investment in the year following the implementation of

the project, as CAPEX costs are only applicable in the first year. Assuming relatively constant

annual OPEX costs, the company’s profit should be around C19,995 from the second year

onwards.

Table 5.5: Annual profits

Annual profit results (C)

Year 1 -7021

Year 2 19995

Year 3 19995

Year 4 19995

After analysing the pilot project’s results, a recommendation was made regarding the

installation of the equipment. The results obtained in the field were taken into account, as well

as European standards for the size of containers and lorries and equipment safety.
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5.4 Results Analysis and Recommendations

In order to optimise the placement of equipment, it is necessary to take into account the

size of the containers and lorries that transport them. In this project, the focus is on skip-type

waste containers, these being the most commonly used for transporting industrial waste. Thus,

the European standards regulating the dimensions of industrial containers and the vehicles

that transport them were consulted. Typical values for these dimensions were also collected,

because although the standards and directives impose maximum limits, these dimensions can

vary significantly in relation to these limits.

Directive 96/53/EC specifies the maximum dimensions for industrial transport vehicles,

which are: a maximum length of 12 m, a maximum width of 2.55 m and a maximum height of

4 m. All these measurements include the container, i.e. the vehicle with the container attached

must comply with these maximum measurements.

The DIN 30722 technical standard defines limits for the maximum size of industrial con-

tainers, which are: a length of 7 m and a width of 2.55 m. Although the maximum height and

volume are not strictly standardised by this standard, the implementation of DIN 30722 and

Directive 96/53/EC together often implies a maximum height of 2.4 m and a maximum volume

of between 36 and 38 m³.

The directives and standards specify maximum values for the dimensions of industrial

containers and vehicles. However, they do not specify minimum or typical values for these

dimensions. Therefore, AI (Artificial Intelligence) tools were used to gain an understanding

of the typical and minimum values of industrial container and vehicle dimensions. According

to [90], the typical height of container transport lorry chassis is 1 to 1.5 m, the typical height of

industrial containers is 1 to 2.5 m, and the typical width of lorries together with containers is 2

to 2.5 m. These values give us two limits for the typical size of container lorries, with minimum

limits of 2 m in height by 2 m in width and maximum limits of 4 m in height by 2.5 m in width.

Industrial container suppliers were consulted to confirm the values provided by the AI

tools. [91], from UK (United Kingdom), supplies containers within the following minimum and

maximum dimensions: 0.97 to 2.44 m in height; 1.02 to 6.17 m in length; 1.47 to 2.40 m

in width; 3 to 30.6 m³ in capacity. [92], from Turkey, supplies containers within the following

minimum and maximum dimensions: 0.97 to 2.68 m in height; 1.83 to 6.10 m in length; 1.29

to 2.44 m in width; 3.05 to 30.6 m³ in capacity. [93], from UK, supplies containers within the

following minimum and maximum dimensions: 1.30 or 2.60 m in height; 6.10 m in length; 2.44

m in width; 15 or 30 m³ in capacity. [94], from Germany, supplies containers within the following
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minimum and maximum dimensions: 1.25 or 2.50 m in height; 3.20 to 4.40 m in length; 1.80 or

2.00 m in width; 5 to 10 m³ in capacity.

”Based on the values found, it was possible to estimate the typical average and minimum

values of industrial containers. In order to design the system for ‘extreme’ values of vehicles

with mounted containers, the following limits were chosen for the maximum and minimum con-

tainer sizes: 1 or 2.5 m in height and 2 or 2.6 m in width. As for the vehicles, it was decided to

use 1 or 1.5 m for trailer height. Since the tags are placed on the containers, the dimensions of

the vehicle cabins were not taken into account.

For security reasons, tags should be installed at the top of the container, at least 2.5

m high, to hinder and discourage vandalism. As the height of the top of containers mounted

on lorries can vary between 2 and 4 m above the ground, the tag detection zone should be

centered at 3 m above the ground. Therefore, it is recommended that the antennas be installed

3 m above the ground in order to center the main lobe of their radiation pattern within the height

range of the containers being transported.

Considering that the height of lorry trailers can vary between 1.0 and 1.5 m high, the

following installation methodology is recommended: In containers less than 1.80 m high install

the tag as high as possible in relation to the base of the container; In containers 1.8 m high

or more try to install the tag at a height of approximately 1.8 m from the base of the container,

allowing the tag to be at a height of approximately 3 m (between 2.8 m and 3.2 m) when the

container is mounted on the lorry.

Figure 5.15 illustrates the recommended installation of tags on containers, viewed from

the rear of the truck with the container mounted. On the left is a representation of the minimum

dimensions of the truck with container (with the respective tag installation areas) and on the

right is the equivalent for the maximum dimensions.

Although there are standards and directives that regulate and classify vehicle access

gates, they do not classify them according to size or associated infrastructure. Therefore, a

classification system was developed for this project, identifying the architecture of the gateway

in terms of its width and type of infrastructure. In terms of width, each gateway are be classified

as small, medium, or large, based on tag detection range. In terms of infrastructure type, indus-

trial access gates are generally classified into two types: simple and gantry. The classification

criteria are explained below.

With regard to the object detection range within the scope of this project, the most limiting

parameter is the reading range of the rigid tags themselves. On the other hand, the reading
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Figure 5.15: Tag placement areas

range of the antennas can be adjusted by setting the transmission power value on the reader.

However, due to the backscatter technique used in passive RFID, it is not possible to directly

adjust the tag’s detection range. As mentioned in Chapter 4, Section 4.1, the range of HID EXO

Pro rigid tags, as specified by the manufacturer, is 10 m.

In the case of a simple gate, there is no infrastructure in the area to be controlled. In

these cases, the area of vehicle flow with containers consists essentially of a road, which may

or may not be delimited by side-walks. It may even contain gates or barriers if it is a vehicle

access point to facilities. In these scenarios, at least four antennas must be installed to enable

the middleware algorithm to interpret container passage events.

Small simple gateway

If the distance between the antennas on opposite sides of the road is 10 m or less wide,

the probability of the tags being read by antennas on opposite sides of the road is very high.

Therefore, in these cases, the gateway belongs to the small gatehouse category. This is the

case of the gate where the pilot project was implemented and tested, measuring 7.80 m in
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width. Based on what was observed in the pilot project tests, one of the precautions to be

taken with this type of gatehouse is the risk of unwanted cross-readings between antennas,

i.e., overlapping of main lobes of radiation patterns. Thus, in the case of small gateways in

particular, it may be necessary to adjust the transmission power of the antennas more carefully

in order to fine-tune the coverage area of each one.

Figure 5.16 shows, to scale, an example of a small simple gate and two vehicles with

containers, as well as the detection zone and the blind zone in relation to the antennas. In

this figure, no mandatory directions of passage are distinguished, leaving it to the system to be

capable of identifying them throughout the entire container detection area.

Figure 5.16: Small simple gateway equipment installation example

The vehicle with a container on the right represents the maximum dimensions of such

vehicles according to the European standards and directives mentioned above, with the tap

positioned outside the optimal zone in order to represent the limit case. The vehicle on the left

represents the minimum dimensions according to typical European values. The representation

of the detection zone and blind spot used are experimental results obtained from the pilot
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project. Given the directional radiation pattern of the antennas, it is recommended to install

them at some distance from the edge of the walkway in order to obtain a larger coverage area

for tag detection.

It should also be noted that vehicles never pass too close to the side-walk, so this distance

should also be taken into account. In the pilot project, it was recorded that vehicles generally

pass between 60 and 120 cm from the side-walk. This is important because the tag detection

area shrinks the closer the vehicle passes by the antennas, due to their directivity. In the image,

this distance was represented as 50 cm, again in order to represent the limit case.

Medium simple gateway

In order to provide tag reading coverage on a road without the need to reinforce it with

the installation of additional RFID equipment, the maximum distance between the antennas on

opposite sides of the road is 20 m. Thus, if the distance between the antennas on opposite

sides of the road is greater than 10 m and less or equal than 20 m, the gate is classified as

medium. Figure 5.17 shows, to scale, an example of a medium simple gate and four vehicles

with containers, as well as the detection zone and the blind zone in relation to the antennas.

The distance between the antennas was set to 20 m in order to represent the tag detection

limit case. In addition, it is assumed that the transmission power of each antenna has been

adjusted to achieve a detection range of 10 m, so as to cover the entire road without overlap

of coverage between its opposite sides. In this case, no mandatory directions of passage are

distinguished, leaving it to the system to be capable of identifying them throughout the entire

container detection area.

Although it is possible to provide coverage for the entire road, an undesirable obstruction

may occur. As shown in red in Figure 5.17, if a vehicle with a larger container passes at the

same time as a vehicle with a smaller container, the passage may not be detected, leading

to the event not being recorded or being misinterpreted by the middleware. However unlikely

this situation may be, the failure cannot be disregarded. Therefore, to obtain a more robust

solution for this scenario, two options arise: reinforcing the passage area with additional RFID

equipment or installing supplementary infrastructure, such as gantries. These solutions will be

explored in greater detail below.
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Figure 5.17: Medium simple gateway equipment installation example

Large simple gateway

If the gate is larger than in the previous case, the distance between the antennas on

opposite sides of the road is greater than 20 m, jeopardising coverage of the tag reading zone.

It will therefore be necessary to reinforce coverage of the reading zone with more RFID equip-

ment, installing more antennas and fixed readers and longer coaxial cables. In this case, the

gate is classified as the larger type.

Figure 5.18 shows an example of a Large Simple Gateway. In practice, the solution of

installing additional RFID equipment makes it possible to convert an excessively wide gate into

two or more smaller gates, providing tag detection coverage across the entire road. This greatly

reduces the likelihood of containers obstructing each other’s detection.

With regard to this type of solution, there is a disadvantage that may become significant:

the length of the coaxial cables. In order to reach the antennas along the entire width of the

road, it would be necessary to install coaxial cables that are considerably longer than those

used in a small single gate. This factor has two direct impacts: the coaxial cable power losses

and the cost and time of implementation.

With respect to the cable power losses, it was mentioned in Section 4.1 that the coaxial

cables suffers losses of 24.8 dB/100 m, which means that, compared to a small single gate

of 7.50 m, a wide gate of 24 m could, in the worst-case scenario, more than triple the level of

power losses in the longer cables.
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Figure 5.18: Large simple gateway equipment installation example

As for the implementation costs of a large simple gate, since the cables are installed

underground, both the cost and duration of the installation works could also increase threefold,

compared to a small single gate. One way of avoiding the installation of underground cables

would be the construction of gantries, or the use of ones already pre-built on the premises.

Large gantry gateway

There may even be cases where a simple gateway is not adequate and it is necessary to

reinforce its infrastructure, for example by installing gantries. In this case, the gatehouse would

be classified as a gantry type, in terms of its infrastructure type. If the infrastructure already

exists, it should be utilised. The main advantage of this type of access is that the directions

of passage are pre-determined. As a result, the middleware does not require an algorithm to

determine the direction of passage and can be adapted accordingly, requiring fewer threads

to run simultaneously and asynchronously, thereby consuming fewer resources on the host

machine. Furthermore, it is not necessary to install four antennas per road, but rather one for

each traffic lane.

Let us take as a reference the access control system of MARL (Lisbon Region Supply

Market). The vehicle access gantries at MARL are channelled and organised, particularly due

to its size and the need to manage the constant flow of vehicles. With the aid of Google Earth,

the following measurements were taken: the gantry structure measures approximately 43 m

in length across all lanes and lane dividers; each lane measures approximately 3 m in width;

and each lane divider measures 1 or 2 m depending on whether it contains a control booth or
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not; the structure allows the passage of vehicles with a maximum height of 4.5 m. Figure 5.19

shows a section of a controlled vehicle access based on that of MARL.

Figure 5.19: Large gantry gateway (classic implementation example)

This case represents the most common installation strategy on gantries, where the an-

tennas are placed above the passage area, directed vertically downwards. This type of in-

stallation presents certain disadvantages. The first is that it requires the tag to be installed

facing upwards, which becomes highly challenging in industrial containers as it is more ex-

posed to physical impacts, for example when containers are stacked inside one another. The

second disadvantage lies in the fact that the implementation is geometrically very different from

the previous solutions, thereby disrupting the standardisation of large-scale deployment of this

system. Thus, it was proposed to implement an alternative method of installing the equipment,

as shown in Figure 5.20.

Figure 5.20: Large gantry gateway (normalized implementation example)
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It can be seen that, at certain angles, there may be no coverage in the container tag pas-

sage area, as shown by the tags marked with a red circle. This happens when the lane divider

pavement is too narrow, forcing the antennas to be installed too close to the road and therefore

reducing the tag detection coverage. A possible solution is to install additional antennas on the

narrower pavements at different heights, providing wider coverage. Installing them at 2 m and

3.5 m is suggested to ensure good detection. In this way, the standardisation of the recom-

mendation for tag installation on containers is maintained, without compromising coverage in

the container passage area.

Figure 5.21: Large gantry gateway (Re-enforced normalized implementation example)

Having made the recommendations for the installation of RFID equipment in various sce-

narios, a further set of possible additional optimisations for this proposed system is recom-

mended, representing suggestions for future work.
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6
Conclusions

In conclusion, UHF passive RFID solutions demonstrated potential effectiveness when

it comes to controlling access to industrial and urban containers. From all the passive tags

crossing scenarios tested it was possible to conclude that: 1) The tag models acquired have

identical performance in detection range; 2) The unequal heights of the antennas can have a

large impact on the tag’s detection statistics, depending on the crossing’s height; 3) The tag’s

detection range increases significantly when using a metal background, due to constructive

reflection effects that improved tag backscatter efficiency. The containers that already had tags

attached produced results, revealing that the printed tags were not suitable for this application

and the rigid tag’s position on the container should be optimized.

One of the main contributions of this project was the development of installation guidelines

for the implementation of passive UHF RFID systems at gateways. Based on experimental

analysis and prototype tests, it was possible to identify installation solutions to different gateway

scenarios. These recommendations serve improve traceability, provides higher reliability of

access control processes, and support for efficient waste management.

6.1 Main Conclusions

The implementation of the system using the MQTT protocol proved to be an efficient

choice for real-time data exchange between the reader, endpoints and the central server. Its

lightweight nature and compatibility with IoT architectures allow seamless integration, ensuring

low latency. Deploying the broker on a VM further enhanced flexibility and robustness, enabling

centralised management and facilitating future scalability of the system.
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The theoretical analysis of the link budget provided valuable insight into the expected

performance of the RFID system. By accounting for free-space path loss, cable attenuation,

and antenna and tag gains, the model was able to approximate detection range (6.41 m) values

with good accuracy.

In the context of physical security in industrial environments, passive UHF RFID systems

play a key role in deterring and preventing container theft, through access control, traceability,

and real-time unauthorized detection. Full visibility of the logistics chain increases the perceived

risk for offenders, acting as a psychological deterrent.

A financial analysis highlighted the economic viability of adopting passive UHF RFID

solutions for container access control. While the initial investment is driven by infrastructure

costs, namely readers and antennas, the negligible unit cost of passive tags ensures scalability

and long-term sustainability. Compared to active RFID or alternative tracking systems, the

passive approach offers a favourable cost-benefit balance, particularly when applied to large-

scale deployments in industrial environments.

The prototype tests demonstrated that the system is robust to normal operating condi-

tions, both in hardware and software terms. The use of a VM for server deployment proved

resilient, offering rapid recovery in case of failure and supporting redundancy mechanisms.

Nevertheless, operational reliability remains sensitive to antenna placement and tag position-

ing, factors that should be optimised during the hardware’s installation phase. Overall, the

system showed potential for stable and dependable performance in real-world scenarios.

6.2 Future Work

The development of the development system opens up opportunities for several future

works that can increase its robustness, efficiency, and applicability in different industrial sce-

narios.

It is necessary to create a record of the inventory of tags belonging to the company in a

database and the middleware’s program must be adapted to access this database. In this way,

it will be possible to more consistently automate the recording of the passage of vehicles that

belong to the company and those that do not.

The implementation of an algorithm to calculate the speed of container passage would

provide an additional operational metric regarding the movement of industrial containers. This

implementation uses the time difference between consecutive antenna readings (tag event
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timestamps) and the known distance between them on site.

Another aspect to be further explored is the system’s Link Budget. A more detailed

analysis of transmitted power, path losses, and reader sensitivity would allow optimisation of

the effective range of RFID communication and reduce the likelihood of reading failures. This

work could also guide decisions on antenna positioning, adapting the solution to different gate

configurations.

With respect to infrastructure, the solution of using only two antennas could be explored,

especially in scenarios with narrow gates. This study aims to validate whether reducing the

number of antennas, when correctly positioned, ensures acceptable detection levels while re-

ducing implementation and maintenance costs.

System interoperability with existing infrastructure is also relevant. A functionality could

be developed for the automatic opening and closing of the barrier upon RFID validation, repre-

senting a natural step towards gate automation and enhanced security.

From a software perspective, one challenge to address will be the implementation of a

synchronisation mechanism for reading and writing threads in the hash maps used to store

passage records. This improvement will ensure greater consistency and reliability of data in

high-concurrency scenarios.

In parallel, it is important to research and test other models of passive tags, including

those that allow memory writing. The ability to update information directly on the tag could

make passages more informative, adding value to the container traceability process.

Finally, reinforcement of the system with ANPR (Automatic Number Plate Recognition)

technology is recommended as a redundancy mechanism in the event of RFID reading failure.

This additional layer of security and reliability ensures that the system continues to operate

even when tags are damaged.

Altogether, these future developments could transform the current prototype into a mature

industrial solution, scalable and integrated with the logistical and operational ecosystem of

companies.
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Appendix A: Hardware specifications

Figure 6: Zebra FX9600 physical characteristics (extracted from [55])

Figure 7: Zebra FX9600 RFID characteristics (extracted from [55])
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Figure 8: Zebra FX9600 connectivity (extracted from [55])

Figure 9: Zebra FX9600 environmental (extracted from [55])
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Figure 10: Zebra FX9600 hardware, OS and firmware management (extracted from [55])

Figure 11: Zebra FX9600 regulatory compliance (extracted from [55])

Figure 12: Zebra FX9600 environmental compliance (extracted from [55])
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Figure 13: Zebra AN480 specifications (extracted from [56])

Figure 14: Zebra AN480 radiation diagram (FCC) (extracted from [56])
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Figure 15: Zebra AN480 radiation diagram (ETSI) (extracted from [56])

Figure 16: HID Exo Pro InLine electronic characteristics (extracted from [24])
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Figure 17: HID Exo Pro InLine physical characteristics (extracted from [24])

Figure 18: HID Exo Pro InLine chemical and mechanical characteristics (extracted from [24])

Figure 19: HID Exo Pro InLine thermal characteristics and other information (extracted from
[24])
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Figure 20: HID EXO Keg electronic characteristics (extracted from [61])

Figure 21: HID EXO Keg physical, chemical and mechanical characteristics (extracted from
[61])

Figure 22: HID EXO Keg thermal characteristics and other information (extracted from [61])

89



Figure 23: LMR240 coaxial cable specifications (extracted from [62])

Figure 24: LMR240 coaxial cable attenuation (extracted from [62])
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Figure 25: LMR240 connectors (1/2) (extracted from [62])

Figure 26: LMR240 connectors (2/2) (extracted from [62])
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Appendix B: Link Budget Matlab Code

1 [ Matlab script used to calculate the link budget ]

2

3 clc;

4 clear all;

5 close all;

6

7 % Gains

8 Ptx = 29.2; % dBm

9 Gtx = 6; % dBi

10 Grx = Gtx; % Monostatic Reader

11 Gtag = 3; % dBi

12

13 % Modulation Index

14 m = 0.8;

15 % ASK modulation losses

16 kASK = -10* log10( (1-m^4) / ((1+m)^2) );

17 % Reflection power losses (RFID journal article)

18 T = 10* log10(m^2);

19

20

21 % Total distance of propagation in free space (uplink and downlink)

22 d = linspace(0, 10, 1000); % 5 m distance between reader and tag

23

24

25 % Free space propagation losses

26 f = 865*10^6; % Hz

27 c = 3*10^8; % m/s

28 lambda = c/f; % m
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29 D = 259.1*10^ -3; % m

30 df = (2*D^2)/lambda;

31 % L = 1; % if there are no hardware losses

32 PLtotal = -10*log( lambda ^2 ./ (4*pi*2*d).^2 );

33

34 % Losses in coaxial cables

35 Att_LMR240 = 24.8/100; % dB/100m

36 length = 15; % m

37 Att_coax = (Att_LMR240 * length); % dB

38

39 % Loss factor due to polarization incompatibility

40 % Circular polarization in reader antennas

41 % Linear polarization in tag antennas

42 % PLF = 0.5 (linear)

43 PLF = -3; % (logarithmic scale) (dimensionless)

44

45 % Total Losses

46 Ltotal = PLtotal + 2* Att_coax - T - kASK;

47

48 % Total Link Budget

49 Pr = Ptx + Gtx + Grx + 2*Gtag - Ltotal + 2*PLF;

50

51 % Psens = -86; % dBm (Zebra FX9600 Datasheet)

52

53

54 % Plot

55

56 figure;

57 subplot (2,1,1);

58 plot(d, Ltotal , ’r’, ’LineWidth ’, 3); % Losses uplink/downlink

59 xlabel(’Distance␣(m)’, ’FontSize ’, 14);

60 ylabel(’Total␣Loss’, ’FontSize ’, 14);

61 title(’Total␣Loss␣(dB)’, ’FontSize ’, 16);

62 grid on;

63 grid minor;

64 xlim ([0 10]);

65
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66 subplot (2,1,2);

67 plot(d, Pr , ’b’, ’LineWidth ’, 3); % Received power uplink/downlink

68 xlabel(’Distance␣(m)’, ’FontSize ’, 14);

69 ylabel(’Received␣Power␣(dB)’, ’FontSize ’, 14);

70 title(’Received␣Power ’, ’FontSize ’, 16);

71 grid on;

72 grid minor;

73 xlim ([0 10]);
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