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Abstract

Software industry plays an essential role in modern world in almost all fields. Vulner-
abilities are predominant in software systems and can result in a negative impact to the
computer security. Although there are tools to detect vulnerable code, their accuracy
and efficacy is still a challenging research question. To define features that identify
vulnerabilities, many existing solutions require hard work from human experts. The
constant increasing number of revealed security vulnerabilities have become an impor-
tant concern in the software industry and in the field of cybersecurity, implying that the
current approaches for vulnerability detection demand further improvement. This has
motivated researchers in the software engineering and cybersecurity communities to
apply machine learning for patterns recognition and characteristics of vulnerable code.
Following this research line, this work presents a machine learning based vulnerability
detection system that uses static-code analysis to extract dependencies in the code and
build data features from these. The dataset was collected from the National Vulnera-
bility Database (NVD) and test cases NIST SAMATE project and contains Java code as
selected target programming language with Null pointer deference and command in-
jections vulnerabilities as selected weaknesses. The data samples were generated from
the source code of the vulnerable files by utilizing a control flow graph (CFG) to extract
features. Data-flow analysis techniques were also used for feature extraction. Experi-
mental results demonstrate that our tool can achieve significantly fewer false negatives
(with a reasonable number of false positives) compared to other approaches. We fur-
ther applied the tool to real software products and were able to identify vulnerabilities,
despite the number of false positives.

Keywords: control flow graph, Data-flow analysis, feature extraction, machine learn-
ing, reaching definitions, static-code analysis, vulnerability detection.
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Resumo

A indústria de software desempenha um papel essencial no mundo moderno em quase
todos os domínios. As vulnerabilidades são predominantes nos sistemas de software e
podem resultar num impacto negativo na segurança informática. Embora existam fer-
ramentas para detetar códigos vulneráveis, sua precisão e eficácia ainda é uma questão
de pesquisa desafiante. Para definir mecanismos que identificam vulnerabilidades,
muitas soluções existentes requerem trabalho árduo dos especialistas. O constante
aumento do número de vulnerabilidades reveladas tornou-se uma preocupação im-
portante na indústria de software e no campo da cibersegurança, o que implica que
as atuais abordagens para a deteção de vulnerabilidades exigem melhorias adicionais.
Isso tem motivado investigadores nas comunidades de engenharia de software e segu-
rança cibernética a aplicar aprendizagem automática para reconhecimento de padrões
e características de códigos vulneráveis. Seguindo esta linha de pesquisa, este traba-
lho apresenta um sistema de deteção de vulnerabilidades baseado em aprendizagem
automática que usa análise estática de código para extrair dependências no código e
construir o conjunto de dados a partir destes. A dataset foi recolhida a partir da Natio-
nal Vulnerability Database (NVD) e o SAMATE. A dataset contém códigos fonte Java com
as vulnerabilidades Null pointer deference e command injections como alvos selecionados
para caso de estudo. A Control Flow Graph (CFG) foi utilizada em conjunto com as téc-
nicas de análise estática de código para extração de caracteristicas. Os resultados expe-
rimentais demonstram que nossa ferramenta pode alcançar significativamente menos
falsos negativos (com um número razoável de falsos positivos) em comparação com
outras abordagens. Além disso, aplicamos a ferramenta a produtos de software reais e
fomos capazes de identificar vulnerabilidades, apesar do número de falsos positivos.

Palavras-chave: análise estática de código, aprendizagem automática, Control Flow
Graph, deteção de vulnerabilidades, extração de caracteristicas.
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1
Introduction

In the present day, the absence of software security presents a significant challenge for
companies and organizations. Vulnerabilities identified within software can result not
only in added expenses but can also be exploited by malicious actors, leading to vary-
ing degrees of harm to individuals and organizations alike. It is imperative to possess
the appropriate tools and techniques for predicting and detecting the vulnerabilities
present in software components developed by teams.

Organizations such as OWASP (Open Web Application Security Project) strive to ad-
dress this issue by releasing informative documents that raise awareness among de-
velopers and focus on web application security. The most recent standard, the ’Top 10
Web Application Security Risks’ published in 2021, documents the most crucial vulner-
abilities identified in software. There are several approaches, including both static and
dynamic analysis of the source code [18]. However, in recent times, machine learning
has been used in numerous ways to develop enhanced models and tools.

Since a lot of tools depend on human experts to identify features that might be sus-
ceptible to vulnerabilities, they tend to be subjective and demand extensive manual
effort. Consequently, there is a preference for leveraging machine learning algorithms
to automatically acquire vulnerability-related features. This enables the algorithms to
subsequently recognize prevalent patterns of vulnerable code and alert the user. Using
tools that conduct static code analysis assists developers and organizations in identi-
fying vulnerabilities within production code.

1



1. INTRODUCTION 1.1. Motivation

More recently, the application of machine learning techniques to software security has
been the subject of intense investigation. Despite the existence of numerous static vul-
nerability detection systems and studies aimed at this objective, they vary from open-
source tools to commercial products and to academic research projects.

One of the primary challenges in identifying vulnerabilities lies in the difficulty of
extracting features that accurately describe vulnerable code and distinguish it from
secure code. There is a wide variety of different approaches of detecting vulnerabilities
[80], such as vulnerability prediction models based on software metrics, where more
high-level features are used like: code complexity; anomaly detection models that refer
to the problem of describing normal and expected behavior and detecting deviations
from it; and vulnerable code pattern recognition, in which features of the code itself
are created that are typical for vulnerabilities—such as the absence of input validation
before execution. This last approach is widely applied in practice and and will also
constitute a central focus of this research.

1.1 Motivation

Without computer software, modern life would not function as it does. Software
has become an essential requirement across various sectors of society, encompassing
healthcare, energy, transportation, public safety, education, entertainment, and more.
Constructing software that is both safe, reliable, and secure is undoubtedly a com-
plex endeavor. Mistakes made by software architects and engineers can readily lead
to software vulnerabilities, and the potential consequences of such vulnerabilities can
be severe. A vulnerability such as ransomware could potentially disrupt hospitals and
transportation systems, leading to hundreds of millions of dollars in damages [60].
Sometimes, even a minor bug in the code can be enough to create a significant vul-
nerability, rendering the system susceptible to attacks [22]. An illustrative example is
the Heartbleed vulnerability [94] which was discovered in the cryptographic library
OpenSSL and impacted billions of internet users. Cyberattacks are increasing signifi-
cantly, posing threats to governments, businesses, and even civilians, resulting in bil-
lions of dollars in losses annually. The number of the new entries in the Common
Vulnerabilities and Exposures (CVE) database has been rising. The difficulty of find-
ing vulnerabilities causes strong demands for new methods to help analysis and detect
vulnerabilities in software.

2



1. INTRODUCTION 1.1. Motivation

1.1.1 Why the chosen research problem is interesting and relevant

Numerous attacks outlined earlier can be identified through code auditing. While ac-
knowledged as one of the most potent defense strategies [57], these audits are time-
consuming, expensive, and consequently conducted infrequently. Code auditing de-
mands security expertise that many developers do not possess. Consequently, security
reviews are frequently conducted by external security consultants, which contributes
to the overall cost. Double-audits (auditing the code twice) are often highly recom-
mended because new security errors are frequently introduced even as old ones are
being corrected.

The advantage of static analysis is that it can identify all potential security violations
without the need to execute the application. The use of machine learning obviates the
requirements for the features detection from source code to be accessible and reinforces
the detection of vulnerabilities based static code analysis and machine learning. Our
approach can be viewed as efficient and less time-consuming when compared to code
auditing. It can be scalable in order to be applied to other programming languages
and other vulnerabilities such as enabling the analysis of object-oriented programming
languages codes with common vulnerabilities.

This approach can be regarded as distinctive due to its ability to detect vulnerabilities
with high precision and highlight the specific sections of the code that are suspected
to be vulnerable. This combination of scalability and precision can enable our analy-
sis to find all vulnerabilities matching a specification within the small part of the code
that is analyzed statically and efficiently. In contrast, the previous practical approach
(code review) is typically time-consuming. Without a precise analysis, the previous ap-
proach could lead to inadvertently introduce more security weaknesses or flaws while
attempting to fix or address existing vulnerabilities.

1.1.2 Software vulnerability detection – Challenges

Vulnerability detection is a multi-step and time-consuming process. It involves identi-
fying vulnerabilities, comprehending their impact, assessing associated risks, and de-
termining the priority of risks to address.

The existence of vulnerabilities in software is inevitable [58], as writing secure code is
a challenging task that demands extensive expertise. Given that humans are prone to
errors, even experienced and skilled developers can make programming mistakes that
result in serious repercussions for information security. Detecting software vulnerabil-
ities at an earlier stage helps to mitigate these consequences.

3



1. INTRODUCTION 1.2. Research Statement and Contribution

Open-source software has gained extensive utilization across various industries due
to its accessibility and flexibility. However, it also introduces potential software secu-
rity concerns. Programmers often make errors during the code development process,
which can result in the creation of software with vulnerabilities. A software vulner-
ability is a defect in the software design that can be exploited by an attacker in or-
der to obtain some privileges in the system. With the widespread use of open-source
software and code reuse practices such as GitHub forks, vulnerable code can rapidly
spread from one project to another. Even with substantial time dedicated to search-
ing for vulnerabilities, developers can never be completely certain that their system
is one hundred percent secure. Meanwhile, an attacker only needs to discover a sin-
gle exploitable vulnerability to cause damage, such as crashing a program or exposing
sensitive information.

The process of identifying vulnerabilities should be automated using an approach that
is not only accurate but also considerably faster than manual code detection. The ap-
proach should not require subjective features that are manually defined, but rather
learn features from real-life code and automatically adjust to new challenges. A system
of this nature would assist human experts by diminishing or eliminating the require-
ment for the most time-consuming and error-prone tasks involved in vulnerability de-
tection. With a low false positive rate in test results, such system would offer significant
benefits to developers by identifying potential vulnerabilities directly in their source
code.

In fact, machine learning techniques are not yet widely used, compared to static analy-
sis and other traditional approaches. Studies and investigations have been conducted
in the field of machine learning to detect features related to vulnerabilities, however, a
significant portion of these studies primarily focus on synthetic code examples, use a
very small code base as a dataset, or are only relevant to a small set of projects.

For these reasons, this work aims to make a contribution to the field by presenting
a system that utilizes static code analysis along with machine learning techniques to
identify critical software security vulnerabilities.

1.2 Research Statement and Contribution

The process of vulnerability detection should be automated to a considerable extent,
offering a significant level of precision and speed compared to manual source code
analysis. It should acquire features from actual vulnerable code and autonomously

4



1. INTRODUCTION 1.2. Research Statement and Contribution

identify vulnerabilities. Such a tool would assist human experts by reducing or elim-
inating the need for time-consuming and error-prone tasks involved in vulnerability
detection. With a low rate of false positives in test results, the tool could prove highly
beneficial for developers by detecting potential vulnerabilities within the source code.

In fact, machine learning techniques are not yet widely adopted, in contrast to static
analysis and other traditional approaches. The application of machine learning tech-
niques to software security has been a subject of intensive investigation, particularly
for vulnerability feature detection. Nevertheless, numerous studies focus on synthetic
examples. There are several programming languages that have not received substan-
tial attention so far. Different techniques have been applied in source code vulnerabil-
ity detection, yet certain approaches may not address all issues or may not be suitable
for all types of vulnerabilities that have arisen.

Our contributions
In this work, we have explored the use of static-code analysis hybridized with machine
learning techniques to detect critical software security vulnerabilities. The primary
emphasis of this research is on examining established static code analysis and machine
learning methods, along with their potential application scenarios. Subsequently, a
prototype tool is implemented, which leverages these techniques to learn vulnerability
features from a comprehensive database sourced from SAMATE [76]. The prototype
tool specifically targets the Java programming language. This tool serves as a proof of
concept, reinforcing the effectiveness of this approach for vulnerabilities detection. Its
applicability highlight the possibility of combining static code analysis and machine
learning to identify vulnerabilities in source code.

5





2
Background and Related Work

This section offers essential background information to comprehend the scope of our
work. We commence by introducing vulnerability discovery, presenting foundational
concepts within the context of machine learning, static analysis, Abstract Syntax Trees
(AST), and Control Flow Graphs (CFG), elaborating on these aspects in further detail.
Subsequently, we present an overview of the potential vulnerabilities that will be ad-
dressed in our study.

2.1 Discovering vulnerabilities

European Union Agency for Cybersecurity (ENISA) [92] defines vulnerability in [21]
as: “The existence of a weakness, design, or implementation error that can lead to an unex-
pected, undesirable event compromising the security of the computer system, network, appli-
cation, or protocol involved”. Likewise, they are described as “A weakness of an asset or
group of assets that can be exploited by one or more threats, where an asset is anything that has
value to the organization, its business operations, and their continuity, including information
resources that support the organization’s mission” in the norm ISO/IEC 27005:2008 [43].

7



2. BACKGROUND AND RELATED WORK 2.2. Static analysis

Three key factors can essentially lead to a software vulnerability:

• Design or specification phase: During the design phase, important architec-
tural decisions are made, including the choice of programming languages, frame-
works, and libraries. Poor choices or inadequate consideration of security re-
quirements at this stage can lead to vulnerabilities. For example, selecting a
framework with known security issues or not properly isolating components can
introduce vulnerabilities.

• Implementation phase: The implementation phase of software development is a
critical stage where vulnerabilities can either be introduced or mitigated. Secure
coding practices, adherence to secure coding standards, thorough testing, and
attention to security details are essential to minimize the risk of vulnerabilities in
the final product. Regularly updating and patching software components is also
crucial for ongoing security.

• The deployment phase: The deployment phase of software development can
have a significant impact on software vulnerability. This phase involves the in-
stallation, configuration, and setup of the software in its intended environment.
Properly configuring security settings, access controls, encryption, and monitor-
ing is essential to ensure that the software remains secure in its operational envi-
ronment. Additionally, ongoing maintenance and patch management are crucial
for long-term security.

There are multiple techniques employed for vulnerability discovery, which can be cat-
egorized into static analysis, involving the processing of code without execution; dy-
namic analysis, where code behavior is analyzed during execution; and hybrid tech-
niques that combine elements of both. These three methods are described in the subse-
quent sections, preceding the presentation of the fundamental concepts of Machine
Learning approaches, along with a discussion of certain vulnerabilities in our case
study.

2.2 Static analysis

In static code analysis, a program is examined structurally without actual execution.
In this approach, potential vulnerabilities are identified [2] through techniques like
taint analysis and data flow analysis. Static analysis provide support for code reviews

8



2. BACKGROUND AND RELATED WORK 2.2. Static analysis

by highlighting potential vulnerabilities and security weaknesses. Developers can re-
view and address these issues before the code is committed, reducing the likelihood of
vulnerabilities making their way into production. Static analysis tools can be used to
recognize patterns and coding practices that are indicative of common vulnerabilities.
For example, they can identify instances of SQL injection, cross-site scripting (XSS),
buffer overflows, and other security issues based on known coding patterns. Static
code analysis tools automatically scan the source code of an application, examining
each line and component for potential vulnerabilities. This automation makes it pos-
sible to analyze large and complex codebases efficiently. This method holds certain
advantages, including enabling faster inspection cycles for fixes, and it is relatively ef-
ficient. However, it also has limitations. For instance, it cannot uncover vulnerabilities
introduced in the runtime environment [2]. Additionally, due to imperfect models,
static analysis often generates false positives, requiring human intervention.

Within static analysis, various approaches can be used, including rule matching, pointer
analysis, taint analysis, lexical analysis, model checking, data-flow analysis, and de-
pendency analysis [8, 59]. The concept behind taint analysis is that any variable that
can be altered by the user, either directly or indirectly, should be regarded as tainted,
as it holds the potential to develop into a security vulnerability. Variables that stem
from tainted variables also inherit the tainted status.

Lexical analysis involves scanning the source code to identify patterns or abstract syn-
tax. Overall, lexical analysis is a critical step in the compilation process, as it transforms
human-readable source code into a format that can be processed by the subsequent
stages of a compiler or interpreter. This process simplifies the task of understand-
ing and manipulating the code’s structure and semantics. Data flow analysis involves
examining how data values are manipulated, transformed, and transferred between
variables and functions throughout the code.

The first static analysis tools that were introduced were basic program checkers [49].
These tools were not highly advanced and often consisted of simple commands like
grep or find, relying on a lexical analysis approach. There exists an extensive list of
vulnerability scanners employed in practical settings, including tools like PScan [70],
Microsoft PREfast [53], and JSLint [48], which enforce sound programming practices.
These tools are invaluable, particularly in development environments. However, they
fall short when it comes to identifying more intricate and nuanced vulnerabilities.
These tools were swiftly succeeded by numerous commercial counterparts designed

9



2. BACKGROUND AND RELATED WORK 2.3. Dynamic and hybrid analysis

for various programming languages, all aiming to accomplish automated source code
reviews.

The precision of static analysis tools is evaluated through the calculation of the false
positive rate, and it is constrained by computational limitations as well as the rate of
false positives. The significant occurrence of false positives in numerous tools poses
a considerable challenge [52], as these misclassifications require developers to invest
substantial time in verifying each one, thereby complicating the identification of actual
issues.

2.3 Dynamic and hybrid analysis

Another technique that can be employed to discover vulnerabilities is dynamic analy-
sis, wherein computer software is analyzed on a real or virtual processor [2] through
the execution and monitoring of programs during runtime. Dynamic analysis tools
try to execute the program using various inputs and monitor its behavior, while static
analysis tools aim to construct a model of the program’s state to identify potential be-
haviors through a logical process.

Dynamic analysis approaches can be divided into two main categories: concrete and
symbolic execution. Noteworthy applications of dynamic concrete execution include:
fuzzing [33, 87], wherein malformed input is provided to provoke crashes; and taint-
based fuzzing [83], which assesses how the program handles input to determine which
portions of the input require modification in subsequent runs.

Dynamic analysis offers certain advantages, including the ability to identify vulnera-
bilities during runtime and the capability to analyze applications that lack access to the
actual code. However, it also presents limitations, such as the absence of adequately
trained professionals to conduct dynamic code analysis. Additionally, tracing the vul-
nerability back to the precise location in the code is more challenging [2].

The major issue with Dynamic analysis is that it demands significantly more computa-
tional time and resources, and is often infeasible in many scenarios, particularly when
evaluating larger software or collections of software.

Hybrid analysis combines both static and dynamic analysis techniques to enhance the
effectiveness of vulnerability detection in code. This approach leverages the strengths
of both methods to overcome their individual limitations. During hybrid analysis, the
code is subjected to both static analysis, which involves examining the code’s structure
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without execution, and dynamic analysis, which involves executing and monitoring
the code in a runtime environment.

The goal of hybrid analysis is to achieve a more comprehensive and accurate assess-
ment of the code’s security posture. Static analysis helps identify potential vulnerabili-
ties by analyzing the code’s structure, logic, and potential patterns of misuse. Dynamic
analysis, on the other hand, simulates real-world runtime scenarios, which can help
uncover vulnerabilities that may only manifest during execution.

By combining these approaches, hybrid analysis aims to achieve a higher level of ac-
curacy in identifying vulnerabilities, reduce false positives and negatives, and provide
a more complete understanding of the code’s security vulnerabilities. This approach is
especially valuable when dealing with complex and large-scale software applications
where relying solely on static or dynamic analysis may not provide sufficient coverage.

2.4 Representing source code

There are different approaches available for preprocessing code and representing it in
a suitable format when applying machine learning to source code. The upcoming sec-
tions will describe several commonly employed techniques that are frequently utilized
in research studies, and as a result, will be referenced throughout this work.

2.4.1 Abstract syntax trees (AST)

An Abstract Syntax Trees (AST) is a tree-based data structure that excellently captures
the syntactic arrangement of the source code. Each node within this tree corresponds
to a specific construct found within the source code. This structure offers a hierarchical
depiction of the source code’s composition, as highlighted by Liu [52].

An AST commonly is produced as the result of the syntax analysis phase within in
a compiler. Frequently, it operates as an intermediary representation of the program
across various stages essential for the compiler’s functionality. Notably, in the compi-
lation process, the AST has a considerable impact on how the compiled code is struc-
tured, optimized, and executed, making it an important factor in determining the be-
havior and performance of the compiled program, as noted by Rahul Khinchi [71].
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Figure 2.1: Sample Java method and its abstract syntax tree

Figure 2.1 illustrates an example of an abstract syntax tree for a Java method. Each
node is depicted as a construct that occurs within the source code.

To build an AST, a specific program analysis involves two fundamental operations:
lexical analysis and syntax analysis.

1. Lexical Analysis (Lexing) involves transforming the source code of a program
into a sequence of tokens (lexemes). Each token is a data structure that signifies
a specific type, such as identifiers, keywords, and operators. A program dedi-
cated to performing lexical analysis is typically referred to as a lexer, tokenizer,
or scanner. Essentially, a token can be understood as a string endowed with a
recognized significance. It is structured as a pair comprising a token name and
an optional token value, as outlined by Alfred Aho [3];

2. Syntax Analysis (Parsing) entails examining a string of symbols in accordance
with the regulations of a formal grammar known as Context-Free Grammar. A
program designed for conducting syntax analysis is typically termed a parser, as
noted by Douglas Thain [19].

Yamaguchi et al. [22] translated AST graphs into vectors and subsequently applied a
natural language processing technique known as latent semantic analysis to identify
correlations between established vulnerabilities and possible vulnerabilities present
in the code. Through this approach, they successfully identified novel vulnerabilities
within multiple open-source projects [22].

The applications of AST are diverse, often finding utility in the realm of static code
analysis.
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2.4.2 Control Flow Graph (CFG)

A Control Flow Graph (CFG) corresponds to a graphical depiction of control flow or
computational sequences during program execution. It adopts the structure of a di-
rected graph, where nodes embody basic blocks and edges symbolize potential transi-
tions of control flow from one basic block to another. Within a CFG, in addition to the
basic blocks, two specifically designated blocks are present: the entry and exit blocks.
The entry block allows the control flow to enter into the graph, likewise the control
flow leaves through the exit block. This is how a control flow graph can depict how
different program units or applications process information between different ends in
the context of the system [51].

Figure 2.2: Control Flow Graph example

Figure 2.2 illustrates an example of a CFG. Block B1 represents an if statement and
branches into two distinct blocks based on the condition (x > z): B2 if the condition is
true, or B3 otherwise.

A CFG facilitates the identification of unreachable sections of code within a program,
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and it simplifies the detection of syntactic structures such as loops within the graph’s
structure.

Control flow graph techniques find significant application in data-flow analysis and
compiler-related tasks. The forthcoming sections will delve into several techniques em-
ployed within data-flow analysis, namely Reaching Definitions, Use-Definition chains,
and Taint Analysis. These techniques will also be employed in our own work.

2.5 Data Flow Analysis

The subsequent sections discuss techniques used in software analysis and the acquisi-
tion of information regarding potential values computed at different junctures within
the program. These techniques will consequently find application in the research.

2.5.1 Reaching definitions analysis

Reaching definitions analysis [51] constitutes a component of the data-flow analysis
approach. Within this method, the definitions that could potentially reach (or be as-
signed to) a specific point within the code are ascertained. A definition d of a variable
v denotes a statement that allocates a value to the variable v. A definition d reaches
point p if a pathway exists from the location immediately following d to p, wherein d
remains unaltered (not killed) along that pathway.

For example, within the following code blocks:

B1 : a “ 3

B3 : a “ 4

B4 : x “ a

There is no direct pathway between B1 and B4 through B3, meaning that the definition
of variable "a" in B1 does not extend to B4 due to the intervening influence of B3, which
effectively terminates its reach. A definition of any variable is considered "killed" when
a re-assignment occurs between two points along the path.

To compute reaching definitions, IN-OUT Analysis is conducted as described in [3].
For each basic block B in a CFG, the following sets are established: GENrBs repre-
sents all definitions generated in block B; KILLrBs represents other definitions that are
overlaped (killed) by the definitions generated in block B; INrBs are all definitions of
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the previous blocks, i.e. it turns out to be the union of all OUT rps for each prede-
cessor p of block B INrBs “ YOUT rps; OUT rBs are all definitions generated in block
B and all definition that have not been "Crushed" in block B. That is, OUT[B] is the
union of all definitions in GENrBs with those that are in INrBs and not in KILLrBs, i.e,
OUT rBs “ GENrBs Y pINrBs ´ KILLrBsq.

1

2 f o r each Block B do {
3 IN [ B ] = [ ] ;
4 OUT[ B ] = GEN[ B ] ;
5 }
6

7 change = true ;
8 while change do {
9 change = f a l s e ;

10 f o r each Block B do {
11 IN [ B ] = Up i s a predecessor of B OUT[ p ] ;
12 oldout = OUT[ B ] ;
13 OUT[ B ] = GEN[ B ] U ( IN [ B ] − KILL [ B ] ) ;
14 i f (OUT[ B ] ! = oldout )
15 change = true ;
16 }
17 }

Listing 2.1: Algorithm pseudo-code for computing reaching definitions (adapted from
[3])

Listing 2.1 presents the reaching definitions algorithm, adapted from [3], tailored to
our specific objectives.

The objective is to ascertain, for every point in the program, the assignments that have
been executed and persist without being overwritten when execution reaches that spe-
cific point via a given pathway. Reaching definitions is used to determine use-def chains,
which in turn help identify instances of uninitialized or null variables being utilized.

2.5.2 Use-definition (UD) Analysis

A Use-Definition (UD) chain consists of a use of a variable, and all the definitions of
that variable that can reach that use without any other intervening definitions. They
are constructed based on the IN set for a particular definition [51]. Null pointer defer-
ence and Command injection vulnerabilities are typically due to the use of potentially
vulnerable functions and a lack of sanitization. This is the reason why we will utilize
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use-definition chain as well.

Computing ud-chains

As previously mentioned, we can compute ud-chains from the reaching definitions
information. If a use of a variable A is preceded in its block by a definition of A, then
only the last definition of A in the block prior to this use reaches the use. Thus the
list or ud-chain for this use consists of only this one definition. On the other side, if a
use of A is preceded in its block B by no definition of A, then the ud-chain for this use
consists of all definitions of A in INrBs.

Let U be the statement in question using A:

1. If there are definitions of A within block B prior to statement U, then the last such
definition is the only definition of A reaching U. Example:

Block B:
d1 : A “ 2
d2 : B “ A ` 1
d3 : A “ 8
d4 : C “ A ` 5

Then:
<d2, A> = {d1}, The use of A in d2 only consists of d1 exclusively.
<d4, A> = {d3}, The use of A in d4 only consists of d3 exclusively.

2. If there are no definition of A within block B prior to U, then the definitions of A
reaching U are these definitions of A that are in IN[B]. Example:

Block B:
d1 : B “ A ` 5

Lets suppose that IN[B] = {d1, d2, d3, d4, d5} and the definitions of A in set IN[B]
are {d2, d5}, then:
<d1, A> = {d2, d5}, i.e., the use of A in d1 consists of d2 and d5.

16



2. BACKGROUND AND RELATED WORK 2.6. Machine learning (ML)

2.5.3 Taint analysis

Taint analysis is a methodology employed to inject potentially harmful data into a tar-
get program, subsequently scrutinizing the trajectory of data propagation to assess
program security. This technique was initially introduced in 1998 [73], garnering con-
tinuous interest from researchers since its inception. Taint analysis has found extensive
application in the detection of information leakage, identification of vulnerabilities, re-
verse engineering, and other related fields.

The taint analysis process is generally structured into three sequential stages [74]: taint
source identification, taint propagation analysis, and taint convergence point detection.
Taint sources denote the locations within an application where access to potentially
contaminated data occurs. Among these stages, taint propagation analysis stands as
the pivotal component of taint analysis methodology. The accuracy of taint propaga-
tion analysis is significantly influenced by the taint propagation strategy model.

There are two problems with taint analysis techniques, namely over-taining and under-
taining as highlighted by [74]. Over-taining means that data variables with no depen-
dence on the taint source are marked as taint in the process of taint propagation, that
is, false positives are generated. Under-taining is that data variables with dependence
on the taint source are not marked as taint in the process of taint propagation, that is,
false negatives are generated.

Taint analysis identifies every source of user data, encompassing inputs, headers, and
subsequent data flows. It traces each fragment of data throughout the system to en-
sure its proper sanitization prior to utilization. For instance, an application could be
susceptible to command injections if it employs unverified external data to execute a
command line on the system.

2.6 Machine learning (ML)

This section focuses essentially on the techniques used in the development of our tool.

The pioneer of ML, Arthur Samuel, defined ML as a “field of study that gives comput-
ers the ability to learn without being explicitly programmed.” ML focuses on classifi-
cation and prediction, based on known properties previously learned from the training
data. ML algorithms need a goal (problem formulation) from the domain (e.g., depen-
dent variable to predict). the system to learn from experience and form concepts from
examples by extracting patterns from the raw data [34].
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A ML approach usually consists of two phases: training and testing. But sometimes,
the following steps are performed:

• Identifying class attributes (features) and classes from training data;

• Identifying a subset of the attributes necessary for classification;

• Learning the model using training data;

• Using the trained model to classify the unknown data.

Any Machine Learning method is likely subjective to overfitting, i.e. certain particular
features present in a training set which damage the performance for new and not ob-
served examples. This behavior has consequence on error estimation over the training
set (the result is overly optimistic). Therefore a separated set of not observed samples
is required for an unbiased error estimation [13].

If we want to use error estimation for choosing the best set of hyperparameters (pa-
rameters of a model training algorithm defined prior to the learning process) we must
use a validation set for this purpose and leave an unseen test set for the final unbiased
error estimate. This means that we must split the available data in three parts: the
training, validation and test sets.

In fact, for most ML methods, there should be three phases, not two: training, valida-
tion, and testing. In the training phase, a machine learning model is built by exposing it
to a labeled dataset. The model learns from this data and tries to understand patterns,
relationships, and features that will allow it to make predictions or classifications on
new, unseen data. After training, it’s essential to validate the model’s performance.
This is typically done using a separate dataset that the model has never seen before.
The validation dataset helps assess how well the model generalizes to new data and
whether it is overfitting (performing well on the training data but poorly on new data)
or underfitting (performing poorly on both training and new data). The testing phase
is a crucial step to evaluate the model’s performance objectively. A separate dataset,
distinct from both the training and validation sets, is used to assess how well the model
performs in real-world scenarios. This phase helps estimate the model’s accuracy, reli-
ability, and its ability to make accurate predictions on unseen data.[5].

There are three main types of ML approaches: unsupervised, semi-supervised, and
supervised. In unsupervised learning problems, the main task is to find patterns,
structures, or knowledge in unlabeled data. When a portion of the data is labeled dur-
ing acquisition of the data or by human experts, the problem is called semi-supervised
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learning. The addition of the labeled data greatly helps to solve the problem. If the
data are completely labeled, the problem is called supervised learning and generally
the task is to find a function or model that explains the data [86].

Once a classification model is developed by using training and validation data, the
model can be stored so that it can be used later or on a different data.

The model building is constituted by the following phases:

• Understanding the business: Defining the Data mining problem performed by
the project requirements;

• Understanding the data: Data collection and examination;

• Preparing the data: All aspects of data preparation to reach the final dataset;

• Modeling: Applying ML methods and optimizing parameters to fit the best model;

• Evaluation: Evaluating the method with appropriate metrics to verify if business
goals are reached;

• Implementation: Varies from submitting a report to a full implementation of the
data collection and modeling framework.

Before delving into the algorithms used to create classification models, it’s important
to grasp the metrics used to evaluate the performance of such models.

According to Somogyi Zolt et al., in their 2021 book titled "Performance Evaluation of
Machine Learning Models," the typical metrics employed in model evaluation are as
follows [84]:

• Confusion Matrix

In the field of machine learning, a confusion matrix is a table used to describe
the performance of a classification model on a set of data for which the true val-
ues are known [84]. It’s a fundamental tool for understanding the accuracy and
behavior of a classification algorithm. The confusion matrix presents the actual
and predicted classifications in a tabular format, allowing you to analyze the true
positive, true negative, false positive, and false negative predictions made by the
model.
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Figure 2.3: Confusion Matrix Example

Figure 2.3 illustrates an example of confusion matrix.

True Positives (TP) are positive outcomes in which the model correctly predicts
the positive class. In our case, it means: Predicting that the code is vulnerable,
and it actually is.

True Negatives (TN) are negative outcomes in which the model correctly predicts
the negative class. In our case, it means: Predicting that the code is not vulnerable
and it actually is not.

False Positives (FP) are negative outcomes in which the model incorrectly pre-
dicts the positive class. In our case, it means: Predicting that the code is vulnera-
ble, but it is not.

False Negatives (FN) are positive outcomes in which the model incorrectly pre-
dicts the negative class. For our case, it means: Predicting that the code is not
vulnerable, but it is.

From the confusion matrix, various performance metrics can be derived, such
as accuracy, precision, recall (sensitivity), specificity, F1-score, etc. These metrics
provide a comprehensive understanding of how well the model is performing
and can guide further optimization.
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• Precision

Is a performance metric that measures the accuracy of positive predictions made
by a classification model. It focuses on the ratio of true positive predictions to
the total number of instances predicted as positive (both true positives and false
positives) [84].

Mathematically, precision is calculated as:

Precision “
T P

T P ` FP
(2.1)

High precision indicates that the model makes fewer false positive errors, mean-
ing that when it predicts a positive instance, it’s more likely to be correct. How-
ever, optimizing for high precision might result in more false negatives (Type II
errors), where positive instances are missed.

• Recall

Also known as sensitivity or true positive rate, is a performance metric that
measures the ability of a classification model to correctly identify all relevant
instances of a particular class within a dataset. It is particularly important in
cases where the consequences of missing positive instances (false negatives) are
significant [84].

Mathematically, recall is calculated as:

Recall “
T P

T P ` FN
(2.2)

Recall focuses on the ratio of true positive predictions to the total number of ac-
tual positive instances. A high recall indicates that the model is effectively iden-
tifying a large portion of the positive instances, which is important in scenarios
where false negatives should be minimized, such as in our case, vulnerability
detection.

• f1-score

Is a performance metric that combines both precision and recall into a single
value. It provides a balanced measure of a model’s accuracy, considering both
false positives (Type I errors) and false negatives (Type II errors) [84].

The F1-score is calculated as the harmonic mean of precision and recall:

F1S core “
2 ˚ pRecall ˚ Precisionq

pRecall ` Precisionq
(2.3)
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The F1-score ranges between 0 and 1, with a higher value indicating better model
performance. It is particularly useful when dealing with imbalanced datasets or
when the consequences of both false positives and false negatives are important.

• Area Under the ROC Curve (AUC-ROC)

AUC-ROC measures the model’s ability to discriminate between positive and
negative classes across different threshold values. It ranges from 0 to 1.

ROC Curve: The Receiver Operating Characteristic (ROC) curve is a graphical
representation of a model’s performance at different classification thresholds. It
plots the True Positive Rate (Sensitivity) against the False Positive Rate (1 - Speci-
ficity) for different threshold values [84].

AUC-ROC Interpretation:

– AUC-ROC values closer to 1 suggest that the model is better at correctly clas-
sifying instances and distinguishing between positive and negative classes.
AUC-ROC of 1 indicates perfect discrimination between positive and nega-
tive classes [84].

– AUC-ROC values around 0.5 indicate that the model’s performance is simi-
lar to random guessing.

– AUC-ROC values below 0.5 indicate that the model’s predictions are worse
than random guessing.

• Area Under the Precision-Recall Curve (AUC-PR) Is a performance metric used
in machine learning to evaluate the quality of a binary classification model, espe-
cially when dealing with imbalanced datasets [84].

Precision-Recall Curve: The Precision-Recall curve is a graphical representation
of a model’s performance at different classification thresholds. It plots Precision
(the ratio of true positive predictions to all positive predictions) against Recall
(the ratio of true positive predictions to all actual positives) for different threshold
values.

AUC-PR: The Area Under the Precision-Recall Curve (AUC-PR) is the area un-
der the Precision-Recall curve. Similar to AUC-ROC, it ranges from 0 to 1, where
higher values indicate better performance. A higher AUC-PR suggests that the
model is better at achieving high precision while maintaining high recall.

Interpretation of AUC-PR:
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– AUC-PR values closer to 1 suggest that the model has a good balance be-
tween precision and recall, effectively classifying positive instances while
minimizing false positives.

– AUC-PR values around 0.5 indicate that the model’s performance is similar
to random guessing.

– AUC-PR values below 0.5 indicate that the model’s predictions are worse
than random guessing.

• Brier Score The Brier Score is a performance metric used in machine learning
to assess the accuracy of probabilistic predictions made by a model, especially
in binary classification tasks. It measures the mean squared difference between
predicted probabilities and the actual outcomes [84].

The Brier Score ranges between 0 and 1, where lower values indicate better model
performance. A Brier Score of 0 indicates perfect calibration, meaning that the
predicted probabilities match the actual outcomes perfectly.

The following subsections will describe more about sophisticated learning methods
that can be applied in vulnerability detection.

2.6.1 Neural networks

A neural network consists of neurons, also called units or nodes. They are inspired by
the human brain.

The human brain consists of “neurons” working in parallel and exchanging informa-
tion through their connectors “synapses”. These neurons sum up all information com-
ing into them, and if the result is higher than the given potential called action potential,
they send a pulse via axon to the next stage [20].

A neural network also consists of simple computing units, called artificial neurons, and
each unit is connected to the other units via weight connectors. Then, these units cal-
culate the weighted sum of the coming inputs and find out the output using squashing
function or activation function [40]. Figure 2.4 shows the block diagram of neuron.

Neurons take input, process it, and pass it on to other neurons present in the multiple
hidden layers [40] of the network, till the processed output reaches the Output Layer.

Neural networks are used in many areas. They are predestined for applications in
which there is little systematic solution knowledge and a large amount of sometimes
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Figure 2.4: Neural network diagram

imprecise input information must be processed to a concrete result [7]. Areas of appli-
cation can be speech recognition or image recognition. Neural networks can also create
simulations and predictions for complex systems and relationships, such as in weather
forecasting, medical diagnostics or business processes. Typical applications of neural
networks are: Image recognition, Voice recognition, Pattern recognition and more.

Before a neural network can be used for the intended problem or task, it has to be
trained. Neural networks learn via supervised learning or unsupervised learning.

Supervised machine learning involves an input variable x and corresponding desired
output variable y. The data will be presented in a form of couples (input, desired
output), and then the learning algorithm will adapt the weights and biases depending
on the error signal between the real output of network and the desired output.

Unsupervised machine learning has input data X and no corresponding output vari-
ables. A competitive learning rule is used. A neural network of two layers—an input
layer and a competitive layer is used. The input layer receives the available data. The
competitive layer consists of neurons that compete with each other (in accordance with
a learning rule) for the “opportunity” to respond to features contained in the input data
[40].

A neural network is known as a deep learning or deep neural network when the
newtwork has multiple hidden layers and multiple nodes in each hidden layer [58].
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Deep learning is the development of deep learning algorithms that can be used to train
and predict output from complex data.

In Deep Learning, the word “deep” refers to the number of hidden layers i.e. depth
of the neural network. Essentially, every neural network with more than three layers,
that is, including the Input Layer and Output Layer can be considered a Deep Learning
Model [42].

Generally, it takes more time to train deep learning models. They have higher accuracy
than Neural Networks. It gives high performance compared to neural networks.

Deep learning models can be used in a variety of industries, including pattern recog-
nition, speech recognition, natural language processing, and more.

2.6.2 Decision Trees

Decision trees [47] are classifiers represented as trees where internal nodes are tests
on individual features and leaves are classification decisions. Therefore internal nodes
correspond to attributes, which are also known as features or input variables, and leaf
nodes correspond to class labels.

Here’s how a decision tree is built:

1. Starting Point: Begin with all the data at the top node, known as the root node.

2. Decision Making: At each step (node), the algorithm decides which feature to
use and what value to compare it to. This decision is made by evaluating how
well different choices separate the data based on specific criteria:

• For classification tasks, it might be how "impure" the groups are (measured
by Gini impurity or entropy).

• For regression tasks, it might be how much variance there is (measured by
mean squared error).

3. Data Splitting: Once the feature and threshold value are chosen, the data is split
into two or more subsets based on this decision. Each subset represents a branch
of the tree.

4. Repetition: Steps 2 and 3 are repeated for each branch, creating new nodes, until
a stopping condition is met, like a maximum depth or a minimum number of
data points in a leaf.
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5. Leaf Nodes: The final nodes of the tree, called leaf nodes, contain the predictions
or outcomes based on the majority class (in classification) or the average value
(in regression) of the data points within that node.

6. Prediction: To make predictions for new data, you start at the root node and
follow the branches based on the feature values of the new data until you reach
a leaf node, which provides the prediction.

In essence, decision trees recursively divide the dataset into subsets using specific cri-
teria at each internal node, creating a tree structure that allows for straightforward
decision-making and prediction [50]. The following tree algorithms are worthy of at-
tention: ID3, C4.5, CART, CHAID, and MARS [46, 86].

One advantage of utilizing decision trees over other models is their exceptional in-
terpretability and automatic feature selection. This enables thorough analysis to be
conducted on decision trees. However, they can be prone to overfitting if they are not
properly pruned or if the tree becomes too deep.

Decision trees are especially well-suited for data characterized by discrete-valued fea-
tures. Contemporary implementations involve trimming certain branches (those with
unexpected information gain), which helps prevent overfitting. This technique is re-
ferred to as pruning. Pruning reduces the size of decision trees by eliminating seg-
ments of the tree that contribute little to the ability to classify observations.

Figure 2.5: Decision tree trained on the iris dataset
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The splitting process makes the method highly efficient. When training a decision
tree classifier, the algorithm examines the features and determines which splits contain
more information.

The decision tree (Figure 2.5) visually illustrates how the dataset is partitioned based
on features and feature thresholds, leading to the prediction of iris species at the leaf
nodes. Each branch in the tree represents a decision based on a specific feature and
threshold value. The tree is built in a way that optimally separates the different iris
species based on the available features.

The top node of the tree (called root node) is the starting point for making decisions.
In this case, it represents the first feature used for splitting the data. The label on the
node indicates which feature is being considered (e.g., petal length (cm) <= 2.45).

Below the root node, you’ll see child nodes. Each child node represents a possible out-
come of the test at the parent node. In figure 2.5 there are usually two child nodes,
corresponding to a "True" or "False" outcome of the feature test.

The terminal nodes at the bottom of the tree are called leaf nodes. They represent the
final predicted class labels. In this example, the leaf nodes have labels like setosa, versi-
color, and virginica, indicating the predicted iris species.

The criteria for splitting each node (e.g., Gini impurity or entropy) are not explicitly
shown in the figure but are used internally by the decision tree algorithm to determine
how to split the data at each node.

The samples value in each node represents the number of data points that reach that
particular node during the decision-making process. For instance, if the root node has
150 samples, it means the entire dataset was used for that split.

The value shows the distribution of target classes (iris species) in that node. For ex-
ample, if a leaf node has a value of [0, 1, 0], it mean that it predicts one sample as
"versicolor" (class 1).

The gini index represents the purity of the classification. It ranges between 0 and 1,
where 0 and 1 indicate a random distribution of elements among different classes. A
Gini index of 0.5 indicates an equal distribution of elements across various classes.

Random forest [54] is a collection of decision trees trained on bootstrapped datasets
with a random selection of features. This model is widely adopted for classification
due to its resistance to overfitting [65] and the small number of hyperparameters that
need to be optimized during the training phase.
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2.6.3 Naïve Bayes

Naïve Bayes classifiers [37] are straightforward probabilistic classifiers that utilize the
Bayes theorem. The name comes from the assumption that input features are indepen-
dent, though this is rarely true. It stores the prior probability of each class, denoted as
PpCiq, and the conditional probability of each attribute value given the class, denoted
as PpV j | Ciq, in its concept description. It estimates these values by tallying the fre-
quency of class occurrences and attribute values in the training data. Then, assuming
that the attributes are conditionally independent, it employs Bayes’ rule to calculate
the posterior probability of each class for an unknown instance. The classifier predicts
the class with the highest posterior probability:

PpV j | Ciq “ arg max PpCiq
ź

PpV j | Ciq

Naïve Bayes classifiers can handle any number of independent features, whether they
are continuous or categorical. They simplify a high-dimensional density estimation
task into a one-dimensional kernel density estimation, based on the assumption of
feature independence [5].

Despite their seemingly simple design and oversimplified assumptions, Naïve Bayes
classifiers have performed well in many complex real-world scenarios. In 2004, an
analysis of the Bayesian classification problem revealed solid theoretical justifications
for the seemingly unlikely effectiveness of Naïve Bayes classifiers.[35].

However, Naïve Bayes often struggles to provide accurate estimates for the correct
class probabilities, as indicated by [61], which implies that this might not be necessary
for many applications. For instance, the Naïve Bayes classifier will produce the right
classification result based on the Maximum a Posteriori (MAP) [56] classification rule
as long as the predicted class is more likely than any other class, even if the probability
estimate for that class is slightly or significantly inaccurate (misclassification of the
model, leading to incorrect predictions for specific class). This approach ensures that
the overall classifier remains robust enough to overlook significant shortcomings in
its underlying naive probability model. While the Naïve Bayes classifier does possess
several limitations, it serves as an optimal classifier when the features are conditionally
independent given the true class.
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2.6.4 Logistic regression (LR)

Also referred to as the logit model, logistic regression is used for classification and pre-
dictive analytics. It estimates the probability of an event occurring, such as whether
a person voted or didn’t vote, based on a given dataset of independent variables. Be-
cause the outcome is a probability, the dependent variable is constrained between 0 and
1. In logistic regression, a logit transformation is applied to the odds, which represents
the probability of success divided by the probability of failure [36]. Logistic regression
(LR) is a classification algorithm employed to predict a binary outcome based on a set
of independent variables.

The Logistic Regression model is a commonly used statistical model primarily em-
ployed for classification purposes. This means that when provided with a set of ob-
servations, the Logistic Regression algorithm assists in categorizing these observations
into two or more distinct classes. Therefore, the target variable is of a discrete nature.
This model finds applications in various fields, including machine learning, numerous
medical domains, and social sciences. For example, the Trauma and Injury Severity
Score (TRISS), a widely used tool for predicting mortality in injured patients, was orig-
inally developed by Boyd et al. using logistic regression [10]. Numerous other medical
scales employed to assess the severity of a patient’s condition have also been created
utilizing logistic regression [9, 44, 45, 62].

The Logistic Regression model necessitates the dependent variable to be binary, multi-
nomial, or ordinal in nature. It also requires that observations be independent of each
other, meaning they should not arise from repeated measurements. The model as-
sumes linearity of independent variables and log odds. Log odds essentially trans-
form the Logistic Regression model from being probability-based to a likelihood-based
model. These log odds are employed to circumvent modeling a variable with a re-
stricted range, such as probability [55].

The success of the Logistic Regression model relies on the sample sizes. Generally, it
demands a large sample size to attain high accuracy.

2.6.5 Support Vector Machines (SVM)

Support Vector Machine (SVM) is a classification algorithm that operates by identifying
a separating hyperplane in the feature space between two classes. This is done in
a manner that maximizes the distance between the hyperplane and the nearest data
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points of each class. The approach focuses on minimizing the classification risk [88],
rather than striving for optimal classification. This algorithm is often used for tasks
such as image classification, text categorization, and more.

A SVM constructs a hyperplane or a set of hyperplanes in a high-dimensional or even
infinite-dimensional space. These hyperplanes are utilized for various tasks, includ-
ing classification, regression, and even outlier detection. SVM are a versatile machine
learning technique that can effectively handle complex data patterns and are widely
used in various domains [78].

The method produces a linear classifier, so its concept description is a vector of weights,
ÝÑW , a vector of inputs ( training samples) ÝÑX and an intercept or a threshold, b. Unlike
other linear classifiers, such as Fisher’s (1936), SVM uses a kernel function [78] to map
training data into a higher-dimensioned space so that the problem is linearly separable.
It then uses quadratic programming to set ÝÑW and b such that the hyperplane’s margin
is optimal, meaning that the distance is maximal from the hyperplane to the closest ex-
amples of the positive and negative classes. During performance, the method predicts
the positive class if hyperplane of the form x

ÝÑW , ÝÑX y ´ b ą 0, and predicts the negative
class otherwise [50]. The equation represents internal product, where ÝÑW is a weight
vector, ÝÑX is input vector and b is the bias.

SVM works effectively in high dimensional spaces, and it is still efficient in cases where
the number of dimensions is greater than the number of samples. The method uses a
subset of training points in the decision function (called support vectors), therefore, we
can say that it is also memory efficient. It can be versatile in order to allow specifying
different kernel function for decision function [78].

It is crucial to choose a good kernel function in order to avoid overfitting when the
number of features is much greater than the number of samples, being this a disadvan-
tage of this classifier.

Selecting an appropriate kernel function is of paramount importance to mitigate the
risk of overfitting, as highlighted by Webb [65]. This becomes particularly crucial when
dealing with situations where the number of features significantly exceeds the number
of samples, as this presents a notable drawback of this particular classifier.

2.7 Systems

Up to this point, we have been describing the basic concepts necessary for this work.
The subsequent section will describe previous works related with vulnerabilities de-
tection at software and attempts of using machine learning. Despite of many different
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criteria under which approaches can be compared, the advantages and disadvantages
of the previous approaches are described, and our approach is compared with them.

2.7.1 Discovering vulnerabilities using data-flow analysis and ma-

chine learning

Kronjee et al. introduce an innovative approach to static analysis, wherein they com-
bine data-flow analysis with machine learning techniques to identify vulnerabilities
within source code [51].

They had investigated whether machine learning techniques in conjunction with static
code analysis can be used to identify insecure code within a particular dynamic pro-
gramming language, specifically PHP. The focus of the research has been on web appli-
cation vulnerabilities, specifically SQL injection (SQLi) and Cross-Site Scripting (XSS).
The key achievement of this study involves the development of a tool capable of de-
tecting vulnerable PHP code through the utilization of a probabilistic classifier and
features extracted via data-flow analysis.

They assembled a dataset from sources such as the National Vulnerability Database
(NVD) [64] and Software Assurance Metrics And Tool Evaluation Project (SAMATE)
[76] project. This dataset comprised samples of vulnerable PHP code as well as their
patched versions, where the vulnerabilities were rectified. They employed data-flow
analysis techniques, including reaching definitions analysis, taint analysis, and reach-
ing constants analysis, to extract features from the code samples. Subsequently, they
used these features within machine learning to train diverse probabilistic classifiers.

With the results obtained, they demonstrated that using machine learning in combina-
tion with features extracted from control-flow graphs and abstract syntax trees can be
an effective approach for vulnerability detection in dynamic languages, in particular
PHP applications. To demonstrate the effectiveness of the approach, they built a tool
called WIRECAML, and compared the tool to other tools for vulnerability detection in
PHP code.

However, the tool does exhibit a number of limitations, both in aspect of inherent na-
ture (essential part of the tool) and in aspect of technical nature. Due to the complexity
of processing arrays of data and, due to the fact that the data set consists of multiple
vulnerabilities in different versions of the same application and considering that these
application versions share a lot of the same code, the data set can contains duplicate
samples.

31



2. BACKGROUND AND RELATED WORK 2.7. Systems

2.7.2 Detecting Software Vulnerabilities with Deep Learning

Wartschinski et al. introduce an approach known as "Vulnerability Detection with
Deep Learning on a Natural Codebase" (VUDENC) [89]. This is a vulnerability de-
tection system based on deep learning, designed to autonomously learn features from
an extensive compilation of real-world code. The primary purpose of VUDENC was
to relieve human experts from the labor-intensive and subjective task of manually de-
termining features for vulnerability detection [89].

VUDENC selected Python as the target programming language for its case study. A
large dataset of commits was collected and mined from Github and labeled according
to the commit context. The data stems from several hundred real-world repositories
containing natural source code and covers seven different types of vulnerabilities, in-
cluding SQL injections, cross-site scripting and command injections. The data samples
were created from the source code of the vulnerable files by taking individual code
tokens and their context, allowing for a fine-grained analysis. A word2vec model was
used to train on a large corpus of Python code to be able to perform embeddings of
code tokens (vector representations of source-code) that preserve semantics, and has
been made available as well. Word2vec [93] is a technique for natural language pro-
cessing (NLP) [63]. The word2vec algorithm uses a neural network model to learn
word associations from a large corpus of text (a large and structured set of texts).

After pre-processing the raw source code, the datasets for each vulnerability were built
by taking every single code token with its context (the tokens before and after it) as
one sample and embedding it using the word2vec model. A Long Short Term Memory
(LSTM) network was trained on each dataset to detect vulnerable code on the level
of individual tokens. The author was able to demonstrate that the experiments with
VUDENC achieved, on average, an accuracy of 96.8%, a recall of 83%, a precision of
91% and an F1 score of 87%. These results were very promising and encourage further
research in this area [89]. VUDENC was able to highlight the specific areas in code that
are likely to contain vulnerabilities and provide confidence levels for its predictions.

The research successfully demonstrate the capability of employing machine learning
directly on source code to learn vulnerability-related features through the utilization of
LSTM models. VUDENC was specifically designed to operate on Python source code
and exhibit proficiency in predicting 7 distinct types of vulnerabilities [89].

32



2. BACKGROUND AND RELATED WORK 2.7. Systems

2.7.3 VulDeePecker A Deep Learning Based System For Vulnerabil-

ity Detection

Zhen Li et al. presented VulDeePecker [95], the first deep learning based vulnerabil-
ity detection system. This system aims to relieve human experts from the tedious and
subjective work of manually defining features and reduce the false negatives that are
incurred by other vulnerability detection systems.

In their work, the authors start by presenting some preliminary principles for guiding
the practice of applying deep learning to vulnerability detection because deep learning
was not invented for this kind of applications, which means that they needed some
guiding principles for applying deep learning to vulnerability detection. They have
collected, and made publicly available, a useful dataset for evaluating the effective-
ness of VulDeePecker and other deep learning-based vulnerability detection systems
that could be developed in the future.

Systematic experiments have showed that VulDeePecker could achieve much lower
false negative rate than other vulnerability detection systems. For the 3 software prod-
ucts they experimented with (i.e., Xen, Seamonkey, and Libav), VulDeePecker detected
4 vulnerabilities, which were not reported in the NVD and were “silently” patched by
the vendors when they released later versions of these products. In contrast, the other
detection systems missed almost all of these vulnerabilities, except that one system
detected 1 of these vulnerabilities and missed the other three vulnerabilities.

Despite having a sound approach, the design, implementation, and evaluation of the
VulDeePecker exhibited several limitations, which suggested open problems for fu-
ture research. Their tool’s design is constrained to dealing vulnerability detection by
assuming that the source code of programs is available. Detecting vulnerabilities in
executables presented a distinct and more challenging problem. Their tools’ design fo-
cuses exclusively on C/C++ programs. Future research needs to be conducted to adapt
it to deal with other kinds of programming languages.

According to the authors, the tool has two advantages. First, it does not need human
experts to define features for distinguishing vulnerable code and non-vulnerable code.
Second, it uses a fine-grained granularity to represent programs, and therefore can pin
down the precise locations of vulnerabilities.
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3
Architecture

In this section, we will discuss the proposed architecture for the approach taken in this
work. This includes the scope, data sources, data representation choices, weaknesses,
and the chosen target programming language selected for our case study.

3.1 Selecting Java as target programming language

Despite Java is considered a relatively safe language, there are still several ways to
attack and access private information if we misuse it, leading to vulnerabilities such as
Command injection and cross-site scripting attacks. Fred Long [1] asserts that Java is
secure if is used properly, but engineers can misuse it or improperly implement it. A
simple programming mistake can leave a java application vulnerable to unauthorized
data access, unauthorized updates or even loss of data, and application crashes leading
to denial-of-service attacks.

Among all the vulnerabilities detected in Java applications, those arising from unchecked
input are widely acknowledged as the most prevalent [67].

To exploit unchecked input, an attacker needs to achieve two goals:

• Inject malicious data into application;

• Manipulate applications using malicious codes such as Command injection or
Cross-site scripting.
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All those types of attacks listed above are made possible by user input that has not
been (properly) validated.

This work focuses in source code written in Java. The next subsections will delineate
some typical vulnerabilities that are considered in our study case. It’s important to
note that all the provided examples are deliberately kept simple, solely intended to
illustrate the overarching concept, and the actual exploitation of these vulnerabilities
is considerably more intricate in practical scenarios.

3.2 NULL Pointer Deference vulnerability

A pointer deference [16, 39] is a programming language data variable that references
a location in memory. After the value of the location is obtained by the pointer, this
pointer is considered dereferenced. It is a widespread vulnerability that occurs when-
ever an executing program attempts to deference a null pointer [91], i.e., a pointer
which references a null location.

Figure 3.1: Null pointer deference java example

Figure 3.1 depicts a Null pointer dereference example. The code snippet is from an
Android application that has registered to handle a URL when sent an intent. The ap-
plication code exemplified assumes the URL (Uniform Resource Locator) will always
be included in the intent. When the URL is not present, the call to getS tringExtrapq will
return null, thus causing a null pointer exception when length() is called.
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NULL Pointer Dereference vulnerability can be exploited by hackers to maliciously
crash a process to cause a denial of service or execute an arbitrary code under specific
conditions. This typical taint-style vulnerability requires an accurate data dependency
analysis to trace whether a source is propagated to a sensitive sink without proper
sanitization [91]. This vulnerability is mostly used to crash a kernel or process to cause
a denial-of-service attack.

NULL Pointer Dereference has been included in "CWE Top 25 Most Dangerous Soft-
ware Weaknesses" published by the CWE website [17] every year. The ranking scores
are calculated by considering both the number of reported vulnerabilities and the po-
tential severity of a vulnerability. An attacker can exploit it indirectly to trigger an arbi-
trary code execution or bypass authentication [69], in specific situations. For example,
CVE-2021-42264 [14] reported that Adobe Premiere Pro 15.4.1 (and earlier) is affected
by a Null pointer dereference vulnerability when parsing a specially crafted file. An
unauthenticated attacker could leverage this vulnerability to achieve an application
denial-of-service in the context of the current user. Exploitation of this issue requires
user interaction in that a victim must open a malicious file.

The following points may be considered as potential mitigations:

• By performing sanity checks on all pointers that could have been modified, nearly
all NULL pointer references can be prevented;

• Check the results of the returned value of functions to verify that this value is not
NULL before using it;

• Perform input validation on variables and data stores that may receive input from
an external source and apply input validation to make sure that they are only
initialized to expected values;

• Explicitly initialize all variables and other data stores during declaration or before
the first usage.

3.3 Command Injection vulnerabilities

Command Injection is a general term for attack types which consist of injecting com-
mands that are consequently executed by the vulnerable application. This type of at-
tacks is considered as a major security threat which in fact, is classified as No. 3 on the
2021 Open Worldwide Application Security Project (OWASP) Top Ten web security
risks [68].
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Command injection vulnerabilities typically occur when data enters the application
from an untrusted source. The data is part of a string that is executed as a command
by the application. By executing the command, the application gives an attacker a
privilege or capability that the attacker would not otherwise have.

According to the OWASP [90], Command injection is an attack in which the goal is
execution of arbitrary commands on the host operating system via a vulnerable ap-
plication. Command injection attacks are possible when an application passes unsafe
user supplied data (forms, cookies, HTTP headers, etc.) to a system shell. In this attack,
the attacker-supplied operating system commands are usually executed with the priv-
ileges of the vulnerable application. Command injection attacks are possible largely
due to insufficient input validation.

The impact of command injection attacks may vary from loss of data confidentiality
and integrity to unauthorized remote access to the system that hosts the vulnerable
application. In particular, an attacker can gain access to resources that he/she does
not have privileges to directly accessing them, such as system files that include sen-
sitive data (e.g., passwords). An attacker can perform various malicious actions to
the vulnerable system, such as delete files or add new system users for remote access
and persistence. An example of a real, infamous command injection vulnerability that
clearly describe the threats of this type of code injection was the recently discovered
(i.e., disclosed in 2014) Shellshock bug [81].

Command injections vulnerabilities may be present in applications which accept and
process system commands from the user input. The purpose of a command injection
attack is the injection of an operating system command through the data input to the
vulnerable application which in turn executes the injected command (see Figure 3.2).

Figure 3.2: Command injection vulnerability - Java example
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Figure 3.2 portrays a Command Injection Vulnerability situation in Java code excerpt.
The following code is taken from an administrative web application designed to enable
users to initiate a backup of an Oracle database using a batch-file wrapper around the
rman utility and subsequently execute a cleanup.bat script to remove certain temporary
files. The script rmanDB.bat accepts a single command-line parameter that specifies
the type of backup to be performed. Since access to the database is restricted, the
application executes the backup as a privileged user.

The issue here is that the program lacks validation for the backuptype parameter pro-
vided by the user. Typically, the Runtime.exec() function does not execute multiple
commands. However, in this case, the program first invokes the cmd.exe shell to run
multiple commands with a single call to Runtime.exec(). Once the shell is invoked,
it will execute multiple commands separated by double ampersands &&. If an attacker
submits a string in the form of & del c:\dbms\., the application will execute this
injected command in addition to the commands specified by the program. Due to
the application’s nature, it runs with the privileges required for interacting with the
database. As a result, any injected command by the attacker will also run with these
elevated privileges.

There are many types of code injections attacks including Command injections, SQL
Injections, Cross Site Scripting, XPath Injections and LDAP (Lightweight Directory Ac-
cess Protocol) Injection [4]. In this work, we will exclusively deal with command in-
jection attacks. Command injections [4] are prevalent in any application, regardless of
the operating system hosting the application or the programming language in which
the application is developed. Consequently, they have also been discovered in web
applications hosted on web servers, whether they are Windows-based or Unix-based.

The following points may be considered as potential mitigation:

• Use library calls, if possible, rather than external processes to recreate the desired
functionality. Ensure that all external commands called from the program are
statically created;

• Assign permissions to the software system that prevents the user from access-
ing/opening privileged files;

• Consider all potentially relevant properties, including length, type of input, when
performing input validation.
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3.4 Proposed Architecture

Up to this point, we have been describing the chosen target programming language
selected for our case study. The next section will outline the proposed architecture for
the approach we have taken.

We proposed an approach inspired by a research that used data-flow analysis and ma-
chine learning to detect SQLi and XSS vulnerabilities in PHP software code [51]. In the
proposed architecture, presented in the Figure 3.3, we diverged from the utilization of
XSS and SQLi vulnerabilities. Instead, we opted for Java as the target programming
language and chose to focus on detecting weaknesses such as NULL Pointer Defer-
ence and Command Injection. This work proposes a tool based on a static analysis and
machine learning for finding vulnerabilities caused by unchecked input.

The primary contribution of this research comprises the development of a prototype
capable of identifying vulnerable Java source code through the application of a proba-
bilistic classifier and features derived from static code analysis. To achieve this, we will
compile a dataset for training and testing our classifiers. This dataset will be sourced
from the National Vulnerability Database (NVD) [64] and the Software Assurance Met-
rics And Tool Evaluation (SAMATE) project [76].

Figure 3.3: A high-level flow of proposed architecture

As depicted in Figure 3.3, the project will be organized into two primary phases.
The initial phase comprises dataset building, wherein we will generate Control Flow
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Graphs (CFGs) from Java source files and extract corresponding features. Subsequently,
the following phase involves learning and detection. During this phase, we will divide
the dataset into two subsets: the training set, designated for model training, and the
testing set, utilized for model assessment.

Similarly to the approach undertaken by Kronjee et al [51], we intend to employ the
Abstract Syntax Tree (AST) and control-flow graph as the foundational sources for
extracting features. We are of the opinion that the AST could provide substantial infor-
mation about the code, which could be highly valuable, including discerning whether
a token represents a function or a variable, as well as identifying the functions applied
to specific variables.

Reaching definition and taint analysis will be used to identify potential vulnerabilities.
Utilizing the AST, we can determine that a variable is being used as a parameter for a
call to function. This means that we can provide these functions and their respective
argument values (variables) as features to our probabilistic classifier. By applying this
method, our machine learning algorithm will learn which function is likely to be a
potentially vulnerable function given enough samples. To determine if a function is
applied to a variable, we can construct a CFG, from the AST. By considering the entire
preceding execution path, we can use the invocation of functions in that path as a
feature.

When applying taint analysis, the AST can provide us information if a variable has
been assigned using a literal value, like a number or a string. In that case, the data is
from a trusted source and the variable is untainted. However, if the variable’s value
is derived from a source like another variable or a function—especially if this source
isn’t a literal—the variable must be treated as tainted. Subsequently, anything that is
set using this variable must be also considered tainted as well. By using this approach
we can determine whether a variable contains data from a specific source and whether
it’s tainted or untainted.

To facilitate feature extraction, we require a parser capable of translating code into an
AST, subsequently enabling the construction of a CFG. To accomplish this, we will
utilize the "spoon-control-flow" component [66]. This module offers the capability to
generate both control-flow and data-flow graphs for a Java program, relying on its AST
that is also created using the Spoon library. Subsequently, we will implement reaching
definitions analysis and use-definition techniques to extract features from the AST.

To programmatically determine the reaching definitions from our AST, we used the
algorithm described in Section 2.5.1, based on the description from [3]. The referenced
book, primarily deals with code blocks. However, in our specific scenario, we have
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modified the implementation. This adjustment was necessary due to complexities in
implementation, leading us to focus on control-flow nodes rather than traditional code
blocks.

After building the Reaching Definitions sets, our next step involves establishing the
Use-Definition (UD) chains for each definition. UD chains comprise a utilization of a
variable U, and all the definitions D of that variable that can reach that use without any
other intervening definitions in between.

For each node within the CFG of the program, our objective is to determine which
functions may have been used in the paths to that nodes. We consider the invocation
of functions as features, hence, in our feature set, we use UD chains to create new
features. We consider each node to be a sample that can potentially be categorized as
either vulnerable or not vulnerable.

As explained in Section 2.5.2, in order to detect vulnerabilities, there needs to be a
potentially vulnerable function and a lack of sanitization, which usually comes in the
form of a function as well.By utilizing the presence of functions as features, we can de-
rive a feature set wherein all functions invoked using values from potentially untainted
variables serve as our features.
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In the this section, the technical aspects of the proposed architecture and some chal-
lenges, and obstacles found during the implementation are described in more details.

4.1 Data Collection

Before implementing the tool, the first step was to find a large amount of java projects
related to our vulnerabilities case study (Null Pointer Deference and Command Injec-
tion). Since the goal is to cover those vulnerabilities, many examples for each of those
vulnerability types are required.

The NIST Software Assurance Metrics And Tool Evaluation (SAMATE) project main-
tains several tests cases for several programming languages and various vulnerabilities
types. It is based upon the Common Vulnerabilities and Exposures (CVE) [15], stan-
dard vulnerability dictionary. The vulnerabilities contained in the SAMATE are classi-
fied according to the Common Weakness Enumeration (CWE) [16], including Java test
cases for command injection (CI) and Null pointer deference (NPD) vulnerabilities. It
was possible to filter and derive 800 projects for CI and 600 projects for NPD. Each
project, was downloaded from SAMATE to a local machine for processing.

The National Vulnerability Database (NVD) does not maintain vulnerable source code
projects, just the links with information about vulnerabilities reported. And it doesn’t
maintain information organized like SAMATE does. In order to get data from it, it
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would required some extra time, such as create our own list of Java projects using
various sources. The process would involve searching for sources and attempting to
identify projects with vulnerabilities for our case study. Subsequently, these projects
would be organized manually based on our tool’s input. For this reasons we were not
able to use NVD and we consider this task as our future work.

4.2 Data Transformation

This section corresponds to the first phase in the proposed architecture (see Figure 3.3).
Describes all the implementation done about this part of architecture.

In order to process and create the dataset from SAMATE data, each java project has
to be transformed to AST using the spoon library. Then all the elements of the AST
corresponding to the functions are filtered. Next, each function is represented in CFG
in order to apply data-flow analysis. Afterwards, Reaching Definition is determined,
and then the Use-Definition chain. Figure 4.1 illustrates the transformation process.

From the use-definition chain, it was possible to determine which are the possible
tainted variables (in the case of CI) or possible variables with null values (in the case of
NPD) that are being used in invocation of the potentially vulnerable methods in each
function. These methods, and values of the arguments are extracted as features for the
datatset, where invoked methods correspond to the feature Func and the values of the
arguments passed to these methods correspond to the feature Var as illustrated in the
Figure 4.2.

To identify vulnerable rows in dataset (model output), we used XML files (manifest.sarif)
that contain informations about project, including the name of the java files and the
number of vulnerable rows. This XML file exists for each project, And so, we were able
to assemble our dataset by including all of the vulnerable code snippets from SAMATE
projects.
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Figure 4.1: Java project transformation process

To create the dataset, there are dependencies between different processes, as shown in
the Figure 4.1. The representation of the source codes was transformed into AST and
then CFG to facilitate static analysis of the source code. With the use-definition chain,
it is possible to determine which variables are being used in the invocation of each
function. These functions and their respective argument values are extracted to build
the dataset. Figure 4.2 represents the description of the dataset.

Figure 4.2: Dataset description

The attribute "Func" represents potentially vulnerable invoked methods. The attribute
"Var" represents the values of the arguments passed to the methods. The attribute
"Vuln" represents the class of the dataset. It indicates whether a row is vulnerable or
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not.

The attributes "Func" and "Var" represent characteristics of our problem, serving as
inputs to the model. The attribute "Vuln" represents the model’s output, indicating
whether a row is vulnerable or not.

The model learns whether the functions are vulnerable or not based on the values of
the arguments that are passed to these functions. The dataset has been saved in a
Comma-separated values (CSV) file.

4.3 Model Creation

This section corresponds to the second phase of the proposed architecture.

Once we have the dataset created and ready to be used in training, we are able to create
the model. This section describes the entire implementation process.

Figure 4.3 illustrates the actions carried out in the model creation process. Next, we
will describe these steps.

Figure 4.3: Overview of the methodology used to create the model.

1. Tokenizing text data

In order to perform machine learning on text data, we first need to transform
text content into numerical feature vectors [85]. Since we are using text data, it
requires special preparation before we can start using it for predictive modeling.

The text must be parsed to isolate words, in a process called tokenization. Then
the words need to be encoded as integers or floating point values for use as input
to a machine learning algorithm, a process known as vectorization.

This can be done by assigning to each word a unique number. Any text in our
data can be encoded as a fixed-length vector with the length of the vocabulary
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of known words. The value in each position in the vector could be filled with a
count or frequency of each word in the encoded document.

This is the bag of words model [85], where we are only concerned with encoding
schemes that represent what words are present or the degree to which they are
present in encoded documents without any information about order.

We used the scikit-learn library tools to perform tokenization of text data [79].

2. Using Synthetic Minority Oversampling Technique (SMOTE) for imbalanced
classification data

Given that in our dataset the distribution of classes is significantly skewed, the
class "not vulnerable" (the minority class) has a much smaller number of samples
compared to the "vulnerable" class (the majority class) [82].

Our model’s training data has been biased towards the majority class, making it
challenging for the model to accurately predict the minority class. As a result, the
classification algorithms have been biased in favor of the majority class, leading
to poor performance for the minority class.

To solve this problem, we were forced to oversample the examples in the minority
class (vulnerable class). This have been achieved by simply duplicating examples
from the minority class in the dataset prior to fitting a model. This was able to
balance the class distribution without providing any additional information to
the model.

The improvement on duplicating examples from the minority class is to synthe-
size new examples from the minority class. This is a type of data augmentation
for tabular data and can be very effective.

We used the most common and widely approach to synthesizing new examples
called the Synthetic Minority Oversampling Technique (SMOTE). This technique
is described by Nitesh Chawla, et al. in [11].

SMOTE works by selecting examples that are close in the feature space, drawing
a line between the examples in the feature space and drawing a new sample at a
point along that line [82].

In our python project, we used the implementations provided by the imbalanced-
learn Python library [38], which we installed via pip.

3. Splitting dataset into training and testing set

After parsing our text data into numerical feature vectors and then applying
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SMOTE to balance our class, the next step was to split the dataset into the fol-
lowing subsets:

Training Set was used to train the machine learning model. The model learns
from the patterns and features present in the training data to make predictions
on new, unseen data.

Testing Set was used to evaluate the performance of the trained model. It serves
as a proxy for new, unseen data and helps assess how well the model generalizes
to unseen examples.

The purpose of splitting the dataset was to avoid overfitting, where the model
performs well on the data it was trained on but poorly on new data. By having a
separate testing set, you can assess the model’s performance on unseen data and
choose the best parameters for the model to achieve better generalization.

The dataset was randomly divided into the training and testing sets, with the
split ratio 60% for training and 40% for testing.

4. Using K-fold cross-validation

Is a common technique used to assess the performance of a model. It involves
dividing the dataset into k equal parts (folds) and then training and evaluating
the model k times. In each iteration, one fold is used as the test set, and the
remaining nine folds are used as the training set. This process is repeated ten
times, ensuring that each fold is used as the test set once. The results of the ten
evaluations are then averaged to obtain a more robust and reliable performance
estimate for the model [41].

The main reason for using k-fold cross-validation was because it is easy to under-
stand, implement, and generally results in less biased estimates (less optimistic
estimation of the model) compared to other methods. It also allows the random
division of data.

Sampling bias is a systematic error due to a non-random sample of a population,
causing some members of the population to be less likely to be included than
others, resulting in a biased sample [41].

The procedure has a parameter called k, which refers to the number of groups
to which each data sample should be divided. Then, the average of the result is
calculated for each instance (group).

The procedure is as follows:
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• Randomly divide the data into K-folds (K groups). The higher the value of
K, the less biased the model.

• Fit the model using the first K-1 groups of data and validate the model using
the remaining K group of data.

• Repeat the procedure until each K-fold (each group) serves as the test dataset.
Then, take the resulting average of each instance. This is the performance
metric for the model.

There are 2 variations of cross-validation commonly used: Stratified and Re-
peated, both available in scikit-learn [75].

Stratified: The division of data into groups can be more strict. It may have cri-
teria such as ensuring that each group has the same proportion of observations
with a certain categorical value, such as the class outcome value. Meaning that
each group or data division will have the same distribution of examples per class
existing in the entire training dataset.

Repeated: The validation procedure is repeated n times. The crucial aspect is that
the data sample is shuffled before each repetition, resulting in a different split of
the sample.

We had used stratified 10-fold cross-validation to estimate model accuracy. This
had split our dataset into 10 parts, trained on 9, and tested on 1, and repeated for
all combinations of train-test splits. We used the metric of ’accuracy’ to evaluate
models. This is a ratio of the number of correctly predicted instances divided by
the total number of instances in the dataset multiplied by 100 to give a percentage
(e.g., 95% accurate). We used the scoring variable to build and evaluate each
model.
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5. Build multiple different models to predict vulnerability from our dataset

Since we didn’t know which algorithms would be good for our problem or what
configurations to use, we had to create different models using various algorithms.

We used a mixture of simple linear, with nonlinear algorithms. We decided to
also use deep learning (Multi-layer Perceptron classifier) to make a small experi-
ment. The followings algorithms were used on the process:

• Logistic Regression (LR)

• Decision Tree (DT)

• Neighbor Classifier (NC)

• Naive Bayes (NB)

• Support Vector Machine (SVM)

• Multi-layer Perceptron classifier (MLPC) - Deep Learning.

6. Select the best model as our final model

After building and evaluating different models, we compared the models to each
other and selected the most accurate one as our final model.

Afterward, we used the testing set to understand the accuracy of the final model.
We fitted the final model on the entire training dataset and made predictions
on the testing dataset. We evaluated the predictions by comparing them to the
expected results in the testing set, then we calculated the classification accuracy,
as well as a confusion matrix and a classification report. All the experimental
results are described in the Chapter 5.
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The models were trained on the training datasets and their performance was evaluated
with the testing dataset. This section describes experimental results obtained during
the evaluation with testing set and other data from open-source projects. The chapter
is also dedicated to discussing the results and comparing them to other related works
in the field.

5.1 Model Performance

A plot of the model evaluation was created, where the spread and the mean accuracy
results of each model were compared. There is a population of accuracy measures
for each algorithm because each algorithm was evaluated 10 times (via 10 fold-cross
validation).

The data for the Command injection vulnerability was split into a 60% training set and
a 40% test set, resulting in 7,872 samples for training and 5,248 for testing. The split
was performed using the stratify method, which ensures that the proportion of target
classes is preserved in both the training and testing sets. For the Null Pointer Derefer-
ence vulnerability, the data splitting process resulted in 1046 samples for training and
764 samples for testing.

Given our uncertainty about which algorithms and configurations would be suitable
for our problem, we have created different models using the algorithms we previously
mentioned.
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The training set was used to train the selected models. It was where our models learns
patterns and relationships within the data, and it served as the basis to choose the final
model for the predictions.

During training, the model was exposed to the features (input data) and their cor-
responding target values (labels or output) from the training set. Model learning is
carried out by adjusting its internal parameters based on the training data.

The testing set was used to evaluate the final model’s performance on unseen data.
It provided an estimate of how well our final model was likely to perform on new,
real-world data.

Once the model was trained, it was evaluated on the testing set. The model’s predic-
tions were compared to the true target values, and performance metrics (e.g., accuracy,
precision, recall) were calculated. This helped us in understanding how well the model
generalized to data it hadn’t seen before as we’ll see next.

Before splitting the data, the SMOTE technique was applied, since we were having
problem of class imbalance in dataset. This was done to ensure that the classes had
approximately the same number of instances. This technique helped our model better
learn and generalize from the data, resulting in improved classification performance.

Note: All tests, experiments, and evaluations presented in this section were conducted
using the SAMATE data for the reasons explained earlier (Section 4.1). Despite the fact
that we have used only SAMATE data, we were able to ensure that the results can be
directly compared and provide a stable baseline for our analysis. The utilization of
SAMATE data, with a sufficient number of examples, simplifies the assessment of the
model’s performance and enables clear comparisons between different configurations
and techniques.
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Table 5.1: Statistical summary of average performance among different probabilistic
classifiers for Null Pointer Dereference.

Vulnerability Type Null Pointer Deference
Classification method mean accuracy Standard deviation Accuracy
Logistic regression 0.996154 0.007692
Decision tree 0.923385 0.024098
Support vector machines 0.996154 0.007692
Naive Bayes 0.996154 0.007692
Neighbor classifier 0.996154 0.007692
Multi-layer Perceptron classifier 0.999846 0.000462

Table 5.2: Statistical summary of average performance among different probabilistic
classifiers for Command Injection.

Vulnerability Type Command Injection
Classification method Mean Accuracy Standard deviation Accuracy
Logistic regression 0.998096 0.001528
Decision tree 0.94919 0.008034
Support vector machines 0.999873 0.000381
Naive Bayes 0.999873 0.000381
Neighbor classifier 0.999873 0.000381
Multi-layer Perceptron classifier 0.999772 0.000684

Tables 5.1 and 5.2 show the results of the mean and standard deviation accuracy of
the several probabilistic classifiers for Null Pointer Deference and Command Injection
vulnerabilities.

Figures 5.1a and 5.1b show the box and whisker plots for each model, using the accu-
racy measure. Therefore, LR, NB, SVM, NC, and MLPC are the best algorithms for our
dataset, as Figure 5.1 illustrates. There are more options in choosing algorithms, which
is beneficial for our model.

We can see in Figure 5.1 that the box and whisker plots are squashed at the top of
the range, with many evaluations achieving almost 100% accuracy, and some pushing
down into the high 90% accuracy (in case of Decision Tree).

Given that there are several algorithms with good accuracy, we choose Logistic Regres-
sion to use in our final model. Next, the evaluation results obtained with the test set
are presented for each type of vulnerability.
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(a) CI vulnerability

(b) NPD vulnerability

Figure 5.1: Box and Whisker Plot Comparing Machine Learning Algorithms for NPD
and CI vulnerability
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Figures 5.2a and 5.2b show the confusion matrix results for the LR models for both
vulnerabilities, illustrating the true and predicted classifications for our test set.

True Positive: These are instances that were correctly predicted as vulnerable by the
models. The models correctly identified 282 instances for NPD and 2624 for CI as
vulnerable.

False Positive: These are instances that were incorrectly predicted as vulnerable by the
model. The model incorrectly identified 0 instances for NPD and 0 for CI as vulnerable
which is advantageous in our case.

True Negative: These are instances that were correctly predicted as not vulnerable by
the model. The model correctly identified 273 instances for NPD and 2508 for CI as not
vulnerable.

False Negative: These are instances that were incorrectly predicted as not vulnerable
by the model. The model missed 9 instances for NPD and 116 for CI that were actually
vulnerable.

The precision-recall curve plot is represented in the Figures 5.3a and 5.3b showing
the precision/recall for each threshold for the logistic regression model. The graph
represents recall on the x-axis and precision on the y-axis.

Once we have an Area Precision of 0.99, closer to 1, this means that the model has a
good balance between precision and recall, effectively classifying well instances de-
spite of false positives cases.

Figure 5.4 illustrates different classification metrics provided by scikit-learn tool’s clas-
sification reports, detailing how well the model is performing on different classes.

55



5. EVALUATION 5.1. Model Performance

(a) NPD vulnerability

(b) CI vulnerability

Figure 5.2: Comparing LR model confusion matrix for NPD and CI vulnerability
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(a) NPD vulnerability (b) CI vulnerability

Figure 5.3: LR model Precision-Recall Plot for NPD and CI vulnerability

(a) NPD vulnerability (b) CI vulnerability

Figure 5.4: Comparing LR classification report for NPD and CI vulnerability

Figures 5.4a and 5.4b show the classification report for different metrics such as pre-
cision, recall, F1-score, and support. The results show a high rate of these metrics for
both vulnerable and not-vulnerable instances despite of false positive cases.

5.1.1 Discussion

In this scenario, since a part of SAMATE data was also used to test the final model,
we obtained good results. The models performed well for both vulnerabilities. There
were a few cases of false negatives where the model failed to identify some functions
that are actually vulnerable.

We also have a good number of false positives, indicating that the model successfully
identified all non-vulnerable functions. However, we will later discover that this num-
ber is just a false impression in the testing scenario with data from other projects. This
is due to the fact that there are some functions that are supposedly not vulnerable but
receive arguments with patterns identical to vulnerable functions.
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It is necessary to further fine-tune the ’Var’ attribute in order to match the pattern
exactly (the same string if possible) with the truly vulnerable codes. This is because
each project specifies values differently, which ended up being different from how it
was specified in the SAMATE projects.

We have come to the conclusion that we have good models for both types of vulner-
abilities with good performance, even with the cases of false positives, it was able to
detect vulnerabilities in truly vulnerable places.

5.2 Model Evaluation with data from other projects

Given the good results with SAMATE data, we decided to analyse if our tool could
detect vulnerabilities from real software projects.

We searched for some examples of vulnerable Java code on GitHub and found the
following projects for Command injection vulnerability: Vulnerable Java Application
[25], Java Sec Code [29], Operation System Command Injection Vulnerability in Java
Spring [32], Amaze File Manager [31], OpenTSDB 2.4.0 Remote Code Execution [24],
OS Command Injection [30], and the following projects for Null Pointer Deference vul-
nerability: null-pointer-dereference-examples [28], Selenium [27] and dbus-java [26].

For each project, we transformed the source code into dataset (feature extraction) with
our dataset generator tool, by passing the project directory path to the tool, and then
used the models trained with SAMATE data to find vulnerabilities. The output of our
tool was a CSV file containing the file name, line number, node number and probability
for each instance. We used manual inspection to confirm whether or not the projects
are vulnerable.

The results are resumed in Tables 5.3 and 5.4. The "Project" field indicates the name of
the project. The "Vuln. Lines" indicates the number of vulnerable lines predicted by the
model. The "Non-Vul. Lines" indicates the number of non-vulnerable lines predicted
by the model. The "Tot. lines" indicates the total number of lines extracted from the
project. The "Comments" provides a qualitative assessment of the model’s behavior in
that project.

This qualitative assessment provides insights into the model’s stability and general-
ization across different projects, even though we don’t have ground truth labels for
specific evaluation metrics.
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Table 5.3: Result of model evaluation using real software projects for Null Pointer Def-
erence vulnerability.

Project Vuln.
Lines

Non-
Vul
Lines

Tot.
lines

Comments

null-pointer-
dereference

25 160 185 The model was able to detect the vulner-
ability, but the prediction was inconsis-
tent.

dbus-java 38 238 276 Incorrectly predicted. the prediction was
inconsistent.

SeleniumHQ 70 1149 1219 The model was able to detect vulnerable
lines, but the prediction was inconsistent.

Table 5.4: Result of model evaluation using real software projects for command injec-
tion vulnerability.

Project Vuln.
Lines

Non-
Vul
Lines

Tot.
lines

Comments

Vulnerable Java Ap-
plication

1 5 6 Predicted correctly. The prediction was
consistent.

Java Sec Code 20 218 238 Incorrectly predicted. The prediction
was inconsistent.

OS Command Injec-
tion Vulnerability in
Java Spring

0 1 1 In this project, it was only possible to ex-
tract one line to create the dataset, which
is actually vulnerable. Unfortunately, the
model missed it. The prediction was in-
consistent.

ArmazeFileManager 116 1090 1206 The model was able to detect the vulner-
able functions. The prediction was incon-
sistent.

OpenTSDB 2.4.0 Re-
mote Code Execu-
tion

220 2085 2305 The model was able to detect the vulner-
ability, but the prediction was inconsis-
tent.

OS Command Injec-
tion

0 3 3 Incorrectly predicted. The prediction
was inconsistent.

As shown in the tables 5.4 and 5.3 and explained earlier, the model is also detecting vul-
nerabilities (false positive cases) in functions that even though they receive variables
whose values may come from input or null, and therefore tainted, are not actually vul-
nerable. Some of these functions don’t even receive arguments, therefore, it doesn’t
make sense for them to be vulnerable.
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5.2.1 Discussion

Based on this analysis, we can observe that in a significant number of projects, the
models (for both type of vulnerabilities) predictions were inconsistent, meaning that
they tend to be less stable (predicting some instances incorrectly). Nevertheless, it’s
worth noting that the models were successful in detecting vulnerabilities in certain
projects.

We believe that the ’Var’ feature requires further refinement to precisely match the
pattern with the actual vulnerable code, ideally matching the same string. This is
necessary because, as previously explained, each project specifies values in a differ-
ent format than the SAMATE projects. Specifically, each project defines its own path
for command execution, even when the commands themselves are identical. In other
words, we think that the value of the ’Var’ feature in the SAMATE dataset is different
from the actual codes (due to each project being distinct), which is influencing signifi-
cantly the vulnerability detection.

For CI vulnerability: The source code contains file names and paths used in command
execution, and these file-related details are considered as part of the model’s input for
detecting CI vulnerabilities.

For NPD vulnerability: the source code contains functions that receive variables as
arguments. However, it’s challenging to determine whether these variables are gen-
uinely null through the static code analysis, especially when the variable serves as a
parameter of a function. In other words, static code analysis cannot provide a straight-
forward way to identify null variables in the context of NPD vulnerabilities.

The structure of the ’var’ attribute needs further refinement to ensure it is most suitable
for the model, enabling the model to learn and make predictions effectively. Due to
time constraints, this couldn’t be done, and therefore, it remains for future work.

5.3 Comparison with other works

This section consists of comparisons with similar works in the field to provide a per-
spective from which observations and measurements are made for the evaluation of
this work. As there are fundamental differences in each approach, direct comparison
cannot be drawn between the outcomes. The results are summarized in Table 5.5.

The current design of our tool is limited to Java programs. Future research should be
conducted to adapt it for use with other programming languages.

60



5. EVALUATION 5.3. Comparison with other works

The approaches are compared under the following aspects:

• Scope and applicability: has the model been trained on a single project and can
it only classify files within that application, or is it generally applicable to any
code from a large variety of sources;

• Programming language: what programming language was subject of the study;

• Machine Learning Approach: what machine learning approach was used;

• Vulnerability types: which kinds of vulnerabilities can be detected;

• Dataset: Is the data sourced from real-world projects or from synthetic databases,
such as SAMATE data.

Table 5.5: Results of comparisons with similar works

Aspects of the approach
Tool Name Prog.

Lang.
Vul. Type Scope & ap-

plicability
Mach. Learn.
Approach

Dataset

SWD-SCA-
ML (our tool)

Java CI, NPD General Supv. Learn.,
Prob. Classi-
fiers

Real & Synth.

WIRECAML PHP SQLi, XSS Inconclusive Supv. Learn.,
Prob. Classi-
fiers

Real & Synth.

VUDENC Python SQLi, XSS,
CI, XSRF

General Supv. Learn.,
Deep Learn.

Real & Synth.

VulDeePecker C/C++ resource
management
error, buffer
error

General Supv. Learn.,
Deep Learn.

Real & Synth.

5.3.1 Discovering vulnerabilities using data-flow analysis and ma-

chine learning

This is the main work related to our problem, proposed by Kronjee et al. [51]. It com-
bines static code analysis with machine learning for detecting SQL injection (SQLi) and
Cross-Site Scripting (XSS) vulnerabilities in PHP applications. It also uses SAMATE for
collecting training data for the model [51].
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The work attempted to contribute and demonstrate that it is possible to combine ma-
chine learning with static code analysis for detecting vulnerabilities in software. How-
ever, we suggest that the demonstrated results show some uncertain, especially when
testing the tool with different data (data from other applications). This is because they
did not demonstrate the data extracted from other applications. In other words, their
work did not include a demonstration of the data extracted from other applications,
which was used to test their tool. Furthermore, based on our analyses, we suggest that
their process for feature extraction and dataset creation is based on a method that does
not consistently define features according to the function names and variable num-
ber of features. The features extracted from the source codes are functions (function
names), which can differ from project to project, and the size of features could also
vary from project to project. In this sense, the work may not be considered definitive,
as it could be challenging to apply the model created and trained with a specific dataset
(e.g., SAMATE data) to any other dataset extracted from a different project or source
code.

The authors built a tool called WIRECAML [51] and Table 5.6 presents the results of
WIRECAML using various classifiers trained on SAMATE and NVD data. We have
made comparisons regarding the accuracy of their model with ours for some classifiers
that we have used in common, since it’s not possible to make a comparison regarding
the types of vulnerabilities used in both cases.

The main advantage of our tool over theirs is its versatility. In our case, our model can
be applied to any dataset generated using our tool. On the other hand, in their case, it
remains inconclusive whether their model can be applied to any dataset generated by
their tool, due to the features that they have considered as previously explained in the
preceding paragraph.

Our model achieved better results when using the same classifiers compared to their
model. Their work has limitations in feature extraction for dataset construction, and
this represents the primary advantage of our work over theirs. The model created by
our tool can be applied to datasets extracted from other applications since it considers
the same features.

5.3.2 VUDENC - Vulnerability Detection with Deep Learning on a

Natural Codebase

It is a vulnerability detection system that utilizes neural networks to learn vulnerable
features from a collection of data extracted from GitHub. The work focuses on the
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Table 5.6: Comparison of several probabilistic classifiers in terms of AUC-PR values
extracted from [51]

Classification method Vulnerability AUC-PR
Decision tree SQLi 0.88
Random forest SQLi 0.85
Logistic regression SQLi 0.87
Naive Bayes SQLi 0.64
TAN SQLi 0.75
Decision tree XSS 0.82
Random forest XSS 0.82
Logistic regression XSS 0.79
Naive Bayes XSS 0.69
TAN XSS 0.81

Python programming language and exclusively learns source code [89].

This work managed to demonstrate the potential use of deep learning directly on
source code to learn vulnerable features, utilizing LSTM (Long Short-term Memory)
models [6].

They created the model using LSTM and managed to achieve good results. With an F1
score of around 87%, they attained a precision of 91% and a recall of 83%.

Their tool was able to detect several types of vulnerabilities, and this is the main ad-
vantage of their work compared to ours. Another advantage in comparison with our
approach is that they used real GitHub data for model creation. In our case, we used
SAMATE data for training and model creation.

5.3.3 VulDeePecker Deep Learning Based System For Vulnerability

Detection

Li et al. [95] developed this tool to detect buffer error vulnerabilities and resource
management error vulnerabilities in C/C++ programs. They work on a "code gad-
get database" made from a large number of popular open source projects, including
the Linux kernel and Firefox. The vulnerabilities are found by using the NVD and
SAMATE dataset, which contain synthetic and real-life / production code, flaws, and
vulnerabilities.

Selecting their data from those sources, Li et al work on very high-quality code. Sim-
ilar to our approach, they also collected projects with vulnerable source code to ex-
tract their own features and create the dataset. They labeled all vulnerable locations in
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source codes, just as we did, but they did so manually. This differs from our approach,
which automates this entire process.

They train a bidirectional LSTM and achieve an impressive F1 score of around 85-
95%. Our tool achieve quite the same high score too. Furthermore, their database only
consists of synthetic code as well.

The authors of VulDeePecker compared their tool to other approaches and found a
precision of 25% for the Flawfinder tool [23], 39.6% for Checkmarx [12], and 19.4%
for RATS [72], in contrast to VulDeePecker’s precision of 88.1%. Which means that
VulDeePecker is more effective than these tools. The VulDeePecker approach success-
fully was able to reduce the number of false positive results to almost zero, a level of
achievement that we were unable to accomplish in our case.

5.4 Limitations

The present design, implementation, and evaluation of this work have several limita-
tions, which suggest interesting open problems for future research. First, the present
design of this work is limited to deal with a variety of different types of vulnerabili-
ties. The feature extraction process is a challenging problem for projects compatibilities
with Java programming language version 8, as well as with higher versions due to the
functional programming paradigms (dealing with lambda expressions on features ex-
traction).

Second, the present design of our tool only deals with Java programs. Future research
needs to be conducted to adapt it to deal with other kinds of programming languages.

Third, the present design of this work only deals with vulnerabilities related to func-
tions invocation. The future work could investigate how to detect the other kinds of
vulnerabilities by leveraging the other kinds of key points.

Fourth, The data collected for model creation was just from one source (SAMATE) and
insufficient, it’s necessary to collect more data from different sources and from real
example source code.

Fifth, the evaluation of the model’s performance was conducted using standard mea-
sures commonly used in the context of vulnerability prediction, such as predictions, ac-
curacy, precision, and recall. By using these well-established metrics, the study aimed
to minimize potential risks to the validity of its conclusions. However, in practice,
there may be other metrics and representation demonstrating how well a classifier
performs. In essence, the evaluation process used common and accepted measures but
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we acknowledge the possibility of further metrics that might be valuable for assessing
classifier performance.

Sixth, our current tool implementation is limited to the use of machine learning clas-
sifiers. To enhance our systematic experiments, we can explore alternative learning
techniques for vulnerability detection, including Natural Language Processing, Recur-
rent Neural Networks, and Convolutional Neural Networks (CNNs). It’s also possible
to combine these methods for a more comprehensive and holistic approach.

Seventh, the present method of model creation is limited because the hyperparameter
tuning process was not used. It can be a crucial step in model creation to tune pa-
rameters in machine learning in order to adjusting the settings of a machine learning
algorithm or model to ensure that the model performs at its best.

Finally, furthermore, design decisions were made which might affect the overall end
result.
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Conclusion

In this work, we have presented Software Weakness Detection, a system for vulnerabil-
ity detection based on Machine Learning applied to source code. The research purpose
is to relieve human experts from the time-consuming and subjective work of manually
defining features for vulnerability detection. This work demonstrates the potential of
using machine learning directly on source code in order to learn such vulnerability
features by leveraging classifier models.

The system works on Java source code and can predict 2 different types of vulnera-
bilities (Command Injection and Null Pointer Deferences). To create the basis for the
tool, a large dataset was derived from SAMATE projects and transformed according to
the model inputs. The data was transformed from several SAMATE projects examples
containing code snippets and for 2 different types of vulnerabilities.

A classifier model based on Logistic Regression algorithm has been trained on a large
data of java source code to be able to perform vulnerabilities detection. Systematic
experiments show that our tool achieves, on average, an accuracy of 96.5%, a recall
of 95%, a precision of 95% and an F1 score of 96.5% using SAMATE data with a ratio
of 60% for the training dataset and 40% for the test dataset. Similarly, with data from
real projects, we achieved favorable results. Despite encountering some false positives,
the model was able to detect vulnerabilities in genuinely vulnerable locations. These
results are very promising and encourage for further research in this area.

Future work should focus on improving the approach for extracting features from data,
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gathering a larger quantity of data, combining the tool with other approaches for en-
hanced results, and exploting codes from real projects. The work could also be ex-
tended to other programming languages or types of vulnerabilities. Our project has
been made available as a public Github repository alongside with datasets, trained
models, and examples [77].

6.1 Future work

There are several unsolved issues for future research in this field of study. Firstly, the
approach itself could probably be adjusted and improved, for instance, by optimizing
the feature extraction process or more data collection as discussed earlier.

The ’Var’ attribute values could be refined in order to match exactly the same pat-
tern with the truly vulnerable codes in order to improve false positives cases from the
model.

Our data set is very biased due to the fact that each source code line is a sample and
there are more non-vulnerable lines than vulnerable ones. The data could be compiled
and filtered more thoroughly, leading to much more representative samples. By col-
lecting more data from different source, it could be ensured that a larger percentage of
the samples actually contain more relevant examples.

Our approach could be experimented with different programming languages like PHP,
C++, or C#. First, we need to see if the process of extracting features (data transforma-
tion) works well for those languages. If it does, we can train the model on datasets
from those languages and compare it to other research. Additionally, we could use our
approach on various type of applications, including web and mobile apps or software
in specific fields with their unique security risks.

The approach could also be extended to provide alerts for bugs that may be present
in the source code. There is a whole research area dealing with this problem, and the
application of machine learning can surely offer valuable insights. The possibilities are
vast, and a lot of work is still to be done in this area.

Finally, a subsequent expansion could involve building a fully functional vulnerability
detection system with high usability that takes code as input and detect vulnerabilities.
While a simple prototype tool has already been constructed in this work, it has not been
optimized for usability in daily programming. One option would be to create a plugin
for an IDE or a highly customized command line tool.
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